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The Number  
resource 
orgaNizaTioN  
(Nro) represents  
the five regional  
internet registries 
(rirs) that distribute 
and register internet 
number resources, 
including iP addresses 
and autonomous  
system numbers

Continuing Cooperation
The NRO aNd INTeRNeT GOveRNaNce
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About the NRo

The NRO was esTablished iN 
2003 uNdeR a MeMORaNduM Of 
uNdeRsTaNdiNg (MOu) beTweeN aPNiC, 
aRiN, laCNiC, aNd The RiPe NCC. 
afRiNiC jOiNed The MOu shORTly afTeR 
iT was esTablished iN 2005. The NRO’s 
exeCuTive COuNCil (eC) is Made uP Of 
The five RiR CeOs.

The NRO enables the RIRs 
to coordinate their efforts to:

 » Protect the unallocated pool 
of Internet number resources

 » Promote the RIR system’s open, 
transparent, and bottom-up 
policy development process

 » Providing public forums for 
Internet policy development
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About the RIRs

The Regional Internet Registries (RIRs) provide the  
core service of distributing and registering Internet  
number resources.

Each RIR is a not-for-profit, membership organization 
governed by open, transparent processes developed by 
the community in a bottom-up manner.

The wider community includes Internet Service Providers 
(ISPs), network engineers, governments, regulators, 
educational institutions, and other individuals and groups 
interested in IP networking.

As Internet number resources are a public resource and are 
not individually owned, RIR members pay fees for services 
provided by the RIR, including: 

 » Registering Internet number resource (IPv4, IPv6, and  
Autonomous System (AS) numbers)

 » Managing reverse Domain Name System (DNS) resolution
 » Providing a whois database service
 » Maintaining Internet Routing Registry information
 » Providing public forums for Internet policy development

iNTerNeT 
goverNaNce 
The policies and 
mechanisms under 
which internet 
community 
stakeholders 
discuss the 
development 
and use of the 
internet. The Nro 
has participated 
in internet 
governance 
discussions since 
its inception.
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hisTORiCally, NeTwORks Of 
ORgaNizaTiONs have COOPeRaTed TO 
eNsuRe The sMOOTh OPeRaTiON aNd 
develOPMeNT Of The iNTeRNeT.

Over time, this open and collaborative “network 
of networks” has expanded to include more and 
more stakeholders, with participants forming new 
groups according to their expertise.

evolutIoN of GlobAl 
INteRNet GoveRNANce

the futuRe of 
INteRNet GoveRNANce

iN 2009 The NRO Pledged iTs 
COMMiTMeNT TO The iNTeRNeT 
gOveRNaNCe fORuM (igf) aNd suPPORTed 
The exTeNsiON Of The igf’s ORigiNal five-
yeaR MaNdaTe by The uNiTed NaTiONs.

In the spirit of the IGF, many additional forums have 
been established to facilitate further discussion on 
Internet governance, while considering regional and 
national issues.

These  
orgaNizaTioNs  
iNclude:

www.intgovforum.org

» ieTF
» iab

» isoc

» iaNa

» icaNN

» rirs
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eNGAGe

eaCh RiR eNgages wiTh gOveRNMeNTs aNd MulTiNaTiONal 
fORuMs iN TheiR ResPeCTive RegiONs TO addRess The Needs aNd 
quesTiONs Of ThOse RePReseNTaTives. aCTiviTies like RiR-ORgaNized 
gOveRNMeNT ROuNdTables aNd dediCaTed wORkiNg gROuPs PROvide 
gOveRNMeNT RePReseNTaTives aNd RegulaTORs wiTh viTal iNsighTs, 
faCiliTaTiNg The exChaNge Of kNOwledge aNd views ON The issues 
suRROuNdiNg iNTeRNeT NuMbeR ResOuRCes.

iNTerNaTioNal TelecommuNicaTioNs  
uNioN (iTu)

All five RIRs participate in ITU 
proceedings; four as Sector Members. 
They provide technical guidance on 
address management issues facing 
Member States and the Internet at large. 
Most recently, NRO representatives 
have taken part in the ITU IPv6 Group 
and the World Telecommunication 
Development Conference (WTDC) 
and provided ITU Member States with 
authoritative data on  
IP addressing statistics.

The orgaNisaTioN For ecoNomic  
cooPeraTioN aNd develoPmeNT (oecd)

To inform its development of Internet 
policy, the OECD formalized the 
crucial advisory role of the technical 
community as the Internet Technical 
Advisory Committee (ITAC). The NRO 
is a founding member of this group, 
and it continues to actively engage with 
the OECD, advising on critical Internet 
resource issues in forums and events 
including the High Level Meeting on the 
Internet Economy in 2011.

asia-PaciFic ecoNomic cooPeraTioN (aPec)

APNIC is a Guest Member of the APEC 
Telecommunications and Information 
Working Group (APEC TEL). To assist 
APEC members in their transition to 
IPv6, APNIC supported the group’s 
activities by facilitating the organization 
of IPv6 workshops.

iNTer-americaN TelecommuNicaTioN 
commissioN (ciTel) 

ARIN and LACNIC are Associate 
Members of CITEL, a forum for 
governments and the private sector 
to coordinate regional efforts relating 
to the global Information Society. 
Both RIRs have been active participants 
in this forum since 2005.

caribbeaN associaTioN oF NaTioNal 
TelecommuNicaTioN orgaNizaTioNs (caNTo)

ARIN and LACNIC have both taken 
part in this annual event, which 
brings together telecom companies 
and government representatives from 
numerous economies around the region. 
The most recent meeting and exposition 
was held in Suriname in July 2011.

These  
orgaNizaTioNs  
iNclude:
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afriNic - iPv6

www.afrinic.net/projects/cvl.htm

aPNic 

www.apnic.net/ipv6

aPNic - icoNs

icons.apnic.net /ipv6

ariN - iPv6 Wiki

www.getipv6.info

ariN – TeamariN

teamarin.net

lacNic - iPv6 PorTal

portalipv6.lacnic.net

riPe Ncc - iPv6 acT NoW

www.ipv6actnow.org

INfoRmING the commuNIty

a key MaNdaTe Of The NRO is TO PROvide widesPRead aCCess TO 
iNfORMaTiON fOR The beNefiT Of The whOle iNTeRNeT COMMuNiTy.

iPv6 dePloymeNT

IPv6 deployment is arguably 
the most important challenge 
currently facing the global 
Internet community. The RIRs 
are taking responsibility for 
promoting IPv6 deployment in 
their respective regions with 
extensive education campaigns 
and by providing spaces for 
Internet stakeholders to share 
information.

Open, TransparenT pOlicy DevelOpmenT

Every year, thousands of people participate in 
regular open policy meetings organized by the five 
RIRs in diverse locations around the globe.

By hosting these meetings throughout their regions, 
the RIRs maximize the chance for all community 
members to attend in person. Remote participation 
technologies mean that those who cannot attend 
in person can also contribute to these events and 
follow discussions in real time.
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WhoIs DAtAbAses

eaCh RiR MaiNTaiNs a PubliCly aCCessible RegiONal whOis 
daTabase CONTaiNiNg iNfORMaTiON abOuT ORgaNizaTiONs 
ThaT hOld iNTeRNeT NuMbeR ResOuRCes.

These databases show the organizations that hold the resources, where the allocations 
were made and contact details for their networks. These databases are critical to 
network operators and serve an important function for law enforcement agencies.

NeTWork research

The RIRs are involved in a variety of research and development initiatives 
that include data collection and analysis, speculative research, and standards 
development. This information provides valuable input into the development 
of effective and appropriate addressing policies by each RIR community. 

RIR Labs

 » APNIC Labs 
 labs.apnic.net 

 » LACNIC Labs 
 www.labs.lacnic.net 

 » RIPE Labs 
 labs.ripe.net 

 
TesT TRaffIc MeasuReMenTs

 » SIMON (Traffic Delay 
Measurements)

 simon.lacnic.net 

 » Test Traffic Measurement 
(TTM)

 apnic.net/ttm, ripe.net/ttm 

 » Day in the Life of the  
Internet (DITL)

 caida.org/projects/ditl 

sTaTisTics aNd oTher research

 » IPv6 Regional and Worldwide Adoption
 portalipv6.lacnic.net/en/ipv6/statistics 

 » Internet Resources Analysis Interactive  
System (SIARI) 

 lacnic.net/en/siari.html 

 » RIPEstat (RIS) 
 ripestat.ripe.net 

 » Standards Development 
– Internet Engineering Task Force (IETF)

 www.ietf.org 

 » RIPE Atlas 
 atlas.ripe.net 

 » RPKI Worldwide Adoption Monitor
 www.lacnic.labs.net/~rpki 

 » Potaroo (Geoff Huston) 
 www.potaroo.net 



2001:0db8:371:2:2c0:9�f:fe4c:2574
2001:0db8:1:3a::fc2001:0db8:1:1001::1:1 2001:0db8:8007:122::32001:0db8:9cb1:1:250:8d�:fe97:82ee2001:0db8:2a0:5965:0:31:13:12001:0db8:112::22001:0db8:2004:f000:20d:60�:fe83:369c

192.0.2.119
192.0.2.145 192.0.2.121

192.0.2.106192.0.2.149
aFriNic 
established 2005 
ebène,  
mauritius

WWW.aFriNic.NeT

riPe Ncc 
established 1992 
amsterdam,  
The Netherlands

WWW.riPe.NeT

aPNic 
established 1993 
brisbane,  
australia

WWW.aPNic.NeT

www.nro.net



The RIRs each meet twice a year to discuss  
Internet addressing policies. These meetings also 
provide education and networking opportunities  
for each regional community.
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ariN 
established 1997 
virginia,  
usa

WWW.ariN.NeT WWW.lacNic.NeT

lacNic 
established 2002 
montevideo, 
uruguay 

RIR meeting locations 1992 – 2011

each organization is 
responsible for a different 
geograPhic regioN:

 afriNic

 aPNic

 ariN

 lacNic

 riPe Ncc
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PRotectING cRItIcAl 
INteRNet ResouRces

iPv4 aNd iPv6 addResses aNd as 
NuMbeRs aRe CRiTiCal COMPONeNTs Of The 
iNTeRNeT’s OPeRaTiONal iNfRasTRuCTuRe. 
The iNTeRNeT COMMuNiTy CReaTed  
The RiRs TO PROTeCT aNd adMiNisTeR 
These ResOuRCes. 

In order for the Internet to function correctly,  
it is vital for Internet number resources to be 
managed efficiently. The management and 
distribution of Internet number resources are  
guided by the following principles:

Internet number resources 
are managed according 
to community-defined 
technical and operational 
policies that safeguard the 
efficient use of these finite 
resources (conservation), 
minimize the impact on the 
routing of data (aggregation) 
and ensure that networks 
receive unique IP addresses.

RIR-supported root name server nodes

conservation / Aggregation / Registration



2001:0db8:371:2:2c0:9�f:fe4c:2574
2001:0db8:1:3a::fc2001:0db8:1:1001::1:1 2001:0db8:8007:122::32001:0db8:9cb1:1:250:8d�:fe97:82ee2001:0db8:2a0:5965:0:31:13:12001:0db8:112::22001:0db8:2004:f000:20d:60�:fe83:369c

192.0.2.119
192.0.2.145 192.0.2.121

192.0.2.106192.0.2.149
NRO Continuing Cooperation   11

suPPoRtING the Root 
NAme seRveR system

ROOT NaMe seRveRs aRe a viTal PaRT Of 
The iNTeRNeT beCause They aRe The fiRsT 
sTeP iN TRaNslaTiNg PeOPle-fRieNdly 
dOMaiN NaMes iNTO The iP addResses 
ThaT aRe used iN COMMuNiCaTiON beTweeN 
iNTeRNeT hOsTs.

aNycasT Nodes

While there are 13 unique root server names in the 
root zone (from A to M), the use of anycast technology 
by many root server operators has resulted in over 
190 root name servers being announced in multiple 
locations on different continents.

Wide-scale deployment of these root servers is an 
important factor in defending against Distributed 
Denial of Service (DDoS) attacks and in maintaining 
a robust and secure Internet.
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NetWoRk secuRIty

The RiRs wORk ClOsely wiTh 
TheiR COMMuNiTies TO develOP aNd 
iNCORPORaTe TeChNOlOgies TO eNsuRe 
The seCuRiTy Of This esseNTial 
iNfRasTRuCTuRe.

resource cerTiFicaTioN (rPki)

Internet resource certification, also known 
as RPKI, is a system based on Public Key 
Infrastructure (PKI) principles that uses digital 
certificates to prove that a specific Internet 
number resource has been officially assigned 
or allocated by an RIR. All five RIRs are in the 
process of deploying this system, which ensures 
that registration information is current and 
accurate, and can contribute to securing Internet 
routing.

dNssec

Domain Name System Security Extensions 
(DNSSEC) is an upgrade to the DNS that 
addresses several inherent weaknesses in the 
DNS. All RIRs have deployed DNSSEC over their 
reverse DNS delegations, and several RIRs have 
provided training in DNSSEC to their members. 
Several regions are currently in the process of 
submitting their members’ Delegation Signer 
(DS) records to their respective parent zones, 
adding a further layer of security from the root 
to the individual.

cooPeraTioN WiTh laW eNForcemeNT

The RIRs’ relationships with law enforcement 
agencies ensure widespread awareness of the 
registry system and facilitate access to crucial 
public network data. Several RIRs now host regular 
events dedicated to discussing law enforcement 
issues as they relate to Internet addressing.
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tRAINING AND  
cAPAcIty buIlDING

The RiRs sTRONgly suPPORT The 
gROwTh aNd develOPMeNT Of The 
iNTeRNeT by CONduCTiNg TRaiNiNg 
PROgRaMs aROuNd The wORld.

The goal of all RIR training programs is to help 
all stakeholders get the most out of their network 
infrastructure and conform to global best practices.

The RIRs place particular emphasis on providing 
accessible education, often free of charge, to the 
Internet community in developing regions by:

 » Adjusting fees to match the local economy
 » Delivering courses in the local language
 » Collaborating with local Internet community 

events and organizations

These Programs 
iNclude: 

Face-to-face workshops 
and seminars: delivered 
directly by rir staff 
and experts within the 
technical community at 
venues around the world

elearning: delivered 
remotely using 
interactive, self-paced 
learning environments

iPv6 roadshow: a 
program of hands-on 
technical workshops 
taught by community 
experts, supported by 
the rirs and hosted by 
local organizations in 
developing regions. 
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bRIDGING the  
DIGItAl DIvIDe

The RiRs Play aN aCTive ROle iN OuTReaCh 
PROjeCTs aROuNd The wORld, CONNeCTiNg 
wiTh uNdeR-RePReseNTed seCTORs Of TheiR 
COMMuNiTies ThROugh sPeakiNg eNgageMeNTs, 
TRade shOws aNd OTheR develOPMeNT PROjeCTs.

 » FRIDA: LACNIC supports the Regional Fund for  
Digital Innovation in Latin America Award. The award 
recognizes projects and initiatives that contribute 
significantly to the use of the Internet as a catalyst  
for change in Latin America and the Caribbean.

www.programafrida.net

 » ISIF: APNIC runs the Information Society Innovation 
Fund, a grants program for Internet development 
initiatives in the Asia Pacific.

isif.asia

 » AAU: AfriNIC provides financial incentives and  
training for Internet research through the  
Association of African Universities. 

www.aau.org

 » Regional Operators’ Groups: The RIPE NCC supports 
regional groups such as the Middle East Network 
Operators’ Group (MENOG) and the Eurasia Network 
Operators’ Group (ENOG). 

www.menog.net, www.enog.org

 » Caribbean ICT Roadshow: ARIN and LACNIC 
support the Caribbean Telecommunications Union’s 
Information and Communications Technologies 
Roadshow, aimed at advancing the economic and 
social development in that region. 

www.ctu.int
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access For everyoNe The rirs 
constantly strive to improve the 
openness and accessibility of their 
meetings and documentation.

many meetings are accessible via 
remote participation tools, such 
as webcast, blogs and online chat, 
while real-time stenography and 
simultaneous translation help to 
bridge both geographical distance 
and language differences.

The rirs offer various fellowships 
to attend regional and international 
meetings and forums.

documents are often translated 
into local languages to maximize 
their reach into regional 
communities.
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www.nro.net

www.afrinic.net 

AfriNIC
Established 2005

11th floor
Raffles Tower
Lot 19, Cybercity
Ebène, Mauritius

Phone: +320 466 6616
Fax: +230 466 6738

www.apnic.net 

APNIC
Established 1993 

6 Cordelia St
South Brisbane QLD
Australia 4101

PO Box 3646
South Brisbane 4101

Phone: +61 7 3858 3100
Fax: +61 7 3858 3199

ARIN
Established 1997

3635 Concorde Pkwy
Suite 200
Chantilly, VA, 20120
USA 

Phone: +1 703 227 9840
Fax: +1 703 227 0671

www.arin.net 

LACNIC
Established 2002 

Rambla República de 
México 6125
Montevideo 11400
Uruguay

Phone: +598 2 604 2222 
Fax: +598 2 604 2222 
ext. 4112

www.lacnic.net 

RIPE NCC
Established 1992

Singel 258
1016 AB Amsterdam
The Netherlands

PO Box 10096 
1001EB Amsterdam
The Netherlands

Phone: +31 20 535 4444
Fax: +31 20 535 4445

www.ripe.net 


