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CONTINUING COOPERATION

THE NRO AND INTERNET GOVERNANCE

REPRESENTS
THE FIVE REGIONAL
INTERNET REGISTRIES
(RIRS) THAT DISTRIBUTE
AND REGISTER INTERNET
NUMBER RESOURCES,
INCLUDING IP ADDRESSES
AND AUTONOMOUS
SYSTEM NUMBERS




ABOUT THE NRO

)
Q 9 N R D THE NRO WAS ESTABLISHED IN

2003 UNDER A MEMORANDUM OF
UNDERSTANDING (MoU) BETWEEN APNIC,
ARIN, LACNIC, anp THE RIPE NCC.
AFRINIC JOINED THE MoOU SHORTLY AFTER
IT WAS ESTABLISHED IN 2005. THE NRO'’s
Executive Councit (EC) 1S MADE UP OF
THE FIVE RIR CEOs.

The NRO enables the RIRs

to coordinate their efforts to:

»  Protect the unallocated pool
of Internet number resources

» Promote the RIR system'’s open,
transparent, and bottom-up
policy development process

»  Providing public forums for
Internet policy development



ABOUT THE RIRS

The Regional Internet Registries (RIRs) provide the AFRINIC 8

e Internet Numbers Regisiry for Africa

core service of distributing and registering Internet ’
number resources.

Each RIR is a not-for-profit, membership organization
governed by open, transparent processes developed by

the community in a bottom-up manner. (:) APNIC

The wider community includes Internet Service Providers
(ISPs), network engineers, governments, regulators,
educational institutions, and other individuals and groups

interested in IP networking. ARIN

As Internet number resources are a public resource and are
not individually owned, RIR members pay fees for services
provided by the RIR, including:

»  Registering Internet number resource (IPv4, IPv6, and ~)
Autonomous System (AS) numbers) 7

» Managing reverse Domain Name System (DNS) resolution

»  Providing a whois database service

» Maintaining Internet Routing Registry information

»  Providing public forums for Internet policy development

RIPE

INTERNET
GOVERNANCE
THE POLICIES AND
MECHANISMS UNDER
WHICH INTERNET
COMMUNITY
STAKEHOLDERS
DISCUSS THE
DEVELOPMENT

AND USE OF THE
INTERNET. THE NRO
HAS PARTICIPATED
IN INTERNET
GOVERNANCE
DISCUSSIONS SINCE
ITS INCEPTION.
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EVOLUTION OF GLOBAL
INTERNET GOVERNANCE
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£ HISTORICALLY/ NETWORKS OF
ORGANIZATIONS HAVE COOPERATED TO
ENSURE THE SMOOTH OPERATION AND
DEVELOPMENT OF THE INTERNET.
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of networks” has expanded to include more and
more stakeholders, with participants forming new
groups according to their expertise.

Packet Design

THESE
ORGANIZATIONS
INCLUDE:

» IETF e

» |IAB

» RIRs
» IANA

THE FUTURE OF » ICANN

INTERNET GOVERNANCE

IN 2009 THE NRO PLEDGED ITS
COMMITMENT TO THE INTERNET
GOVERNANCE FOrRuUM (IGF) AND SUPPORTED
THE EXTENSION OF THE IGF’S ORIGINAL FIVE-
YEAR MANDATE BY THE UNITED NATIONS.

In the spirit of the IGF, many additional forums have
been established to facilitate further discussion on
Internet governance, while considering regional and
national issues.

www.intgovforum.org
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ENGAGE

EAacH RIR ENGAGES WITH GOVERNMENTS AND MULTINATIONAL

FORUMS IN THEIR RESPECTIVE REGIONS TO ADDRESS THE NEEDS AND
QUESTIONS OF THOSE REPRESENTATIVES. ACTIVITIES LIKE RIR-ORGANIZED
GOVERNMENT ROUNDTABLES AND DEDICATED WORKING GROUPS PROVIDE
GOVERNMENT REPRESENTATIVES AND REGULATORS WITH VITAL INSIGHTS,
FACILITATING THE EXCHANGE OF KNOWLEDGE AND VIEWS ON THE ISSUES
SURROUNDING INTERNET NUMBER RESOURCES.

INTERNATIONAL TELECOMMUNICATIONS
UNION (ITU)

All five RIRs participate in ITU
proceedings; four as Sector Members.
They provide technical guidance on
address management issues facing
Member States and the Internet at large.
Most recently, NRO representatives
have taken part in the ITU IPv6 Group
and the World Telecommunication
Development Conference (WTDC)
and provided ITU Member States with
authoritative data on

IP addressing statistics.

THE ORGANISATION FOR ECONOMIC
COOPERATION AND DEVELOPMENT (OECD)

To inform its development of Internet
policy, the OECD formalized the
crucial advisory role of the technical
community as the Internet Technical
Advisory Committee (ITAC). The NRO
is a founding member of this group,
and it continues to actively engage with
the OECD, advising on critical Internet
resource issues in forums and events
including the High Level Meeting on the
Internet Economy in 2011.

ASIA-PACIFIC ECONOMIC COOPERATION (APEC)

APNIC is a Guest Member of the APEC
Telecommunications and Information
Working Group (APEC TEL). To assist
APEC members in their transition to
IPv6, APNIC supported the group’s
activities by facilitating the organization
of IPv6 workshops.

INTER-AMERICAN TELECOMMUNICATION
COMMISSION (CITEL)

ARIN and LACNIC are Associate
Members of CITEL, a forum for
governments and the private sector

to coordinate regional efforts relating
to the global Information Society.

Both RIRs have been active participants
in this forum since 2005.

CARIBBEAN ASSOCIATION OF NATIONAL
TELECOMMUNICATION ORGANIZATIONS (CANTO)

ARIN and LACNIC have both taken

part in this annual event, which

brings together telecom companies

and government representatives from
numerous economies around the region.
The most recent meeting and exposition
was held in Suriname in July 2011.
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INFORMING THE COMMUNITY

A KEY MANDATE OF THE NRO 1S TO PROVIDE WIDESPREAD ACCESS TO
INFORMATION FOR THE BENEFIT OF THE WHOLE INTERNET COMMUNITY.

IPvé DEPLOYMENT

IPv6 deployment is arguably
the most important challenge
currently facing the global
Internet community. The RIRs
are taking responsibility for
promoting IPv6 deployment in
their respective regions with
extensive education campaigns
and by providing spaces for
Internet stakeholders to share
information.

AFRINIC - IPV6

OPEN, TRANSPARENT POLICY DEVELOPMENT

Every year, thousands of people participate in
regular open policy meetings organized by the five
RIRs in diverse locations around the globe.

By hosting these meetings throughout their regions,
the RIRs maximize the chance for all community
members to attend in person. Remote participation
technologies mean that those who cannot attend

in person can also contribute to these events and
follow discussions in real time.

www.afrinic.net/projects/cvl.htm

APNIC

www.apnic.net/ipv6

APNIC - ICONS

icons.apnic.net /ipv6

ARIN - IPv6 WIKI

www.getipvé.info

ARIN - TEAMARIN

teamarin.net

LACNIC - IPv6 PORTAL

portalipvé.lacnic.net

RIPE NCC - IPv6 ACT NOW

www.ipvbactnow.org




WHOIS DATABASES

EacH RIR MAINTAINS A PUBLICLY ACCESSIBLE REGIONAL WHOIS
DATABASE CONTAINING INFORMATION ABOUT ORGANIZATIONS
THAT HOLD INTERNET NUMBER RESOURCES.

These databases show the organizations that hold the resources, where the allocations
were made and contact details for their networks. These databases are critical to
network operators and serve an important function for law enforcement agencies.

NETWORK RESEARCH

The RIRs are involved in a variety of research and development initiatives
that include data collection and analysis, speculative research, and standards
development. This information provides valuable input into the development
of effective and appropriate addressing policies by each RIR community.

RIR LABS STATISTICS AND OTHER RESEARCH

» APNIC Labs » IPv6 Regional and Worldwide Adoption

» LACNIC Labs » Internet Resources Analysis Interactive
 wwiwlabs.Jacnic.net System (SIARD
 lacnic.net/en/siari.html
» RIPE Labs
~ labs.ripe.net » RIPEstat (RIS)

» Standards Development
» SIMON (Traffic Delay — Internet Engineering Task Force (IETF)

Measurements) - www.ietf.org

» RIPE Atlas

»  Test Traffic Measurement ~ atlas.ripe.net

(TTM)
» RPKI Worldwide Adoption Monito’,

>

TEST TRAFFIC MEASUREMENTS

P>

|

|

» Day in the Life of the
Internet (DITL) » Potaroo (Geoff Huston)
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AFRINIC
ESTABLISHED 2005
EBENE,
MAURITIUS

WWW.AFRINIC.NET

RIPE NCC
ESTABLISHED 1992
AMSTERDAM,

THE NETHERLANDS

WWW.RIPE.NET

() APNIC

APNIC
ESTABLISHED 1993
BRISBANE,
AUSTRALIA

WWW.APNIC.NET
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The RIRs each meet twice a year to discuss
Internet addressing policies. These meetings also
provide education and networking opportunities
for each regional community.

EACH ORGANIZATION IS
RESPONSIBLE FOR A DIFFERENT

J

O ArNIC

@ ARIN

@ LACNIC

WWW.ARIN.NET 4 WWW.LACNIC.NET O RIPENCC
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PROTECTING CRITICAL
INTERNET RESOURCES

IPv4 AND IPv6 ADDRESSES AND AS
NUMBERS ARE CRITICAL COMPONENTS OF THE

INTERNET’S OPERATIONAL INFRASTRUCTURE.

THE INTERNET COMMUNITY CREATED
THE RIRS TO PROTECT AND ADMINISTER
THESE RESOURCES.

In order for the Internet to function correctly,
it is vital for Internet number resources to be
managed efficiently. The management and
distribution of Internet number resources are
guided by the following principles:

Conservation / Aggregation / Registration

10

Internet number resources
are managed according

to community-defined
technical and operational
policies that safeguard the
efficient use of these finite
resources (conservation),
minimize the impact on the
routing of data (aggregation)
and ensure that networks
receive unique IP addresses.



SUPPORTING THE ROOT
NAME SERVER SYSTEM

ROOT NAME SERVERS ARE A VITAL PART OF
THE INTERNET BECAUSE THEY ARE THE FIRST
STEP IN TRANSLATING PEOPLE-FRIENDLY
DOMAIN NAMES INTO THE [P ADDRESSES
THAT ARE USED IN COMMUNICATION BETWEEN
INTERNET HOSTS.

ANYCAST NODES

While there are 13 unique root server names in the
root zone (from A to M), the use of anycast technology
by many root server operators has resulted in over
190 root name servers being announced in multiple
locations on different continents.

Wide-scale deployment of these root servers is an
important factor in defending against Distributed
Denial of Service (DDoS) attacks and in maintaining
a robust and secure Internet.
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NETWORK SECURITY

THE RIRS WORK CLOSELY WITH

THEIR COMMUNITIES TO DEVELOP AND
INCORPORATE TECHNOLOGIES TO ENSURE
THE SECURITY OF THIS ESSENTIAL
INFRASTRUCTURE.

RESOURCE CERTIFICATION (RPKI)

Internet resource certification, also known

as RPKI, is a system based on Public Key
Infrastructure (PKI) principles that uses digital
certificates to prove that a specific Internet
number resource has been officially assigned

or allocated by an RIR. All five RIRs are in the
process of deploying this system, which ensures
that registration information is current and
accurate, and can contribute to securing Internet
routing.

DNSSEC

Domain Name System Security Extensions
(DNSSEC) is an upgrade to the DNS that
addresses several inherent weaknesses in the
DNS. All RIRs have deployed DNSSEC over their
reverse DNS delegations, and several RIRs have
provided training in DNSSEC to their members.
Several regions are currently in the process of
submitting their members’ Delegation Signer
(DS) records to their respective parent zones,
adding a further layer of security from the root
to the individual.

COOPERATION WITH LAW ENFORCEMENT

The RIRs’ relationships with law enforcement
agencies ensure widespread awareness of the
registry system and facilitate access to crucial
public network data. Several RIRs now host regular
events dedicated to discussing law enforcement
issues as they relate to Internet addressing.




TRAINING AND
CAPACITY BUILDING

THE RIRS STRONGLY SUPPORT THE
GROWTH AND DEVELOPMENT OF THE
INTERNET BY CONDUCTING TRAINING
PROGRAMS AROUND THE WORLD.

THESE PROGRAMS
INCLUDE:

FACE-TO-FACE WORKSHOPS
AND SEMINARS: DELIVERED
DIRECTLY BY RIR STAFF

AND EXPERTS WITHIN THE
TECHNICAL COMMUNITY AT
VENUES AROUND THE WORLD

ELEARNING: DELIVERED
REMOTELY USING
INTERACTIVE, SELF-PACED
LEARNING ENVIRONMENTS

IPv6 RoADSHOW: A
PROGRAM OF HANDS-ON
TECHNICAL WORKSHOPS
TAUGHT BY COMMUNITY
EXPERTS, SUPPORTED BY
THE RIRS AND HOSTED BY
LOCAL ORGANIZATIONS IN
DEVELOPING REGIONS.

The goal of all RIR training programs is to help
all stakeholders get the most out of their network
infrastructure and conform to global best practices.

The RIRs place particular emphasis on providing

accessible education, often free of charge, to the

Internet community in developing regions by:

»  Adjusting fees to match the local economy

»  Delivering courses in the local language

»  Collaborating with local Internet community
events and organizations
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BRIDGING THE
DIGITAL DIVIDE

THE RIRS PLAY AN ACTIVE ROLE IN OUTREACH
PROJECTS AROUND THE WORLD, CONNECTING
WITH UNDER-REPRESENTED SECTORS OF THEIR
COMMUNITIES THROUGH SPEAKING ENGAGEMENTS,
TRADE SHOWS AND OTHER DEVELOPMENT PROJECTS.

» FRIDA: LACNIC supports the Regional Fund for
Digital Innovation in Latin America Award. The award
recognizes projects and initiatives that contribute
significantly to the use of the Internet as a catalyst

for change in Latin America and the Caribbean.

www.programafrida.net
ISIF: APNIC runs the Information Society Innovation

Fund, a grants program for Internet development
initiatives in the Asia Pacific.

isif.asia

AAU: AfriNIC provides financial incentives and
training for Internet research through the
Association of African Universities.

www.aau.org

Regional Operators’ Groups: The RIPE NCC supports
regional groups such as the Middle East Network

Operators’ Group (MENOG) and the Eurasia Network
Operators” Group (ENOGQ).

www.menog.net, www.enog.org

» Caribbean ICT Roadshow: ARIN and LACNIC
support the Caribbean Telecommunications Union’s
Information and Communications Technologies
Roadshow, aimed at advancing the economic and
social development in that region.
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ACCESS FOR EVERYONE

IBILITY OF THEIR
GS AND DOCUMENTATION.

MANY MEETINGS ARE ACCESSIBLE VIA
REMOTE PARTICIPATION TOOLS, SUCH
AS WEBCAST, BLOGS AND ONLINE CHAT,
WHILE REAL-TIME STENOGRAPHY AND
SIMULTANEOUS TRANSLATION HELP TO

OFFER VARIOUS FELLOWSHIPS
TO ATTEND REGIONAL AND INTERNATIONAL
MEETINGS AND FORUMS.

DOCUMENTS ARE OFTEN TRANSLATED
INTO LOCAL LANGUAGES TO MAXIMIZE
THEIR REACH INTO REGIONAL
COMMUNITIES.
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CNRO

www.nro.net

) APNIC —AREN-

AFRINIC APNIC ARIN LACNIC
ESTABLISHED 2005 ESTABLISHED 1993 ESTABLISHED 1997 ESTABLISHED 2002
11TH FLOOR 6 CORDELIA ST 3635 CONCORDE PKWY RAMBLA REPUBLICA DE
RAFFLES TOWER SouTH BRISBANE QLD SUITE 200 MEXxIco 6125
Lot 19, CYBERCITY AUSTRALIA 4101 CHANTILLY, VA, 20120 MONTEVIDEO 11400
EBENE, MAURITIUS USA URUGUAY
PO Box 3646
PHONE: +320 466 6616 SOUTH BRISBANE 4101 PHONE: +1703 227 9840  PHONE: +598 2 604 2222
FAX: +230 466 6738 Fax:+1703 227 0671 FAX: +598 2 604 2222
PHONE: +61 7 3858 3100 EXT. 4112

Fax: +617 38583199

WWW.AFRINIC.NET WWW.APNIC.NET WWW.ARIN.NET WWW.LACNIC.NET

RIPE

NCC

RIPENCC
ESTABLISHED 1992

SINGEL 258
1016 AB AMSTERDAM
THE NETHERLANDS

PO Box 10096
1001EB AMSTERDAM
THE NETHERLANDS

PHONE: +31 20 535 4444
Fax: +3120 535 4445

WWW.RIPE.NET



