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INDONESIA INTERNET SERVICE PROVIDER ASSOCIATION

11X (Indonesia Internet Exchange)
Is dropping RPKI Invalid!

Route Details - 203.119.13.0/24 as received from protocol X Route Details - 103.144.90.0/23 as received from protocol X
pb_0079_as4622 pb_0012_as139981
Network Network 103.144.90.0/23
Gateway l 123.108.8.3 ] Gateway 123.108.8.86 NOT PRIMARY ]
From Protocol pb_0079_as4622 From Protocol pb_0012_as139981
Age 2025-02-21 11:46:16 Age 2025-02-21 12:31:35
Metric 100 Metric 100
Type BGP univ Type BGP univ
BGP :: AS Path 4622 BGP :: AS Path 139981 139425
BGP :: Next Hop 123.108.8.3 BGP :: Next Hop 123.108.8.86
4 h r R
BGP :: Local Pref 100 BGP :: Local Pref 100
BGP :: Large Communities 7597:1000:1 @ cn L5 BGP :: Large Communities 7597:1101:10 @TRELLET
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11X (Indonesia Internet Exchange)
Is dropping RPKI Invalid!

525 10.981 4512
Peer IPv4 Prefix IPv6 Prefix
IIX RPKI Statistic Feb 2023 (2 Years Ago) IIX RPKI Statistic Feb 2025 (Now)
ROA Coverage RPKI Invalid ROA Coverage RPKI Invalid
only only —_— only
O . 0
40 /0 | 1% of advertised prefix 1%
of advertised prefix of advertised prefix of advertised prefix
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That means 60% (6588) of prefix was In RPKI UnknOWH state

Dropping RPKI Invalid didn't help prevent Route Leaks
and couldn’t protect mOSt Of ”X PeerS
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It was there 3 Years Ago

m Percentage Route Covered By Valid ROA
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Workshop Social Media Direct Approach

235 ROA Created 42 ROA Created 3641 ROA Created
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INDONESIA INTERNET SERVICE PROVIDER ASSOCIATION

IDNIC RPKI Direct email to IDNIC member, to

Your BGP Advertisement Are Not Protected

To: david warn that their BGP Advertisement
ISn’'t secure

Dear Network Operator,

Some of your BGP Advertisements are not protected with RPKI

203.119.13.0/24 Origin AS63515
116.193.188.0/24 Origin AS63515
116.193.189.0/24 Origin AS63515

Please
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1ogin B RPKI Badge

Q ‘Indnnesia (ID) v

imunitas w Publikasi Partner IDNIC w Tentang IDNIC ~ Kontak Milestone Badge On IDN IC WGbSlte, ShOWIng
RS R e whether client IP has ROA or not

RPKI

Registry administering IP
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Embeddable RPKI Badge
spomas . Embeddable RPKI Badge, designed

Penyelenggara indo id
Jasa netwo

™ | ndonesi centre for member website. | will reflect
website owner RPKI ROA status.

Kelola IP Event

Layanan IDNIC Daftar Event =
Transfer IP Agenda Event

Panduan IP & ASN Sponsorship

Panduan Whois

e © RPKIINVALID

der Official Infrastructure Partner Official Technology Partner

WOWRACK

IDNIC website © 2022



IDNIC
RPKI Repo Stats
Median of Rsync Median of RRDP
125 RPS 4131 RPS Running RPKI Publication is a big
responsibility.
Network Peak Traffic Avg CPU Usage Avg Memory Usage

515 Mbps 10%

Runs On

CPU RAM

16 Core 16GD

34%

PRO Tip: Use CDN
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RPKI Tools

@ Rrov check {¢ Drop Invalid Test

RPKI ROV

Route Origin Validation

Validate your BGP Advertisement with ROA (Route Origin Authorization) Record

Prefix or IP Address

e.g. 203.119.13.0/24

Origin ASN (optional)

ROV data last updated 2023-09-08 13:01:55 (1 minute ago)
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@ Rrov check & Drop invalid Test

Prefix or IP Address Origin ASN (optional)

Validation results for 203.119.13.0/24 - 63515

Fix it now

LOGIN WITH MYIDNIC

Action button to directly fix Invalid / Unknown ROA
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RPKI Deployment History by RAGNO

Monitor RPKI Progress In Internet
. Exchange Level
®

. BIX (RC12): 3,571 . OpenlX (RCD3): 20,138 . CloudeXchange (RCO1): 0 . UNY-IX (RCD2): 58

Last ROA Status History

Graph Roa Status Last 7 Day
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& Rov check {f Drop Invalid Test

Ly

RPKI ROV

Drop BGP Invalid Test
Check if you have filtered Invalid BGP route with RPKI ROV

Unfortunately, your ISP IDNIC AS63515 Dropped BGP RPKI Invalid

R G 3

ROV data last updated 2023-09-09 04:56:58 (5 minutes ago)
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RPKI Drop Invalid Test - Share to Social Media

Sample News Page shared a link

x Z minutes ago

ISP saya Indonesia Network Information Center - AS63515
telah mengimplementasikan Drop BGP RPKI Invalid.
Saya telah aman dari Route Leaks & Route Hijacking.

" | DROP INVALID ROUTE

&
WMRPKI!

Like - Comment - Share
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