NRO RPKI Program

Securing the Internet routing system, together

Sofia Silva Berenguer
RPKI Program Manager - NRO
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ABOUT ~ ACCOUNTABILITY INTERNET GOVERNANCE ~ TECHNICAL COORDINATION POLICY DOCUMENTS
MISSION

To actively contribute to an open, stable and secure internet, through:
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Providing and promoting a Being an authoritative voice on the Coordinating and supporting joint
coordinated Internet number registry multi-stakeholder model and bottom- activities of the RIRs
system up policy process in Internet
governance
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(=) NRO Program Intro

« Agreement to work toward providing
~arobust, coordinated and secure
oviow pocdes  RPKI service

Review Process

* Purpose: “To provide a more

- wrorex | CONSistent and uniformly secure,

Program was resilient and reliable RPKI service”

created
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(=2 NRO Why is this program important?

It creates a space for structured coordination and collaboration
on RPKI among the RIRs

« Current diversity/inconsistency among RIRs
* In RPKI related services/features being offered
» Hosted/delegated, testing env, API
* In user experience
* In APl endpoints
* In design decisions, implementations, etc.
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Are those differences hindering
the adoption of RPKI?
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The NRO EC, as the executive
sponsor of the program, with a role
of strategic goal prioritisation,
approval and funding.

The RPKI Steering Group, which
includes RPKI experts from the five
RIRs and has a role of specific
direction and advise related to
agreed objectives

52

Program Team

The NRO RPKI Program
Manager, with a role of operational
direction, oversight and support

Other RIR RPKI Subject Matter
Experts (SMEs) and consultative
groups, with a role of goal delivery
and execution
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> <) NRO RPKI Steering Group

Name
Yogesh Chadee
Anton Strydom

Tom Harrison

Mark Kosters

Brad Gorman

Carlos Martinez Cagnazzo
Jorge Cano
Felipe Victolla Silveira

Tim Bruijnzeels

Title
Head of Value Added Services
Director, Engineering

Product and Delivery Manager -
Registry Product

Chief Technology Officer

Senior Product Owner, Routing

Security

Chief Technology Officer
Senior Software Architect
Chief Technology Officer

Principal Engineer RPKI

RIR

AFRINIC

APNIC

APNIC

ARIN

ARIN

LACNIC

LACNIC

RIPE NCC

RIPE NCC
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(=) nro What have we been working on?

———

« Better understanding of what a single, global RPKI system would look
like
— Documentation of baseline for RPKI services/features offered by each
RIR
— User research with users interacting with multiple RIRs

— Documentation of problem statement and exploration of solutions to
improve current RPKI trust anchor configuration

» Better measuring the robustness of the RPKI system as a whole
— Documentation of key aspects of robustness for each RIR

« Keep the technical community informed and engaged throughout the
program and to address RPKI-related concerns in a coordinated way

— Periodic progress updates at relevant events and through blog posts
— Responded to community input in a coordinated way
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6: NRO

What are we
aiming for in
2025?

Progress towards improved
transparency, robustness, and security
of the RPKI system

Increased consistency of the RPKI
system user experience

The technical community is kept
Informed and engaged throughout the
program.
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LEARN MORE AND REACH OUT
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(Q =) NRO Do you want to know more?
| s
a-‘:);NRD aramic ) APNIC AREN Lacmr.’? & RIPE NCT
) ViSit Our Webpage: - | TheNRORPKIPrug;am B | :

What's the NRO RPKI Program?
htt // t/t h |_ As a resull of the NRO Strategic Review Process, , the NRO agreed to work toward providing a robust,
DS L V\NVW' n ro L] n e eC n ICa coordinated and secure RPKI s e. To a i egic goal, the NRO RPKI Pro created,

with a mare specific purpose of providing ntand uniformly secure, resi

coordination/security/certification/#rpki program . SO

RPKI objects through multiple RIRs.

* Read our blog series:

— https://blog.apnic.net/2024/03/11/improving-
regional-internet-registry-alignment-in-the-rpki-

DS9Y Jaqu

space/ APNIC
— https://blog.apnic.net/2024/05/22 /working-towards-

a-coordinated-rpki-system/ mproving Regional
— https://blog.apnic.net/2024/08/26/are-differences- Internet Registry ‘NRO R%I Pl_iogra_rl1

alignment in the

in-rir-rpki-implementations-hindering-rpki-adoption/ | RPKispace

—
Q):) NROD Al GAPNIC AREN (e o meence
By Sofia Silva Berenguer on 11 Mar T

— https://blog.apnic.net/2024/12/19/nro-rpki- e e O ' Vs

Categories: Community Tech

program'zoz 4" n-reVIGW/ matters As a result of the Number Resource Organization (NRO) Strategic Review

Process, which started in 2022, the NRO agreed to work towards providing a
Tags: Guest Post, NRO, RIRs, RPKI robust, coordinated, and secure Resource Public Key Infrastructure (RPKI)

one of the main priorities.
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https://www.nro.net/technical-coordination/security/certification/
https://www.nro.net/technical-coordination/security/certification/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/05/22/working-towards-a-coordinated-rpki-system/
https://blog.apnic.net/2024/05/22/working-towards-a-coordinated-rpki-system/
https://blog.apnic.net/2024/08/26/are-differences-in-rir-rpki-implementations-hindering-rpki-adoption/
https://blog.apnic.net/2024/08/26/are-differences-in-rir-rpki-implementations-hindering-rpki-adoption/
https://blog.apnic.net/2024/12/19/nro-rpki-program-2024-in-review/
https://blog.apnic.net/2024/12/19/nro-rpki-program-2024-in-review/

We want to hear from you!

 What are the main barriers or obstacles for RPKI adoption
that could be solved (or at least improved!) through better
coordination and collaboration among the RIRs?

 Are there NIR Members that also interact with other RIRs?

— What challenges are they experiencing?
— What are their expectations?

* Please reach out through rpki_program@nro.net
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THANKS FOR YOUR
ATTENTION! 7
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Q&A

Together, we can build a more secure Internet s
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