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Abstract

The Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) is a quantum-resistant Key
Encapsulation Mechanism (KEM). This document specifies the conventions for using the ML-
KEM in X.509 Public Key Infrastructure. The conventions for the subject public keys and private
keys are also specified.
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1. Introduction

The Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) standardized in [FIPS203] is
a quantum-resistant Key Encapsulation Mechanism (KEM) standardized by the US National
Institute of Standards and Technology (NIST) Post-Quantum Cryptography (PQC) Project [NIST-
PQC]. Prior to standardization, versions of the mechanism were known as Kyber. ML-KEM and
Kyber are not compatible. This document specifies the use of ML-KEM in Public Key
Infrastructure using X.509 (PKIX) certificates [RFC5280] at three security levels: ML-KEM-512,
ML-KEM-768, and ML-KEM-1024, using object identifiers (OIDs) assigned by NIST. The private
key format is also specified.

1.1. Applicability Statement

ML-KEM certificates are used in protocols where the public key is used to generate and
encapsulate a shared secret used to derive a symmetric key used to encrypt a payload; see
[RFC9936]. To be used in TLS, ML-KEM certificates could only be used as end-entity identity
certificates and would require significant updates to the protocol; for example, see [KEM-TLS].

2. Conventions and Definitions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

3. Algorithm Identifiers
The AlgorithmIdentifier type is defined in [RFC5912] as follows:

AlgorithmIdentifier {ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
SEQUENCE {
algorithm  ALGORITHM-TYPE.&id({AlgorithmSet}),
parameters ALGORITHM-TYPE.
&Params({AlgorithmSet}{@algorithm}) OPTIONAL

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.
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The fields in AlgorithmIdentifier have the following meanings:

* algorithm identifies the cryptographic algorithm with an OID.

* parameters, which are optional, are the associated parameters for the algorithm identifier
in the algorithm field.

The AlgorithmIdentifier for an ML-KEM public key MUST use one of the id-alg-ml-kem OIDs
from NIST [CSOR] listed below, based on the security level. The parameters field of the
AlgorithmIdentifier for the ML-KEM public key MUST be absent.

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1) gov(181) csor(3)
nistAlgorithm(4) }

kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }
id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }
id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }

4. Subject Public Key Fields

In the X.509 certificate, the subjectPublicKeyInfo field has the SubjectPublicKeyInfo type,
which has the following ASN.1 syntax:

SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
algorithm AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
subjectPublicKey BIT STRING

The fields in SubjectPublicKeyInfo have the following meaning:

* algorithm is the algorithm identifier and parameters for the public key (see above).
* subjectPublicKey contains the byte stream of the public key.

For each ML-KEM parameter set (see Table 1), we define a PUBLIC-KEY ASN.1 type as follows:
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pk-ml-kem-512 PUBLIC-KEY ::= {
IDENTIFIER id-alg-ml-kem-512
-- KEY no ASN.1 wrapping; 800 octets --
PARAMS ARE absent
CERT-KEY-USAGE { keyEncipherment }
PRIVATE-KEY ML-KEM-512-PrivateKey -- defined in Section 6
}

pk-ml-kem-768 PUBLIC-KEY ::= {
IDENTIFIER id-alg-ml-kem-768
-- KEY no ASN.1 wrapping; 1184 octets --
PARAMS ARE absent
CERT-KEY-USAGE { keyEncipherment }
PRIVATE-KEY ML-KEM-768-PrivateKey -- defined in Section 6
}

pk-ml-kem-1024 PUBLIC-KEY ::= {

IDENTIFIER id-alg-ml-kem-1024

-- KEY no ASN.1 wrapping; 1568 octets --

PARAMS ARE absent

CERT-KEY-USAGE { keyEncipherment }

PRIVATE-KEY ML-KEM-1024-PrivateKey -- defined in Section 6
}

ML-KEM-512-PublicKey ::

OCTET STRING (SIZE (8680))

ML-KEM-768-PublicKey ::

OCTET STRING (SIZE (1184))

ML-KEM-1824-PublicKey ::= OCTET STRING (SIZE (1568))

When an ML-KEM public key appears outside of a SubjectPublicKeyInfo type in an
environment that uses ASN.1 encoding, it can be encoded as an OCTET STRING by using the ML-
KEM-512-PublicKey, ML-KEM-768-PublicKey, and ML-KEM-1024-PublicKey types
corresponding to the correct key size.

[RFC5958] describes the Asymmetric Key Package's OneAsymmetricKey type for encoding
asymmetric key pairs. When an ML-KEM private key or key pair is encoded as a
OneAsymmetricKey, it follows the description in Section 6.

When the ML-KEM private key appears outside of an Asymmetric Key Package in an
environment that uses ASN.1 encoding, it can be encoded using one of the ML-KEM-PrivateKey
CHOICE formats defined in Section 6. The seed format is RECOMMENDED, as it efficiently stores
both the private and public key.

Appendix C.2 contains examples for ML-KEM public keys encoded using the textual encoding
defined in [RFC7468].
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5. Key Usage Bits

The intended application for the key is indicated in the keyUsage certificate extension; see
Section 4.2.1.3 of [RFC5280]. If the keyUsage extension is present in certificates, then
keyEncipherement MUST be the only key usage set for certificates that indicate id-alg-ml-kem-*
in SubjectPublicKeyInfo, (with * being one of 512, 768, or 1024.)

6. Private Key Format

[FIPS203] specifies two formats for an ML-KEM private key: a 64-octet seed and an (expanded)
private key, which is referred to as the decapsulation key. The expanded private key (and public
key) is computed from the seed using ML-KEM.KeyGen_internal(d, z) (algorithm 16) using the
first 32 octets as d and the remaining 32 octets as z. If the expanded private key is generated
without exporting the seed, ML-KEM.KeyGen() (algorithm 19) is used; it combines seed
generation with ML-KEM.KeyGen_internal(d, z).

A key pair is generated by sampling 64 octets uniformly at random for the seed (private key)
from a cryptographically secure pseudorandom number generator (CSPRNG). The public key can
then be computed using ML-KEM.KeyGen_internal(d, z) as described earlier.

"Asymmetric Key Packages" [RFC5958] describes how to encode a private key in a structure that
both identifies which algorithm the private key is for and allows for the public key and
additional attributes about the key to be included as well. For illustration, the ASN.1 structure
OneAsymmetricKey is replicated below.

OneAsymmetricKey ::= SEQUENCE {
version Version,
privateKeyAlgorithm SEQUENCE {
algorithm PUBLIC-KEY.&id({PublicKeySet}),
parameters PUBLIC-KEY.&Params({PublicKeySet}
{@privateKeyAlgorithm.algorithm})
OPTIONAL}
privateKey OCTET STRING (CONTAINING

PUBLIC-KEY.&PrivateKey({PublicKeySet}
{@privateKeyAlgorithm.algorithm})),
attributes [0] Attributes OPTIONAL,

[[2: publicKey [1] BIT STRING (CONTAINING
PUBLIC-KEY.&Params({PublicKeySet}
{@privateKeyAlgorithm.algorithm})
OPTIONAL 11,
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For ML-KEM private keys, the privateKey field in OneAsymmetricKey contains one of the
following DER-encoded CHOICE structures. The seed format is a fixed 64-byte OCTET STRING (66
bytes total with the 8x8040 tag and length) for all security levels, while the expandedKey and
both formats vary in size by security level:

ML-KEM-512-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (1632)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (1632))

}

ML-KEM-768-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (2400)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (24600))

}

ML-KEM-1024-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (31
both SEQUENCE {

seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (3168))

68)),

The CHOICE allows three representations of the private key:

* The seed format (tag [0]) contains just the 64-byte seed value from which both the expanded
private key and public key can be derived using ML-KEM.KeyGen_internal(d, z) (algorithm
16) using the first 32 octets as d and the remaining 32 octets as z.

* The expandedKey format contains the expanded private key that was derived from the seed.
If the seed is not exported, both the expanded private key and public key can be derived
using ML-KEM.KeyGen () (algorithm 16).

* The both format contains both the seed and expanded private key, allowing for
interoperability; some may want to use and retain the seed and others may only support
expanded private keys.

The privateKeyAlgorithm field uses the AlgorithmIdentifier structure with the appropriate
OID as defined in Section 3.

The publicKey field contains the byte stream of the public key. If present, the publicKey field
will hold the encoded public key as defined in Section 4.
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NOTE: While the private key can be stored in multiple formats, the seed-only format is
RECOMMENDED, as it is the most compact representation. Both the expanded private key and the
public key can be deterministically derived from the seed using ML-KEM.KeyGen_internal(d, z)
(algorithm 16) using the first 32 octets as d and the remaining 32 octets as z. Alternatively, the
public key can be extracted from the expanded private key. While the publicKey field and
expandedKey format are technically redundant when using the seed-only format, they MAY be
included to enable key pair consistency checks during import operations.

When parsing the private key, the ASN.1 tag explicitly indicates which variant of CHOICE is
present. Implementations should use the context-specific tag IMPLICIT [0] (raw value 0x80) for
seed, OCTET STRING (0x04) for expandedKey, and SEQUENCE (8x30) for both to parse the private
key, rather than any other heuristic like length of the enclosing OCTET STRING.

Appendix C.1 contains examples for ML-KEM private keys encoded using the textual encoding
defined in [RFC7468].

7. Implementation Considerations

Though Section 7.1 of [FIPS203] mentions the potential to save seed values for future expansion,
Algorithm 19 does not make the seed values available to a caller for serialization. Similarly, the
algorithm that expands seed values is not listed as one of the "main algorithms" and features
"internal” in the name even though it is clear that it is allowed to be exposed externally for the
purposes of expanding a key from a seed. Below are possible ways to extend the APIs defined in
[FIPS203] to support serialization of seed values as private keys.

To support serialization of seed values as private keys, let Algorithm 19b denote the same
procedure as Algorithm 19 in [FIPS203], except it returns (ek, dk, d, z) on line 7. Additionally,
Algorithm 16 should be promoted to be a "main algorithm" for external use in expanding seed
values.

Note also that unlike other private key compression methods in other algorithms, expanding a
private key from a seed is a one-way function, meaning that once a full key is expanded from a
seed and the seed discarded, the seed cannot be recreated even if the full expanded private key
is available. For this reason, it is RECOMMENDED that implementations retain and export the
seed, even when also exporting the expanded private key.

8. Private Key Consistency Testing

When receiving a private key that contains both the seed and the expandedKey, the recipient
SHOULD perform a seed consistency check to ensure that the sender properly generated the
private key. Recipients that do not perform this seed consistency check avoid keygen and
compare operations, but they are unable to ensure that the seed and expandedKey match.

If the check is done and the seed and the expandedKey are not consistent, the recipient MUST
reject the private key as malformed.

Turner, et al. Standards Track Page 8



RFC 9935 ML-KEM in Certificates February 2026

When receiving a private key that contains an expandedKey, [FIPS203] stipulates in Section 7.3
that before use, a "hash check" MUST be performed. That section stipulates two other checks on
the type and length of the expandedKey, which are ensured by this standard.

The seed consistency check consists of regenerating the expanded form from the seed via ML-
KEM.KeyGen_internal(d, z) (algorithm 16) using the first 32 octets as d and the remaining 32
octets as z and ensuring it is bytewise equal to the value presented in the private key.

Appendix C.4 includes some examples of inconsistent seeds and expanded private keys.

9. Security Considerations

The Security Considerations section of [RFC5280] applies to this specification as well.

Protection of the private key information, i.e., the seed, is vital to public key cryptography.
Disclosure of the private key material to another entity can lead to masquerades.

The generation of private keys relies on random numbers. The use of inadequate pseudorandom
number generators (PRNGS) to generate these values can result in little or no security. An
attacker may find it much easier to reproduce the PRNG environment that produced the keys,
searching the resulting small set of possibilities, rather than brute force searching the whole key
space. The generation of quality random numbers is difficult. ML-KEM key generation has
specific requirements around randomness generation as described in Section 3.3 of [FIPS203].

Many protocols only rely on the IND-CCA security of a KEM. Some (implicitly) require further
binding properties, formalized in [CDM23]. The private key format influences these binding
properties. Per [KEMMY24], ML-KEM is LEAK-BIND-K-PK-secure and LEAK-BIND-K-CT-secure
when using the expanded private key format, but not MAL-BIND-K-CT nor MAL-BIND-K-PK
secure. Using the 64-byte seed format provides a step up in binding security, and additionally
provides MAL-BIND-K-CT security (but still does not provide security for MAL-BIND-K-PK).

For more detailed ML-KEM specific security considerations regarding this, randomness,
mishinding properties, decapsulation failures, key reuse, and key checks, refer to [ML-KEM-SEC-
CONS].

10. IANA Considerations

For the ASN.1 module in Appendix A, IANA has assigned an OID for the module identifier (121)
with a description of "id-mod-x509-ml-kem-2025" in the "SMI Security for PKIX Module
Identifier" registry (1.3.6.1.5.5.7.0).
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Appendix A. ASN.1 Module

This appendix includes the ASN.1 module [X680] for the ML-KEM. Note that as per [RFC5280],
certificates use the Distinguished Encoding Rules; see [X690]. This module imports objects from
[RFC5912] and [RFC9629].

<CODE BEGINS>
X509-ML-KEM-2025
{ iso(1) identified-organization(3) dod(6)

internet(1

) security(5) mechanisms(5) pkix(7) id-mod(9)

id-mod-x509-ml-kem-2025(121) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;
IMPORTS

PUBLIC-KEY
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FROM AlgorithmInformation-2009 -- [RFC 5912]
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-algorithmInformation-02(58) }

KEM-ALGORITHM
FROM KEMAlgorithmInformation-2023 -- [RFC 9629]
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-kemAlgorithmInformation-2023(109) };

-- ML-KEM Identifiers

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-ccitt(2)
country(16) us(840) organization(1) gov(101) csor(3)
nistAlgorithm(4) }

kems OBJECT IDENTIFIER ::= { nistAlgorithms 4 }

id-alg-ml-kem-512 OBJECT IDENTIFIER ::= { kems 1 }
id-alg-ml-kem-768 OBJECT IDENTIFIER ::= { kems 2 }
id-alg-ml-kem-1024 OBJECT IDENTIFIER ::= { kems 3 }

-- Public Key Algorithms

PublicKeys PUBLIC-KEY ::= {
-- This expands PublicKeys from [RFC 5912]
pk-ml-kem-512 |
pk-ml-kem-768 |
pk-ml-kem-1024,

}

-- ML-KEM Public Keys

pk-ml-kem-512 PUBLIC-KEY ::= {
IDENTIFIER id-alg-ml-kem-512
-- KEY no ASN.1 wrapping; 8600 octets --
PARAMS ARE absent
CERT-KEY-USAGE { keyEncipherment }
PRIVATE-KEY ML-KEM-512-PrivateKey

}

ML-KEM-512-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (1632)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (1632))
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}

pk-ml-kem-768 PUBLIC-KEY ::= {
IDENTIFIER id-alg-ml-kem-768
-- KEY no ASN.1 wrapping; 1184 octets --
PARAMS ARE absent
CERT-KEY-USAGE { keyEncipherment }
PRIVATE-KEY ML-KEM-768-PrivateKey
}

ML-KEM-768-PrivateKey ::= CHOICE {
seed [B] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (2409)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (24090))
}

}

pk-ml-kem-1024 PUBLIC-KEY ::= {
IDENTIFIER id-alg-ml-kem-1024
-- KEY no ASN.1 wrapping; 1568 octets --
PARAMS ARE absent
CERT-KEY-USAGE { keyEncipherment }
PRIVATE-KEY ML-KEM-1024-PrivateKey

}

ML-KEM-1024-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (3168)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (3168))
}

¥
ML-KEM-512-PublicKey ::

OCTET STRING (SIZE (869))

ML-KEM-768-PublicKey ::

OCTET STRING (SIZE (1184))
ML-KEM-1024-PublicKey ::= OCTET STRING (SIZE (1568))

END
<CODE ENDS>

Appendix B. Parameter Set Security and Sizes

Instead of defining the strength of a quantum algorithm in a traditional manner using the
imprecise notion of bits of security, NIST has defined security levels by picking a reference
scheme, which is expected to offer notable levels of resistance to both quantum and classical
attacks. To wit, a KEM algorithm that achieves NIST PQC security must require computational
resources to break IND-CCA security comparable or greater than that required for key search on
AES-128, AES-192, and AES-256 for Levels 1, 3, and 5, respectively. Levels 2 and 4 use collision
search for SHA-256 and SHA-384 as reference.
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Level Parameter Set Encap.Key Decap.Key Ciphertext Secret

1 ML-KEM-512 800 1632 768 32

3 ML-KEM-768 1184 2400 1088 32

5 ML-KEM-1024 1568 3168 1568 32
Table 1: Mapping Between NIST Security Level, ML-KEM Parameter Sets, and Sizes
in Bytes

Appendix C. Examples

This appendix contains examples of ML-KEM public keys, private keys, certificates, and
inconsistent seed and expanded private keys.

C.1. Example Private Keys

The following examples show ML-KEM private keys in different formats, all derived from the
same seed 800102. . .1e1f. For each security level, we show the seed-only format (using a
context-specific [0] primitive tag with an implicit encoding of OCTET STRING), the expanded
format, and both formats together.

NOTE: All examples use the same seed value, showing how the same seed produces different
expanded private keys for each security level.
C.1.1. ML-KEM-512 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.1.1. Seed Format

————— BEGIN PRIVATE KEY-----
MFQCAQAwWCwYJYIZIAWUDBAQBBEKAQAABAgMEBQYHCAKKCWWNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLCOuLzAXxMjMONTY30Dk60zwIPj8=

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRING {
[0 PRIMITIVE] { "0001020304050607080902a0b0c0d0eBf10111213141
5161718191a1b1c1d1e11202122232425262728292a2b2c2d2e2130313233343
5363738393a3b3c3d3e3f" }

}
}
C.1.1.2. Expanded Format

————— BEGIN PRIVATE KEY-----
MIIGeAIBADALBglghkgBZQMEBAEEggZKkBIIGYHBVT9Q2NE8nhbGzsbrBhLZnkAMz
bCbxWn30eMSCXGvgPzxKSA91tBhqrTHToAUYYj/SB6tSjdYnIUlYNa4AYsNntOpx
UVEKrQ6KKQIHa+MTSL6XXMwJV83rtK/yJnVrvGAbZWireErLrrNHAvD4aiYgIRiy
KyP4NVh3bHnBTbqYM3nIA+DcwxYKEXVwMOacaR15jYHraYgaRIOpnlpcssMcmmYX
mfPMiceQcG6gQWKQRAQqg67YiGDj1MaRh+IQXSjMFOWSNZLWfdAKpD/0t0OrkQUAC
hmtccTxqjXeOWz314GdbxLp5adCM5CPCxXjxLgDKcXN21XISSjjqoBj5aqWdkA/kX
NbEQEMT1kwk TZNyGRFvVIBIQKmiFyQhJGn4p7D0CsaY64bKO5p/SCTZpRY6rCHuaA
iwU8ij+ssLZ0S1Jiu8smpDImTIcytkz8es8J1gXOHH1gYJdgxDODP+ADQ/sYKDAK
QkdBEW5LRbsnbqgRKaDbTG5gvOYREB6MY 1ROk 14CIme TCKPncIBZcqe®I+sjKFHD
bS7VPT7Tu3UAY3BhpdwikvocRmwHNUaDMovsLB7Sy1yZt47KCWkDjPfDTdAEYck4x
yuCGIGsOMCtSD10Xet7Vs8zgKszoCOomvMByY1/bk/FOWKX8HU2j1DgKH1fpzGYQ
1DigdfDSgT/MShmcx22zgj8nCwBhWUGS1AQR03/7r64sFQF1zsXGv3PF1fuSzRUx
JgfaBwd4ZSvZ1EVEi8fRpTQzi60LrWZWxdUCznhQgxWHJE7 rWPQ5q14IVOpxjIqs
PXfHmLuhVCczvnNEjyP7cMDINTonyIMixSGEk6+70AhkNNbWC1la6iH3UmMOrJqCH
CZ0BWgakCXXyGK3KFYLWT /yGUvuzqab7wwT5GUX6Sq7yh4 /XFAd9wWETOjefRIhvgS
yD/ytxmmnh7HSuSxWszTrtW1POdqewmCRxYzuXPLQKGgAVOKQk+hGkecAjAXQ20q
KQDpk+taCgZOAMTOqt8gH8TEMSZKY7 rpXMjWXDmVgV5ZfRBDVc8pqlMzyTJRhp1b
zb5IcST2Ari2pmwWxHYWSK12XPXYAGtRXpBafwrAdrDGLvoygVPnylcBaZ8TBfHm
vG+Qs0SbaTUSts6ZKouAFt38GmYsfj+WGcvYad13GvMIlszVkYrGy3dGbF53mZbW
f/mqvJdQPyx7fi0ADYZFD7GAfKTKvaR1lgloxx4mht6SRqzhyd10yDQtxkg+iE81A
kOFrg7gSTmn2XmLLUADcw3qpoP/30XDEdy81fSQYnKb1MFVowOI3ajdipoxgX1lY8
XSCVcuD8dTLKKUcpU1VntfxBPF6HktJGRTbMgI+Y rddGZPFBVm+QF qgkKVBgpqYoE
ZM5BqLtEwtT6PCwglGByY jvFKGNnxMm5jRIg08zDUpFgqgasteDj3/2tTrgWgMafWRr
evpsRZM1JqPDdVYZvplMIRWgMcBbNEEDbLIVC+GCna5rBMVTXPOUbjkrp5dBFyD5
JPSQpaxULfITVtVQt4KmTBaItrZVvMeEIZekNML2Vjtbfwmni8xIgjJ4NWHRbOY6
tnVUAAUHgVcMZmBLgXrRJSKUc26LAYYaS1pOUZuLb+UUiaUHI5L1h2JscTd2V10z
gGocjicyr5fCaA9RZmMxx0uLvAQxxPloMtrxs8RVKPuhU/bHixwZhwKUfMBzdyek
b7U70R31yBGRNGhZUWy2 rXJADzzyCbI2rvNaWArIfrPjD6/WaXPKin3SZ1rBH30X
thQzzRr4D3cIhp9mVIhJeYCxrBCgzctjagDthoGzXkKRJMgANQcluF+DperDpKPM
FgCQPmUpNWC5szb1rw1SnawaBIEZMCy3qbzBEL1IUb8CEX8ZncSFqFK3RZz8JuDGM
gx1bVMC3kNI1z2u5LZRiomzbM921E jx6rwdmoLg2Ve6ii/00BOAC1AY /WuuS2Ac9h
uqtxp6PTUZejQ+dLSicsE11UCJZCbYW31YB70KabmH7DciXHtEZbEt3kU5tKsII2
NoPwS/egnMXEHTf6DChsWLgsyQzQ2LwhKFEZ3IzRLrdAA+NjFN8SPmY8FMHzroe3g
uBwW7xZoGWhttY7JsgvEB/2SAY7N24rtsW3RV91W1DC/q2t4VDvoODm82WuogISTj
JCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+Pw==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRING {

OCTET_STRING { °"70554fd436344f2785b1b3b1bac184b6679003336c26
f15a7de878c4825c6beb3f3c4a480f75b7486aad31d3a005186231fd207ab528d
d62721495835ae0062c367b74a71baf10aad0e8a2902076be31348beb15ccch9
57cdebb4aff226756bbc601b6568ab784acbaeb34702f0f86a26202118b22b23
£83558776¢c79¢14dba983379¢803e0dcc3160a11757030e69¢c6919798d81eb69
8a9a4483a99e5a5¢ch2¢c31¢9a661799f3cc89¢c790706ea041629045d42a83aed8
8860e394c69187e2105d28cc14ec393592d67dd00aas43fe8b4eacd414002866b
5¢713c6a8d7d16cf78b819d6f12e9e5a74233908f0b15e3c4ba8329c5¢cdda55¢
84928e3aa8063e5aa96764031f91735b11010¢c7f593091364dc86445bc804840a
9a21724212469f8a7bBceBac698eb86cad39a7f4824d9a5163aac21ee6808b05
3c8a3fachBb6744b5262bbch26a43f664c8732b64cfc7acf099605f41¢c796060
976ac433833fe00343fb1828300a424741116e4b45bb276ea81129a0db4c6e60
bce611101e8c625474925e0222679308a3e7708d1972a7b423eb232851c36d2e
d53d3ed3bb7500637061a5dc2292falc466c07354683328bec2c1ed2¢chb5¢c99b7
8ecab969038cf7c34dd118724e31caeB86206b34302b520f5d177aded5b3cced
2acce808ea26bccB72625fdb93f17458a5fc1d4da394380a1f57e9cc66109438
a075f0d2813fcc4a199cc76db38231270b0061594192940411a37ffbafae2c15
0165cec5c6bf73¢c595fb92cd15312607daB70778652bd9944bc48bc7d1a53433
8badBbad6656c5d502ce7850ab1587244eeb58f439ab5e08574a718c8aac3d77
c798bba1542733be73448f23fb70c0e5353a27¢88322¢5218493afbb38086434
d6d60a56ba887dd498c3ab26a0870993815aa6a40975f218adca1582d64ffc86
52fbb3a%9a6fbc304f91945fad4aaef2878fd715df70113d2379f448861812¢c83f
f2b719a69e1ec74ae4b15accd3aed5a53ce76a7b0982471633b973cb40a1a001
5d0a424fa11a479¢c023017436d2a2900e993eb5a0ab67400c7f4aadf201fc4afa
31264a63bae95cc8d65¢c3995815e597d104355¢f29aa5333¢93251869d5bcdbe
487124f602b8b6ab6c16c4761648ad765cf5d8006b515e905a7fBacB76bbc62e
fa328153e7ca5701699f1305f1e6bc6f90bBe49b693512b6ce992a8b8016ddfc
1a662c7e31f9619cbd869dd771af30896ccd5918acb6ch77466c5e779996d67 19
aabc97503f2¢c7b7e2d000d86450fb1807cad4cabda465825a31¢c789a1b7a491ab
3872765d320d0b71920fa213¢c94093416b83b8124e69f65e62ch5000dcc37aa9
a0fff73970c47721f357d24189ca6f5305568c0e2376a3762a68c605e563¢c5d20
9572e0fc7532ca294729535567b5fc413¢c5e8792d2464536cc808f98add74664
f14156619016a90a541829a98a0464ce41a8bb44c2d4fa3c2c209460728ef14a
1a7¢c4c9b98d12203b4cc3529160a9%9ab2d7838f7ffeb53aeb5aa31a7d646b7afa
6c45932526a3¢3755619be994c211¢c2a31cB5b3447836¢cb2150be1829daebb04
c5535¢cff546e392ba797411720f924f490a5ac5495f21356d550b782a64c1688
b6b655bcc7842197a434c2f6563b5b7f09a78bcc488232783561d16f4cbab675
5400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6fe51489
a5072392e587626¢713776575d33806a1c8e2732atf97¢c2680f51666331c4eb8b
bcB431c4f96832daf1b3c45528fba153f6c78b1¢c198702947¢ccd337727a46fb5
3bal11de5¢cb4191346859516¢ch6ad72400f3cf209b236aef35a580ac87eb3e30f
afd66973ca8a7dd2675af41f7a17b61433cd1af80f7708869f665488497980b1
ac10aBcdch636ab0ed8681b35e429124ca80350725b85f83a5eac3a4a3cc1600
903e65293560b9b336e5af0d529dac1a048119302cb7a9bcc110b94851bf0211
7f199dc485a852b7473f09b831a6831d5b54cOb790d225¢cf6bb92d9462a26cdb
33dda5123c7aafe26abb83655eea28bf3a8074725018fd6bae4b601cf61baab
71a7a3d35197a343e74b4a272¢c125d540896426d85b7958d3b38a6ba987ec372
25¢7b44cdb12dde4539b4ab0823636831f04bf7a09cc5c41dfe830alb162e0b32
4334362f084a14467723344baddeo0f8d8c537¢c48f998f05307cebd1ededb81c
3bc59a065a1b6d63b26c82f101ff648063b376€2bbb6c5b7455f655a50¢c2feada
de150efafeBeb61365a€a202122232425262728292a2b2c2d2e21303132333435
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363738393a3b3c3d3e3f " }
b
}

C.1.1.3. Both Format

————— BEGIN PRIVATE KEY-----
MIIGvgIBADALBglghkgBZQMEBAEEggagMIIGpgRAAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8gISIjJCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+PwSC
BmBwVU/UNjRPJ4Wxs7G6wYS2Z5ADM2wm8Vp96HjEg1xr4D88SkgPdbdIaqOx06AF
GGI/0gerUo3WJyFJWDWUAGLDZ7dKcbrxCqO0iikCB2vjE@i+sVzMCVIN67Sv8iZ1
a7xgG2Voq3hKy66zRwLw+GomICEYsisj+DVYd2x5wU26mDN5yAPg3MMWChF1cDDm
nGkZeY2B62mKmkSDqZ5aXLLDHJpmF5nzzInHkHBUOEFikEXUKoOu2Ihg45TGkYfi
EFB0zBTsOTWS1n3QCqQ/6LTq5EFAA0ZrXHE8ao19Fs94uBnW8S6eWnQjOQjwsV48
S6gynFzdpVyEko46qAY+WqlnZAP5FzWxEBDH9ZMJE2TchkRbyASECpohckISRp+K
ewzgrGmOuGytOafegk2aUWOqwh7mgIsFPIo/rLC2dEtSYrvLJqQ/ZkyHMrZM/HrP
CZYF9Bx5YGCXasQzgz/gABP7GCgwCk JHQRFUSOW7J260ESmg20xuYLzmERAe jGJU
dJJeAiJnkwij53CNGXKntCPrIyhRw20u1T0+07tT1AGNwYaXcIpL6HEZsBzVGgzKL
7CweBstcmbeOyglpA4z3wB3RGHJOMcrghiBrNDArUg9dF3re1bPM4CrM6AjqJrzA
cmJf25PxdFil/B1No5Q4Ch9X6cxmEJQ40HXWOOE /zEoZnMdts41/JwsAYV1BkpQE
EaN/+6+uLBUBZc7Fxr9zxZX7ks@VMSYH2gcHeGUr2ZRLxIvHOaUBM4utC6 TmVsXV
As54UKsVhyR061j00ateCFdKcYyKrD13x5170VQnM75zRI8j+3DA5TU6J81iDIsUh
hJOvuzgIZDTW1gpWuoh91JjDqyaghwmTgVagmpAl18hityhWC1k/8h1lL7s6mm+8ME
+R1F+kquB80eP1xXfcBE9I3nBSIb4Esg/8rcZppdex0@rksVrMe67VpTznansJgkcW
M71zy@ChoAFdCkJPoRpHNAIWFONtKikA6ZPrWgoGdADHIKrfIB/E+jEmSmO66VZzI
11w51YFeWX0QQ1XPKapTM8kyUYadW82+SHEKk9gK4tqZsFsR2Fkitdlz12ABruveQ
Wn8KwHawxi76MoFT58pXAWmTEWXx5rxvkLDkm2k 1ErbOmSqLgBbd/BpmLH4/1hnL
26nddxrzCJbM1ZGKxst3Rmxed5mW1n/5qryXUD8se34tAA2GRQ+xgHykyr2kzZYJa
MceJobekkas4cnZdMglLcZIPohPJQJUNBa404Ek5p915iyT1AA3MN6gaD/9z1wxHev
NXOkGJym9TBVaMDiN203YqaMYF5WPFOg1XLg/HUyyilHKVNVZ7X8QTxeh5LSRkU2
zICPmMK3XRmTxQVZvkBapClQYKamKBGTOQai7RMLU+jwsIJRgco7xShp8TJuYBSID
tMw1KRYKmrLXg49/9rU64FqjGn1ka3r6bEWTJSajw3VWGb6ZTCECKjHAWZRHg2yy
FQvhgp2uawTFU1z/VG45K6eXQRcg+STOkKWsVJIXyE1bVULeCpkwWila2VbzHhCGX
pDTC91Y7W38Jp4vMSIIyeDVhOWOMurZ1VAAFBAFXDGZgS4F60SUilHNuiwGGGkta
dFGbi2/1FIm1By0S5YdibHE3d1ddM4BgHI4nMg+XwmgPUWZ jMcTri7wEMcT5aDLa
8bPEVSj70VP2x4scGYcC1HzNM3cnpG+106Ed5ctBkTROWVFstq1yQA888gmyNq7z
W1lgKyH6z4w+vImlzyop90mda9B96F7YUM80Ba+A93CIafZ1SISXmAsawQoM3LY20A
7YaBs15CkSTKgDUHJbhfg6Xqw6SjzBYAKD51KTVgubM25a8NUp2sGgSBGTAst6m8
WRC5SFG/AhF/GZ3EhahSt@c/CbgxpoMdW1TAt5DSJc9ruS2UYqJds2zPdpRI8eq80
JqC4N1XuoovzqAdHJQGP1rrktgHPYbgrcaejB1GXo0PnSBonLBJAVAIWQmM2F t5WN
0zimuph+w3I1x7RM2xLd5FObSrCCNjaD8Ev3oJzFxB3+gwobFi4LMkMONi8IShRG
dyMOS63QAPjYXTTEj5SmPBTB869Ht4L.gc08WaBlobbWOybILxAf9kgGOzduK7bFt0
VfZVpQwvetreFQ76Dg5vN1rqICEiIyQlJicoKSorLCOuLzAXxMjMONTY30Dk60zw9
Pj8=
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0edf1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30631323334
35363738393a3b3c3d3e3f " }

OCTET_STRING { °"70554fd436344f2785b1b3b1bac184b6679003336¢C
26f15a7de878c4825c6beB3f3c4a480f75b7486aad31d3a00518623fd207ab52
8dd62721495835ae0062c367b74a71baf10aad0e8a2902076be31348beb15ccc
0957cdebb4aff226756bbc601b6568ab784acbaeb34702f0f86a262062118b22b
23f83558776c79¢14dba983379¢803e0dcc3160a11757030e69¢c6919798d81eb
698a9a4483a99e5a5¢ch2¢c31¢c9a661799f3¢cc89¢c790706eab41629045d42a83ae
d88860e394c69187e2105d28cc14ec393592d67dd00aad3fe8b4eaecd41400286
6b5c713c6a8d7d16cf78b819d6f12e9e5a74233908f0Bb15e3c4ba8329¢c5cddas
5c84928e3aa8063e5aa9676403f91735b11010¢c71593091364dc86445bc80484
0a%9a21724212469f8a7bBceBac698eb86cad39a7f4824d9a5163aac21ee6808b
053c8a3facbBb6744b5262bbcb26a43f664c8732b64cfc7acf099605f41¢c7960
60976ac433833fe00343fb1828300a424741116e4b45bb276ea81129a0db4cbe
60bce611101e8c625474925e0222679308a3e7708d1972a7b423eb232851¢c36d
2ed53d3ed3bb7500637061a5dc2292falc466c07354683328bec2c1ed2cb5¢c99
b78ecaf969038cf7c34dd118724e31caed86206b34302b520f5d177aded5b3cc
e02acce808ea26bccB72625fdb93f17458a5fc1d4da394380a1f57e9cc661094
38a075f0d2813fcc4a199cc76db3823f270b0061594192940411a37ffbafae2c
150165cec5¢c6bf73¢c595fb92cd15312607daB70778652bd9944bc48bc7d1a534
338badbbad6656c5d502ce7850ab1587244eeb58f439ab5e08574a718c8aac3d
77¢c798bba1542733be73448f23fb70c0e5353a27¢c88322¢c5218493afbb380864
34d6d60a56ba887dd498c3ab26a0870993815aa6a40975f218adca1582d64ffc
8652fbb3a9%9a6fbc304f91945fad4aaef2878fd715df70113d2379144886f812c8
3ff2b719a69el1ec74ae4b15accd3aed5a53¢ce76a7b0982471633b973ch40a1ab
015d0a424fa11a479c023017436d2a2900e993eb5a0ab67400c7f4aadf201fc4
fa31264a63bae95cc8d65c3995815e597d104355¢cf29aa5333¢93251869d5bcd
be487124f602b8b6ab6c16c4761648ad765cf5d8006b515e905a7fBacB76bOco
2efa328153e7ca5701699f1305f1e6bc6T90bBe49b693512b6ce992a8b8016dd
fc1a662c7e3f9619cbd869dd771af30896ccd5918acbch77466¢c5e779996d67f
f9aabc97503f2c7b7e2d000d86450fb1807cad4cabda465825a31¢c789a1b7a491
ab3872765d320d0b71920fa213¢c94093416b83b8124e69f65e62ch5000dcc37a
a9a0fff73970c47721f357d24189¢ca6f5305568c0e2376a3762a68c605e563c5d
209572e0fc7532ca294729535567b5fc413¢c5e8792d2464536cc808f98add746
64f141566f9016a90a541829a98a0464ced41a8bb44c2d4fa3c2c209460728ef1
4al1a7¢c4c9b98d12203b4cc3529160a9ab2d7838f7ffeb53aeB5aa31a7d646b7a
fa6c45932526a3¢c3755619be994c211c2a31c05b3447836ch2150be1829daebb
04c5535cff546e392ba797411720f924f490a5ac5495f21356d550b782a64c16
88b6b655bcc7842197a434¢c2f6563b5b71f09a78bcc488232783561d16f4chabb
755400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6fe514
89a5072392e587626¢c713776575d33806a1c8e2732af97¢c2680f51666331c4deb
8bbc0431c4f96832daf1b3c45528fba153f6c78b1¢c198702947ccd337727a46f
b53ba11de5cb4191346859516cb6ad72400f3cf209b236aef35a580ac87eb3e3
0fafd66973ca8a7dd2675af41f7a17b61433cd1af801f7708869f665488497980
blac10aBcdcb636a00ed8681b35e429124ca80350725b85f83a5eac3a4a3cc16
00903e65293560b9b336e5af0d529dac1a048119302cb7a9bcc118b94851bf02
117f199dc485a852b74731f09b831a6831d5b54cBb790d225¢cf6bb92d9462a26¢
db33dda5123c7aaf0e26a0b83655eea28bf3a8074725018fd6bae4b601cf61ba
ab71a7a3d35197a343e74b4a272¢125d540896426d85b7958d3b38a6ba987ec3
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7225c7b44cdb12dde4539b4ab082363683f04bf7aB9cc5c41dfe830alb162e0b
3243343621f084a14467723344badd000f8d8c537c48f998f05307cebd1ededbs
1c3bc59a065a1b6d63b26c82F101ff648063b376e2bbb6c5b7455f655a50c2fea
dade150efafeBeb6f365a€a202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f" }
}
}
}

C.1.2. ML-KEM-768 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.2.1. Seed Format

————— BEGIN PRIVATE KEY-----
MFQCAQAwWCwYJYIZIAWUDBAQCBEKAQAABAgMEBQYHCAKKCWwWNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLCOuLzAXMjMONTY30Dk60zwIPj8=

————— END PRIVATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }

}
OCTET_STRING {
[6 PRIMITIVE] { "0©001020304050607080902a0b0c0d0eBf10111213141
5161718191a1b1c1d1e11202122232425262728292a2b2c2d2e2130313233343
5363738393a3b3c3d3e3f " }

}
}
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C.1.2.2. Expanded Format

————— BEGIN PRIVATE KEY-----
MITIJeAIBADALBglghkgBZQMEBAIEgglkBIIJYCfSp38zdWOhII7xE6voJZWHPUQ8
cw5bXWeVKb9qTOtjgaJyMahhLOFVBRWsulLk jgq2L1Cgzu+aGXRPRSnnSxcPgfwoF
bY3nqt/KugWMSTyAs3yrjFYnU7s7prbsgpf4heqnVATTABWoRAbIWXNmtXfiNs5Y
om2KHrWkTVQjI8IWfZvOpH+YVpnKBbrk043sYX8C0Ao4kK/UuMfsft4mVToCXzz1
VF16YhMDBCNcsa1INrVmtbhjvZvbRaKESnBHtsjTg+RIU14ECO3IorSMbDfJbWLU
Pz/YjiiBxAogXJ4kj2UrWSeBp3n4aIDyoUe2eGPzkcwaWpCMAJXgchIpHi740265
qcDGBzI1s@cDpK8Ek4LEdXPaaP3pJFrUROMbH721IfH2HZze8D08pIGTfmcNKKH/2Q
T28RkKmWkYoTA3psq/PDc7+Cls03qz06d0aAnMP4reGzY5vVe/zG1l1Cqrx3hmPxM
BGMpn1LEYXgMxCj8XQS1xRhQy6bCpSdDQGdXk92gm+RMKeY5XGX4XSoKfG30EeaR
Gx8stsNRzS6HX1G20L53YJfpPi8rL4PaC+70qoWennY6tkUCoMpSIungtb03CI7V
IGDoyCablDpxqwrhxbG2h9LgGc+ANrz5v257rDgqNuQWYPgkVA8BmSM2ToYnsXC3q
cLrKgk/8kG+QgQ6htnvyTyx4z2uogarqYcBlK/+VsbrkQm@Xc7nMLKgsIeOMY247
HFIyRJhrC+ioP13Vzy1Udi+zxevIim46IUwKxzkcDPt92D04Cm+QLbVZrGd11is1c
dBKHgTEKT5AXLFPYyZmPCHZBTAdSLr5HJF8x3eenYgCzBDYmjcFCZoq@600iWdDwR®HSb10UshfupbNLcaizeTHA5ZQnHg
t8czJXJAIz57pzVgPkJah97ncHnj fLKKIXZF1M5TUNjaK2KgcXSUMDLsicmICcc7
ZCPTDBB0oONZqZNiXA8PWKbSXgo1IMgwBYhB5eimKoQ1CPI3aBpOCvFnmzfA6CWuL
PaTKubgMpKFJB2cszvHsT68jSgvFt+nUc/KzEzs7JqHRdctnp4BZGWmcAvd1lMbme
X4kYBwWS7TKRTXFuJcmecZgoHxeUUuHAJyGLrj1FXaV77P8QKne9rgcHMAqJJrk8J
StDZvTSFwcHGgIBSCnyMYyAyzuc4FU5cUXbAfaVgJHdqQw/nbqz2ZaP3uDIQIhWS
gvEJOcg1VwQzao+sHYHkuwSFql18dNalm75cXpcqDYusQRtVtdVVfNaAoaj3Go64
a8SMmgUJcxpUvZ1ykLJ5Y+Q3Lcmxme/crAsBrNKKY j1REUTENk jWIsSMgjTQFEDo
zDdskn8jpa/JrAROxmInTkJFJchVLs47P+J1Ft6QG8fVFb301lVjmJslcglkzQvgB
AATznmxs1IccXjRMgzlmyDX5qWpZr9McQChrOLHBp4RwurlHUYkBRTZzoZzapGfH1
ptUQqGIUVPw5gMtcdlvSvV97NrFBDWY1yM60@fE3aDXaijqyTnHHDAKgEhmxxYmZY
RCFjwsIhF+UKzvzmN4qYV1IwKk7wws4Mxxa3eW4ray43d9+hrD2iWaMbWptTD4y2
OKgaYgwwGEmr r 5WnMBvaMAaJCb/bfmfbzLs4pVUaJbGjoPaFdIrVdT2IgPABbGJO
hhZjhMVXH+I2WQA2TQODEeLYdds2ZoaTK17GAkMKNp6Hpu9cM4eGZXglvUwFes65
I+sJNeaQXm0Bztf4CFenc91ksVDSZhLgmsEgUtsgF78YQ8y0BsyghaQ3HKK36hcAC
gbjjwJKHM1+Fa0B/CiS9povV5Ia2gGRTECYhmLVd21mKnhjUbm2ZJPat5WU2YbeIQ
DWW6D/TqWLgVONJKRDWiWPrCVASqfOH2WLE4UGXhWNy2ARVzJyDOBFmqrBXkBpU6
kKxSmX0czQcAYO/GXbnmUzVEZ/rVbscTyG51QMQj rPJmn1L6bOrGiI2HHVPOR8ApP
gKr7uS4XskqgebHOGbphdbRCr7EZCdS1a3CgM1soc5IYqnyTSOLDwvPrPRWkHmMQX
wN2Uv+shQZsxGnuxOhgLvoMyGKmmsXRHzIXyJYWVh6cwdwSay8/UTQ8CVDjhXRU4
Jw1Ybhv4MZKpRZz2PA6XL4UpdnmDHs8SFQmFHLgOD28Qew+ho0/Rs2qBibwIXE9c
t4T1U/QbkY+A0Xzh1W94W+43fKmgi+aZitowwmt8PYxrVSVMyWIDsgxCruCsTh67
QI5JqeP4edCrB4XrcCVCXRMFoimcAV4ASDRY7Dh1JTOVYyU9AkbRgnRcuB16t00LPB
u3lyvsWjBuujVnhVwBRpn+91r1THcKDYXBhADPZCrtxmB3e6SxOFAr1aeBL2IfhK
SC1lrmN1DIrbxWCi4gPDgCoukS1PDqLFDVXxsHQKvVZ9rxzenHnCBLbV41nRdmoxu?7
y05qBc9FAhdrMBwcLOEKkd1AVe87IXoCbMKTWDXdHzdD1uZgoyCaYdRd50qqAgKCx
JKhVjfcrvje3Xe7btr6CFtbGM/srIoDiURPYaV5DSBw+6z1+sZJQUim2eiAeqJPD
4ssy20vDQvpN6gV4ok4W2Pj50DqVt3BQINNI9LT1cz7sHWPVPCPr+ZGBc2aacgISIj
JCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+Pw==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }

}
OCTET_STRING {

OCTET_STRING { "27d2a77f33756f61208ef113abe82595873d4abc730e
5b5d679529bf6a4ceb6383427231a86121f41550515acba52e48ead8b942833bb
€6865d13d14a79d2c5c3e07fBab56d8de7aadfcabad58c493¢c80b37cab8c5627
53bb3babb6ec8297f885eaa7540d530015a84406e55b1366b577e236ce58a26d
8aleb5a44d542323¢c2167d9bf4a47f985699cab5bae43b8dec617f02380a3890
afd4b8c7ec7ede26553a025f3ce5bc5d7a62130304235¢cb1ad4836b566b5b863
bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6c37¢96d62d43f3f
d88e2881c40a205c9e248f652b592781a779f86880f2a147b67863f391cc1aba
908c0095e07212291e2ef8a36eb9a9cBc6073225b34703a4af049382¢c47573da
68fde9245ad444e31b1fbdb521f1f61f37bcBcef292067e670d28a1ffdov4fef
1190a996918a13037a6¢cabf3¢c373bf8296cd37ab33ba7746809cc3f8ade1b363
9bd57bfcc69650aaat1de198fc4c0463299e52¢c461780cc428fc5d04a5¢c51850
cbabc2a5274340675793ddab9be44c29e6395c65f85d2aka7c6df411e6911b1f
2¢cb6c351¢cd2e875f51b638be776097e93e2f2b2f83dadbeef4aa85ba9e763ab6
4502a0ca5222e9eab5b3b7088ed52060e8c8269h943a71abBael1c5b1b687d2e0
19cf8036bcf9bf6e7bac3aaal36e41660faad540f2648cd93a189%ec5¢c2dea70Bba
caaadffco06f90810ealb67bf24f2c78cf6ba881aaeab1c0652bff95b1baed42
6d1773b9cc2ca82c21e38c636e3b1¢c523244986b0be8a83f5dd5¢cf2d54762fb3
c5ebf59b8e885302b1ce47033edf760f4e029be40bb6d566b19dd758acd5¢c7412
878131244f90172¢c53f26663¢c21d905301d48baf91¢c917¢cc7779e9d8802cc10d
89a3705099a2ad3a3a8896743¢c1144698093be257dacb66dc785228b912¢c8d96
5d14aa28342c3ac4a93fefa532b20945ddc1020139¢14d638b908c4ddde%an64
5b95b2e4414d40bb79f04413830f15a873¢c28bb7059¢c2741002015f20408f058
e715bBbf995b5380b7dd325a056ab97e659a2bedcdf6c33731c683a634b771e8
c92a13%9aeed4bbBe49¢c7077321d42fc199f7¢c1f298cab625d223a5¢c263a03cc481
59b7812665b78637e4e18720b2c29a6b99f42766a4cbc4dc508ba94ba83b89c3
a5c78f8bb26bbd9b79beb8c8182490f5793ee5b96013b74b7e169€29d1621131
5464ea7d72436d89b755161192c81cc2dd1c8b8bba795ef426ee1ccB1c37aaal3
7b2cff8b0a378b47cbddb4d49398cfc2712959699fabbd8cd84666acch61f541b
84fa96b9c854e4e75e9144addb44b8566a57dfbb545ce423¢c03346f2b2c1a917
80d152a8de1a4d4c9cacde7392¢c996888cc2399¢c02c38b3353adf8acab283924
daBBaB5b76e738¢c72¢c930d6chaf9ae168990faalfef2226e780861d416eff402
f4f759fc648ab1f971001090871f96e4b148d2cb31e4805314eabBcd95fbB23eac
0d989474ba4201d7b41d2615394b217eeab5b34b71a8b37931¢c0e594271eBb7c7
33257240233e7ba735603e425a87dee77079e37cb28a21764594ce5350d8da2b
62a07174943032ec89c98809¢73bh6423d30c1d283a766a64d89703¢3d629b497
828d48320c346210797a298aa10d423c8ddav69d0B2bc59e6cdfB3a096b8b3dasd
cab9b80ca4a14907672cceflec4fat234abbc5b7e9d473f2b3133b3b26a1d175
cb67a7805919699¢021f76531b99¢c5f89180704bb4ca4535¢c5b8972679¢c660a07
c5e514b87009¢c862eb8f5157695efb3fc40a9def6b81c1cch2a249ae4f094ado
d9bd3485¢c1c1c68080520a7¢c8c632032cee738154e5¢c5176c07da56024776a43
0fe76eacf665a3f7b832102215bc82110939¢8355704336a8fac1d81e4bb0485
aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680al1a8f71b4eb86bc4
8c9a0509731a54bd9d7290b27963e4372dc9b199cfdcacObB1acd28a62395112
e4c43648d622c48c8234d01440e8cc376c927f23a5afc9ac0474c662274e4245
25c8552ece3b3fe26516de901bc7d515bde89558e626c95c80b9334218010004
£39e6c6c94871c5e344cab3966c835f9a96a59afd31¢c40286b38b1c1a78470ba
b947518934453ce86736a919f1f5a6d510a8615454fc3980cb5¢c765bd2bd5f7b
36b1410d6635c8ceb47c4ddafd76a28eac939¢c71c3024804866¢c716266584421
63c2c22117e50acefceb6378a985652302ad4ef0Bc2cedcc716b7796e2b6b2e3777
dfalac3da259a31b5a9b530f8cbh638a81a62ac301849abat95a7301bda300689
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09bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d88801f0016c62748616
6384c5571fe2365900364d038311e2d875db366686932b5ec602430a369e87a6
ef5c338786657825bd4cB57aceb923eb0935e6905e63b4ced7f80857a773dd64
b150d26612ea9ac12052db20617bf1843¢ccb4b3281b690dc728adfa85¢c00281b8
€3c09287335f856b41c28921f69a2f57921adaB1914c40988662d57769662a786
351b9b66493dab79594d986de2100d65babff4ea58b81538d24a4435a258fac?2
5404aa7f41f658b1385065e158dchb60115732720f40459%9aaac15e406953a90ac
52997d1ccdB70060efc65db9e653354467fad56ec713c86e7540c423acf2669f
52fabf4ac6888d871ef3e847c029a8aafbb92e17b24aaB79b1f419bab6175b442
afb11909d4a56b70a08335b28739218aa7c9348e2c3c2f3eb3d15a41e6417c0dd
94bfeb21419b311a7bb13a180bbe833218a%9a6b17447cc85f225859587a73077
049acbcfd44dof025438e15d1538270d586e1bf83192a9459¢cf63¢c0e97218529
7679831ecf121509851¢cb8340f6f107b0falafefd1b36a8189bcO85c4f5¢ch784
e553f41b9181f80397ce1956f785bee377ca%aa8be6998adal30c26b7c3d8c6b55
254cc96203b20c42aecePac4e1ebb408e49a9e3f879d0abB785eb7025425d1305
a2299¢c015e120d163b0e19494ce57253d0246d182745¢cb8197ab7438b3c1bb79
72bec5a306eba3567855c014699fef65ae54c770a0d85c18400cf642aedc6607
77ba4b138502bd5a7812f621184a48296b98dd4322b6f15828b8a8fbeBba8ba4
4a53¢c3a8b143571b08740abd567daf1cde9c79¢c204b6d5e259d1766a31bbbeb4e
6a05cf4502176b301c1c2f41247750157bcec85e809b30a4d60d7747cddof5b9
9aa8c826987517793aaa8080abb124a8558df72bbe37b75f4edbb6be8216d6¢c6
33fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2ch
32da8bhc342faddeab578a24e16d8f8f9383a95b77050f4d9fd2f5733eec1d63e
£3c23ebf9918173669a7202122232425262728292a2b2c2d2e21303132333435
363738393a3b3c3d3e3f" }

}
}
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C.1.2.3. Both Format
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————— BEGIN PRIVATE KEY-----
MIIJvgIBADALBglghkgBZQMEBAIEggmgMIIJpgRAAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8gISIjJCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+PwSC
CWAnBqd/M3VvYSCO8ROr6CWVhz1KvHMOW11n1Sm/akzrY4NCcjGoYS9BVQUVrLpS
5I6ti5QoM7vmh18TOUp50sXD4H8KBW2NS56rfyroF jEK8gLN8g4xWJ10706a27IKX
+IXqp1QNUWAVQEQG5VsTZrV34jbOWKJtih61pETUIYyPCFN2b9KR/mFaZygW65DuN
7GF/AjgKOJCv1LjH7H7eJ1U6A1885bxdemITAWQjXLGtSDa1ZrW4Y72b20WihEpw
R7bIB4PkSFJeBAtNyKKOjGw3yW11i1D8/2I40gcQKIFyeJI91K1kngad5+GiA8qgFH
tnhj85HMG1qQjACVAHISKR4u+KNuuanAxgcyJbNHA6SVBJOCXxHVZ2mj96SRa1ET j
Gx+9tSHx9h83vAzvKSBNn5nDSih/9kE9VEZCplpGKEWN6bKvZzw30/gpbNN6szundG
gJzD+K3hs20b1Xv8xpZQqq8d4Zj8TARjKZ5SxGF4DMQo/FOEpcUYUMumwqUnQeBn
V5PdoJvkTCnmOVx1+FOqCnxt9BHmMkRsfLLbDUcOUh19Rt ji+d2CX6T4vKy+D2gvu
9KgFup520rZFAQDKUiLp6rWztwi01SBg6Mgmm5Q6casK4cWxtofS4BnPgDa8+b9ou
e6w6qjbkFmD6pFQPJk jNk6GJ7Fwt6nC6yqpP/JBVKIEO0bZ78k8seM9IrqIGq6mHA
ZSv/1bG65EJtF305zCyoLCHJj jGNuOxxSMkSYawvoqD9d1¢c8tVHYvs8Xr9Zu0iFMC
sc5HAZz7fdg90ApvkC21WaxnddY rNXHQSh4ExJE+QFyxT8mZ jwh2QUwHUi6+RyRfM
d3np2IAswQ2Jo3BQmaKt0jqI1lnQ8EURpgJO+IX2stm3HhSKLKkSYN110UqigOLDrE
qT/vpTKyCUXdwQIBOcFNY4uQjE3d6aBkW5Wy5EFNQLt58EQTgw8VqHPCi7¢cFnCdB
ACAV8gQI8FjnFbC/mVtTgLfdMloFarl+ZZor4M32wzcxxoOmNLdx6MkgE5ruS7Dk
nNHB3Mh1C/BmffB8pjKY10i01wmOgPMSBWbeBJmW3hjfk4YcgssKaa5nBJ2aky8Tc
UTupS6g7ic01x4+Lsmu9m3m+uMgYJJD1eT71uWATtOt+Fp4pBWLXMVRk6NT1yQ22J
tTUWEZLIHMLdHIuLunle9CbuHMACN6qjeyz/iwo3i0fLOLTUkSjPwnEpWWmfoL2M
2EZmrMYfVBuUE+pa5yFTk516RRK3bRLhWalffulRc5CPAMBbyssGpF4DRUqjeGk 1M
nKzec5LJ1oiMwjmcAsOLM10t+KyrKDkk2gCgW3bnOMcskw1sugmuFomQ+qH+8iJu
eAhh1Bbv9ALB91N8ZIgx+XEAEJCH+W5LFIOssx5IBTFOoM2V+wI+rA2Y1HS6QgHX
tBOMIT1LIX7qWzS3Gos3kxwOWUJx4LfHMyVyQCM+e6c1YD5CWofe53B543yyiiF2
RZTOU1DY2itioHFO1DAYy7InJiAnHO02QjOwwdKDp2amTY1wPD1im@14KNSDIMNGIQ
eXopigENQjyN2gadArxZ5s3w0glriz2kyrm4DKShSQdnLM7x7E+vI@oLxbfp1HPY
sxM70yah@XXLZ6eAWR1pnAL3ZTG5nF+JGACEuBykU1xbiXJnnGYKB8X1FLhwCchi
649RV21e+z/ECp3vadHBzAKiSa5PCUrQ2be6hcHBxoCAUgp83jGMgMs7n0OBVOXFF2
wH21YCR3akMP526s9mWj97gyECIVVILXCTNINVCEM2qPrB2B5LsEhapdfHTWtZu+
XF6XKg2LrEEbVbXVVXzWgKGo9xtOuGVE jJoFCXMaVL2dcpCyeWPKkNy3JsZnP3KwL
AazSimI5SURLkxDZI1iLEjITI00BRA6MwW3bJJ/I6WvyawEdMZiJO5CRSXIVS700z/1
ZRbekBVvHTRW96JVY5ibJXIC5MOL4AQAE855sbJSHHF40TKs5Zsg1+alqWa/THEAo
azixwaeEcLq5R1GJINEU86Gc2qRNx9abVEKhvVFT80YDLXHZbOr1fezaxQQ1mNcjO
tHxN2g12006sk5xxwwJIBIZscWJmWEQhY8LCIRf1Cs785jeKmFZSMCpO8MLODMcW
t31uK2suN3ffoaw9o1lmjG1qbUw+MtjioGmKsMBhJq6+VpzAb2jAGiQm/235n28y7
OKVVGiWx06D2hXSK1XU9iIDWAWXxidIYWY4ATFVx/iN1kANk@DgxHi2HXbNmaGkyte
xgJDCjaeh6bvXDOHhmV4Jb1MBXrOuSPrCTXmkF5jtM7X+AhXp3PdZLFQOmYS6prB
IFLbIBe/GEPMtLMoG2kNxyit+oXAA0G448CShzNfhWtPwokvaal 1eSGtoBkUxAmI
Zi1XdpZip4Y1G5tmST2reVINmG3iEA11ug/061i4FTjSSkQ101j6wlQEqn9B91ix
OFB14VjctgEVcycg9ARZqqwV5AaVOpCsUpl9HMBHAGDVX12551M1RGT61W7HE8hu
dUDEI6zyZp9S+m9Kxo0iNhx7z6EfAKaiq+7kuF7 JKoHmx9Bm6YXWOQq+xGQnUpWtw
oDNbKHOSGKp8k0jiw8Lz6z0VpB5kF8Dd1L /rIUGbMRp7sToYC76DMhipprFOR8yYF
8iWF1YenMHcEmsvP1EGPA1Q44VOVOCCcNWG4b+DGSqUWc9jwOly+FKXZ5gx7PEhUJ
hRy4NA9VEHsPoaDvObNqgYm8CFxPXLeE5VPBG5GPgD184ZVveFvuN3ypgovmmYra
MMJrfD2Ma1U1TM1iA7IMQq7grE4euBC0Sanj+HnQqweF63A1Q10TBalpnAFeEgOW
0w4ZSUz1c1PQJGOYJOXLgZerdDizwbt5cr7Fowbro1Z4VcAUaZ /vZa5Ux3Cg2FwY
QAz2Qq7cZgd3uksThQK9WngS9iH4Skgpa5jdQyK28VgouKjw4AqLpEpTw6ixQlch
BOCr1Wfa8c3px5wgS21eJZ0XZqMbu8t0agXPRQIXazAcHCI9BJHAQFXvOyF6AmzCk
1g13R83Q9bmagMgmmHUXeTqqgICgsSSoVY33K743119027a+ghbWxjP7KyKA41ET
2GleQOgcPus5frGSUFIptnogHqiTw+LLMtqLwOL6TeoFeKJOFtj4+Tg61bdwUPTZ
/S9XM+7B1j7zwj6/mRgXNmmnICEiIyQlJicoKSorLCOuLzAXMjMONTY30Dk60zw9
Pj8=
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0edf1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30631323334
35363738393a3b3c3d3e3f " }

OCTET_STRING { "27d2a77f33756f61208ef113abe82595873d4abc73
0e5b5d679529bf6a4ceb6383427231a8612f41550515acba52e48ead8b942833
bbe6865d13d14a79d2c5c3eB7fPaB56d8de7aadfcabab58c493¢c80b37cab8c56
2753bb3babb6ec8297f885eaa7540d530015a84406e55b1366b577e236ce58a2
6d8aleb5a44d542323¢c2167d9bf4a47f985699caB5bae43b8dec617f02380a38
90afd4b8c7ec7ede26553a025f3ce5bc5d7a62130304235¢ch1ad4836b566b5b8
63bd9bdb45a2844a7047b6c8d383e448525e040b4dc8a2b48c6c37¢c96d62d43f
3fd88e2881c40a205c9e248f652b592781a779f86880f2a147b678631f391cc1a
5a908c0095e07212291e2ef8a36eb9%9a9cBc6073225b34703a4at049382¢c47573
da68fde9245ad444e31b1fbdb521f1f61f37bcOcef292067e670d28a1ffdo04f
6T1190a996918a13037a6cabf3c373bf8296cd37ab33ba7746809cc3f8ade1b3
639bd57bfcc69650aaaf1de198fc4c0463299e52c461780cc428fc5d04a5¢c518
50cbabc2a5274340675793ddab9bed44c29e6395c65f85d2a0a7¢c6df411e6911b
1f2cb6c351cd2e875f51b638be776097e93e2f2b2f83daBbeef4aa85ba9e763a
b64502a0ca5222e9eab5b3b7088ed52060e8c8269b943a71abBaelc5b1b687d2
€019cf8036bcf9bfb6e7bac3aaal36e41660faad540f2648cd93a189ec5¢c2dea70
bacaaa4ffc906f90810ealb67bf24f2c78cf6ba881aaecab1c0652bff95b1bae4
426d1773b9cc2ca82c21e38c636e3b1¢c523244986b0Bbe8a83f5dd5cf2d54762F
b3c5ebf59b8e885302b1ce47033edf760f4e029be40b6d566b19dd758acd5¢c74
12878131244f90172c53f26663¢c21d905301d48baf91¢c917¢cc7779e9d8802cc1
0d89a3705099a2ad3a3a8896743¢c1144698093be257dacb66dc785228b912c8d
965d14aa28342c3ac4a93fefa532b20945ddc1020139¢c14d638b908c4ddde9a0
645b95b2e4414d40bb79f04413830f15a873¢c28bb7059¢c2741002015f20408f0
58e715bBbf995b5380b7dd325a056ab97e659a2bebcdf6c33731¢c683a634b771
e8c92a139%9aeed4bb0ed49¢c7077321d42fc199f7¢c1f298cab25d223a5¢c263a03cc4
8159b7812665b78637e4e18720b2c29a6b99f42766a4cbc4dc508ba94ba83b89
c3a5c78f8bb26bbd9b79beb8c81824901f5793ee5b96013b74b7e169e29d162f1
315464ea7d72436d89b755161192c81cc2dd1c8b8bba795ef426ee1ccO1c37aa
a37b2cff8b0a378b47cbdOb4d49398cfc2712959699fadbd8cd84666acch1f54
1b84fa96b9c854e4e75e9144addb44b8566a57dfbb545¢ce423c03346f2b2c1a9
1780d152a8de1a4d4c9cacde7392¢996888cc2399c02c38b3353adf8acab2839
24dakBab5b76e738c72c930d6chab9ae168990faalfef2226e780861d416eff4
02f4f759fc648ab1f97100109087f96e4b148d2cb31e4805314eabcd95fbB23e
ac0d989474bad4201d7b41d2615394b217eea5b34b71a8b37931c0e594271e0b7
c733257240233e7ba735603e425a87dee77079e37¢cb28a21764594ce5350d8da
2b62a07174943032ec89¢c98809¢73b6423d30c1d283a766a64d89703¢c3d629b4
97828d48320c346210797a298aa10d423c8ddak69d02bc59e6cdfB3a096b8b3d
ad4cab9b80ca4a14907672cceflec4faf234a0bc5b7e9d473f2b3133b3b26a1d1
75cb67a7805919699c021f76531b99c5f89180704bb4cad535¢c5b8972679c660a
07c5e514b87009¢c862eb8f5157695efh3fc40a9defb6b81c1cch2a249ae4f094a
dodobd3485c1¢c1c68080520a7c8c632032cee738154e5¢c5176¢c07da56024776a
430fe76eactf665a3f7b832102215bc82110939¢8355704336a8fac1d81e4bbo4
85aa5d7¢c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680a1a8f71b4eb86b
c48c9a0509731a54bd9d7290b27963e4372dc9b199cfdcacBbB1acd28a623951
12e4c43648d622c48c8234d01440e8cc376c927f23a5afc9ac0474c662274e42
4525c8552ece3b3fe26516de901bc7d515bde89558e626c95¢c80b93342180100
04139e6c6c94871c5e344cab3966c835f9a%96a59atd31c40286b38b1c1a78470
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bab947518934453ce86736a919f1f5a6d510a8615454fc39808cb5¢c765bd2bd5f
7b36b1410d6635c8ceb47c4ddabd76a28eac939¢c71¢c3024804866¢c7162665844
2163c2c22117e50acefceb6378a985652302ad4efBc2cedcc716b7796e2bb6b2e37
77dfalac3da259a31b5a9b530f8ch638a81a62ac301849abaf95a7301bda3006
8909bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d88801T0016c627486
166384c55711e2365900364d038311e2d875db366686932b5ec602430a369e87
ab6ef5c338786657825bd4cB57aceb923eb0935e6905e63b4ced7f80857a773dd
64b150d26612ea9%9ac12052db2017bf1843cch4b3281b690dc728adfa85c00281
b8e3c092873357856b4fc2892f69a2157921ada®1914c40988662d57769662a7
86351b9b66493dab79594d986de2100d65badff4ea58b81538d24a4435a258fa
c25404aa7f41f658b1385065e158dch60115732720f40459aaac15e406953a90
ac52997d1ccd070060efc65db9e653354467fad56ec713c86e7540c423acf266
9f52fabf4ac6888d871ef3e847c029a8aathb92e17b24aaB79b1f419bab6175b4
42afb11909d4a56b70a0335b28739218aa7c9348e2c3c2f3eb3d15a41e6417cHO
dd94bfeb21419b311a7bb13a180bbe833218a9a6b17447cc85f225859587a730
77049acbcfd44d0f025438e15d1538270d586e1bf83192a9459cf63¢c0e972f85
297679831ecf121509851cb8340f6f107b0falalefd1b36a8189bcB85c4f5¢ch7
84e553f41b918f80397ce1956f785bee377ca%9aa8be6998ada30c26b7c3d8cbb
55254¢cc96203b20c42aeelacdelebb408e49a9e31879d0ab8785eb7025425d13
05a2299c015e120d163bBe19494ce57253d0246d182745cb8197ab7438b3c1bb
7972bec5a306eba3567855c014699fef65ae54c770a0d85¢c18400cf642aedc66
0777badb138502bd5a7812f621f84a48296b98dd4322b61f15828b8a8f0ebBa8b
ad44a53c3a8b143571b0740abd567daf1cde9¢c79¢c204b6d5e259d1766a31bbbch
4e6a05ct4502176b301c1c2f41247750157bcec85e809b30a4d60d7747cddoOf5
b99aa8c826987517793aaa8080abb124a8558df72bbe37b75f4edbbb6be8216d6
c633fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2
cb32da8bc342fad4dead578a24e16d8f81f9383a95b77050f4d9fd2f5733eec1d6
3ef3c23ebf9918173669a7202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f" }
}
}
}

C.1.3. ML-KEM-1024 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.3.1. Seed Format

————— BEGIN PRIVATE KEY-----
MFQCAQAwWCwYJYIZIAWUDBAQDBEKAQAABAgMEBQYHCAKKCWwWNDg8QERITFBUWFxgZ
GhscHR4fICEiIyQlJicoKSorLCOuLzAXMjMONTY30Dk60zwIPj8=

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRING {

[0 PRIMITIVE] { "0001020304050607080902a0b0c0d0eBf10111213141
5161718191a1b1c1d1e11202122232425262728292a2b2c2d2e2130313233343
5363738393a3b3c3d3e3f" }

}
}
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C.1.3.2. Expanded Format
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————— BEGIN PRIVATE KEY-----

MIIMeAIBADALBglghkgBZQMEBAMEggxkBIIMYPd7f2sVxz/izFRrZ/t3TKGbQs1G
Pgn7uYTKR3p3tscQh8vwUavkc2qQcsbocMgxHFWWP1AKPHsb jypYVY9JxiUntsWU
teess7z11yc6VONRTRUSCL1Kph5TumewvV1KmUKkZYnrAgATUieFxM2vDOfRmZwb1l
EOQSs2aCPVAxjIvyYasSCiigT+wBzBXytxkSzuVKq07YVGlLa6iGtet2YebVaqwh
PMHYFNWSs5VVT650R200NXF jEpv4ZFJyUGBswhpTdGsgmXB3u6FVczsopOf6B3Y5
1SR2PrSBzqoRNmwOdKBGhfQMPwiwQk9Av/1JoKyScEw7oMbrNvH1tiHYvytjJ761
fNP6y5QYb+P8mrChQOuykdLJu3ByMFfiJUBZZWOWWRm]jLPdFed6JaBzSxak1pStK@VJEBGkMiB1A16m+21heh8Q3EkYkwhB2 jmIVO3ZIJ1PriZR4d8EYB3DG1q
b/zBAYrkE6CKjQ/6qBmUXaehZ8IpkTKQytHICjaSWHYmEOo1PmLcJCJgMMiSwSE2
wybxPORGZkcSsLKkLWGOBAOWTY94GzcIiieJAx+KWtZFywa7ajJngUS@aAWOpQuoz
FI5SpN8AmApQkuBuZax3yLqBiPsZca/CTUAzzvzU3Stw5IDXKfFg7mWhbylQaCAex
Y6zQiIvgOF3qgg2kbk27RNLkYscOuDpHP+BTZCcxWSV8wlmoxWdsHHbUHVa5kH7B
wimcnokHQDonpwXjYZsEsKOEbo7IFpwXtGDUTAWMRGTQRM1GGGVHJZZQg61iSvMSV
WFQDEf+bP1GSwwPY j4ukapAceC7wI4jxsq3atqU1D8NJj1wDjFUM3M35KF40THNK1
buHwv+00qs+3jPS7HkeUHUtTQNMsclRVyyqpcTZCUe2sXWm3Txip3u496yadkcZtT
wrEgoodphuIXtyvXzuRKcmWxHO4asiYXYrMaNzg4aWnAgl+31FLmUuEUL8c8nfb7
pBF5WOcXkispui1Tq+WowNzBYBsJbJbXk4/VpogH18e5R3qGpHLrXaJQyy/sMY2D
yPQ7vo4Rw143fTSTZshcQ4JZf2/CegBRwPsAsCwByiD5pCfxc1lmUd8ppDMEyYfg8C
X4DsM4qAoVnjCMEqJ9safhuWCpnTffwihy5Rkw8ox1GrIh9Tq67iC62aPqvLq5Ey
Ub8TW+spYXtXVDM8TarbIjgOHCrZNAGGKA9kSUQLeEunj12sRNj2Wzt0IZUD180OR
0i3SPsbRy3F7NgX81a8ZHieClpSME1TqhrTsAEUUWpRQERGRgjs1FMmsHqPZglzL
hjk6LfsEZU+1GS@3v60cSXx1Au71yoCn0/zguvW1lSohYWkAT16PSMvQmp6+wgrwh
PEMXCQ6qx1ksLqiKZTxEkeoZOTEzX1LpiaPEzFbZxVNzLVfEcPtBq3WbZdLQREU4
L82cTjRKESj6nhHgQ1jhku@BSyMjKn7isi4jcX9EER7 jNXU5SnDdkbamBPsmyEq/p
T13FwjMKcpTMHOIOptP7tPFoWriJLASssXzRwXDXsGEbanF2x5TMjGT1X8k jwq@lg
MQDzZZkYgsMCQ9d4E4Q7XsfJZAMiY3BgkuzwDHUWVmMTKWYyk ImwGm7XmfkF1zyKG
yN1cSIpsWGHzG60LBCaUc0i1Ude7zTjIbBL5zbF2x33ItsAqcB9HiQLIVTIpTA2C
cntMS1wsEEEhKQENSAi4IRGzd+x1IU6bGXj3YATUES2YYTILjpjSCve1NAc6UJqV
m3p1ZPmODKIYv2GCkyCoUCAX1UByY jXrGx2nsKXAHVuewaFs@DV4ARgF1QSkmppQoQ
GY6xCleEZ460J9eBuruVUpM7BiiX1z4TGOrwoOrDdYSmVAGxcD4EKszYN1MUg/JB
ytzRwdN4EZ5pRCnbGZrIkeTFNDAXCFuzrng2ZzUMRFjZdnLoYegLHSZ5UQ6 jpvI2
DHekaULHoGpVTSKAgMhLR67xTbF2IMsWwGqzChvkzacIK+n4fpwhHEaRYBmluob6q
UgHHKU0o8CIW102VOUhCIJexkbJCgRhIyTufQMa/1NDEyy+9ntu+xpewoCbdzU4zn
ez2L.BOsLPCJWAR5McWwZqLoHUr9xSSEXZJ8GFcMpD8KaRv3kvVLbkobWAziCRCWc
FaesK2QKYMwDN2pYQaP7ikc1aPqbGiZyFfNMAW17Dw5icXXXIQW3cHwpueYUvcM6
b2yBipU3CeBJ4gte@dnlqnsbrmTJOzZsjkagrpF4zk9Lprpchyp1sG5iLWCdxP5Cm
WF3pQzUowCsDzhC7X3IBOND7tMMMEma5G0OUpJd/hezf5XSK8pU9HWRmshZCYwPDQ
1sWHXvKbVvBUHmM7xX3AKC2bz1ZXFiBdzc8RmmyG8Bx5MOgXwtKMbY1jzXaJKw80p
x/IJJBDFB4NVsTj7U6a5rm4LnAgkPnugRcRzduuMfxPUz1Gqc2+jFUDJJB83DaVE
v5+cKNm1fi8qfKlaTktGbmQas7zHat8ROdVnpvErUvOmXn7AqudryqjFWDOwWT 1mZ
jryaGTD7ttIjPFPSwfi5UY48Lec6Gd7ms4Clsylxz2ThKf1sH6bnXUojRQHpZt06
VAr1yPTzSmtKJT7ihJJWbV5nxvVYVfywUG+wbBVnRNmg0jGib61MrRTxV7fzA9B6
acdzdo/LTQecCQWXA6DDqU3kuZ6jovF1g9D5Fwo5UNsSHtPC8MIApJ/n31htiWYkm
Ng1QKicFMDY3eZ3TRNpFHBz3v2eEDOsweauMadwZJ/ZAU8YSRQxFyeYDvBZmbllr
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NHHhA7bxVEdCTRcCIEQGRH/vTfhxnD2TxS4p7MrIMGkmOXdL80M1SidkQrWNgLPXh
MELGSsZ5e4n7VRrQjgWpLSAMzLfnEu8jyTEss1DwKatTfihzR/@wdawQkGp4Pxxs
B8y4j0EijEvhxkD3kLXDpdXTynkklddLxGFWJ1jAesYAJ2uSSrW8m+HwSUy3b4L0
YKdICXJmM4Hhaz1lgYdeZhZ7FTU9cpcQRwWB2XWXsWWXdmneE6kooBr7rCWP60oxHZC
0c1CHcMRm/WedpkgaXgyexxTRe98anmDhB8FbiUBEAqyTU6au9CxfGqVvUw8DkD2
nhYSr06yi5kIbJURbNIEJZziTOQv@a4mbNihrDr8ZR7uYhPcyyifagrGbXcDMf4iF
cUkQiIsjEMT5MZ1BCzTmQzuQA+IXa7mVJXRWEG6JUhY7i6WSUwzFqgrrQ605j+np
e6pSPXpEMWd8PTrwcZ5HXbheqVr1CJvgvrBbL6q@iWumD4HIhHK1e@aoKIJgDN+0
RvgYkYLSv16sTsHMXer1mcihPkgjVAbRf/3cgBS2xmmEqGigkvoCInoIaVDrDIcB
7VjcYod2uYOILhF1YTSeXBMathFgBGOGHXOYZ jxWJ80McUfdqt /UisT16RTUQIST j
JCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+Pw==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRING {

OCTET_STRING { "f77b7f6b15c73fe2cc546b67fb774ca19b42cd463ea9
fbb984ca477a77b6c71087cbf051abe4736a9072c6e870c8311¢c55963f500a3¢c
7b1b8f2a58558f49¢c62527b6c594b5e7acb3bcf597273a5743517d151208bd4a
a61e75ba67bBbd594a994919627ac0a804d489e171336bc339f4666706e51344
12b366823d50318c8bf261ab120a28abB4fecB1cc15f2b71912cee54aa8eed854
694b6ba886b5eb7661e6d56aac213cc1d814d592b395554fae74476d34371163
129bf864527250606cc21a53746b20997077bba155733b28a4e7fab776399524
763eb481ceaal1366c3474a04685f40c3f08b0424f40bff949a0ac92704c3babd
c6eb36f1f5b621d8bf2b6327beb57cd3fach94186fe3fc9abBal1434bb291d2c9
bb70723057e22540596561565919a32¢cf74579de89681cd2c5a935a52b4aaa2d
24cb5d5¢c9e20729ec5492ec36961efb8a28cbcBBac303523295f3d8036abc160
3307ce70d7848a35657a5687dd589927ea63731626abb26ec4e431b8eb6b3b0Ob
c1e82573ee73b1a021183183528108ae2eacaddb95b464a0b98469¢c319cc27bf
a01bc31054a68c05502b1662b879fe98a1711¢c3426f6436chB214cea379ac3a7
e5fb60184a37c1daledab1c6c39c1dd4e847845811f2a358a43731528536d4a3
291b04158c2¢c3dc641624882678bc7805f58a9d94¢c7104567846a2044e65aece
2a225372b6024799a5477d60237504aa5cBac57bc70a3558c08c4de687ef1302
b4fcb5594413d22¢cb959bc31be423450403c6bc57dc411b3fefac1052ac4bb16
2c44545a4ca80892657fa13a0b2c482ced629¢cc4999d969¢c593d4aadfB73cc3e
3a458e78a8aa039408e652be93b20c8b42ec5b0e50239dac726052851a6d1531
2ec39ed208b72209a577¢c6b2770112895749d5260e7dd446cObB118c1000be68
01d2611fcf00792a9cc4f4b49922f9a2d4b9c8fa5a5d0d60506631a7e971cee8
40bB8fab63c13729d7eab5aac70352a984cdb669331cba758fe87ec3931b3e3161
fcc747aa749424689feae14bf7¢c9a2ffba1302b212b80372d8e9049db69a3a12
61d0a2859a9b4d57899eBba41607a1b67a7¢c0e12923689f8c6395377d970c749
0a4129611a1d05¢c3b7813bed9454207231f71f9525a87793fafbbfca982e66bb80
681c83248a89daB84c198821f48f31e7fc09093a49e9fd09691b021edf463afcs
19b62853816118346115fb0Bb882cc6482f3c5cbcc1c1894697e1239598b34b2a
9a7acd15244d0690c88194097a9beda585e87¢c437124624c210768e6215d3764
82653eb89947877¢c118d370c696a6ffcc1018ae413a08a8doffaa819945da7al
67c229913290cad1c80a369258762610ea253e62dc24226a30¢c892¢12136¢c326
f13f4446664712b0b90bcB63b4028593cbdeB6cdc22289e240¢c7e296b59172¢1
aeda8c99e0512d1a0163a942ea33148e6937¢c026029424b81b996b1df22€a062
3ecb65c6bf093500cf3bf35374adc392035ca7¢c583b99685bca541a0807b163ac
do888beb385dea820dad6e4dbb44d2e462c734b83a473fed1364273159257¢cc2
59a8c¢5676¢c1¢c76d41d56b9907ec1¢c3599¢c9e8907403a27a705e3619b04bBado4
6e8ec8169c17b460d44c0c0c4464d044c946186bc725965083a892bcc495¢c054
0311ff9b3e5192¢c303d88f8ba46a901c782ef02388f1b2addab6a5350fc36397
00e3154337337e4a178d351cd2b56ee1fObfea34aacfa33d2ec791e50752d4d0
34cb1c951572caaa5¢c4d90947b6b175a6dd3c62a77bb8f7ac9ae24719b53¢2b1
20a2876986e217b72bd7cee44a7265b11ceel1ab2261762b31a3738386969c082
5fb79452e652e1142fc73¢c9df6fbad11795b4717922b29ba2d53abe5a8cOdcc
601b096c96d7938fd5a68a8797c7b9477a86a472eb5da250ch2fec318d83¢c8f4
3bbe8e11¢35e377d349366c85¢c4382597f6fc27a0051c0fbBObB2cOT1ca20f9a4
27f172599477ca690cc1327e0f025f80ec338a80a159e308c12a27db1a7e1b96
0a99d37dfc22872e51930f28c651ab221f53abaee20bad9a3eabcbab913251bf
135beb29617b5754333c4daadb2238341¢c2ad93781862801f6449440b784ba78f
5dac44d8f65b3b7421950397¢c3913a2dd23ec6d1cb717b36a5fc95af191e2782
96948c1254ea86b4ecB04b94c29450111191823b3514c%9ac1ea3d9825cch8639
3a2dfb04654fa2192d37bfad1c497c6502eee5ca80a73bfceBbaf5a54a88585a
401397a3d232f426a7afh082bc21a44317090eaac7592c2ea88a653c4491ea19
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3931335f52e989a3c4cc56d9¢553732d57¢c470fb41ab759b65d2d04445382fcd
9c4e344a1128fa%e11e04358e192ed014b23232a7ee2b22e23717f44111ee335
75399¢37646da9813ec9b212afe94e5dc5¢c2330a7294cc1f4234a6d3fbb4f168
5ab8892cB4ach17cd1c170d7b0611b6a7176c794cc8c67f55fc923c2ad263100
£365991882c30243d77813843b5ec7¢c964032263706092ecf00c7516beb64e459
8ca4226cb69bb5e67e4175¢cf2286c8dd5¢c488a6¢c5861f31baabbd0269470e8b5
51dd3bcd38c86c12f9cdb176c77dc8b6c02a701f478902¢c85531T694c0d82727b
4c4a5c2c1041212aa1274808b82111b377ec75214e9b1978f76004d4139d9861
3f4b8e98d20af7b534073a509a959b7a7564f9b40ca218bf61829320a8502017
954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a10198e
b10a5784678eb427d7b4babb9552933b062897973e1318eafBabeac37584a654
01b1703e042accd837531483f241cadcd1c1d378119e694429db199ac891e4c5
343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f2360c77
a46942c7a06a554d228080c84b47aef14db17620cb16cB06ab30albedcda7082b
e9f87e9c211c46916349a5ba8eaa5201¢c7294a3¢c0885b53b657452108825ec64
6c90a04612324ee7d0B31afe5343132chef67bbefb1a5ec2809b773538ce77b3d
8b04ebBb3c2256011e4c716c19a8bad752bf71492117649f0615¢c3290fc29a46
fde4bd52db9286d603388244259¢c15a7ac2b640ab60ccB3376a5841a3fb8a4735
68fa9b1a267215f34c01697b0f0e627175d72105b7707¢c29b9e614bdc33a6f6C
818a95370b427882d7b476796a9ec6eb993274cd9b2391a82ba45e3393d2e%ae
9721ca9d6c1b988b5827713190a6585de9433528c02bB3ce10bb5f720138d0fb
b4c30c1266b918e52925dfe17b37f95d22bca54f475919ac859098c0f0dB8acs
875ef29b56fd141e6ef15f700aBb66139595¢c588177373¢c4669b21bcbB71e4c3a
a5foOb4a31b6258f35da24ac3cd29c712092410c5078355b138fb53a6b%aebebb
9c08243e7baad5¢c47376eb8c7f13d4cf51aa736Ta31540c9241f370da544bfof
9c28d9a57e2f2a7ca%95a4e4b466e641ab3bcc76adf1139d567a6f12b52f3a65e
7ecPaae26bcaa8c55833b04e59998ebc9a1930fbb6d2233¢c53d2¢c1f8b9518e3¢c
2de73a19deeb6b380a5b32971cf64e129fd6c1fabe75d4a234501e966dd3a540a
f5c8f4f34a6b4a253ee28492566d5e67¢c6f55855fchB506Tb06Cc156744d9aB3a
31a26fa%94cad14f157b7f303d07a69c773768fcb4d079c09059703abc3a%94des
b99ea3a2f16583d0f9170a3950db0B7b4f0Obc30802927f9f7961b6259892636a9
502a2705303637799dd344da451c1cf7bf67840ceb3079ab8c6b8c1927f64053
c612450c45¢c9e603bc16666e596b3471e103b6115447424d17022048111ffbd3
7e1c670f64f14b8a7b32b94c1a49b45dd2fc38¢cd5289d910ad63602cf5e13042
c64ac6797b89fb551adB8e05a92d200ccchb7e712ef23¢c9312cb350f029ab537¢e
287347fd3075ac10906a783f1c6cB7cch88f41228c4be1c640f790b5c3a5d5d3
ca792495d74bc461562658c07ac600276b924ab5bc9be1f0494chb761f82f460a7
480972663381e169996061d799859ec54d4f5ca5¢c411¢c0B1db1597b165977669d
e13a928a34afbac258fea8c4764239¢c9421dc3119bf5b47699206978327b1¢c53
45ef746a7983841f056e2534100ab24d4e9abbddb17c6a95bd4c3c0ed40f69e16
12aceeb28b99086c95116e7204273893390bf46b899b36286b0ebf1947bb9884
f732ca27da82b19b5dcOcc71f8885714910888b2310c4f9319d410b34e6433b90
03e2176bb995257456106e8952163b8ba592530cc5aaPaeb43ad398fe9e97baa
523d7a4431677c3d3af0719e475db85ca95af5089beabebB5b2faab4896ba60df
81c88472a57b46a828826a0cdfb4461f8189182d2bf5eacd4ecicc5deaf599c8al
3e48235406d17ffddc8344b6c66984a868aa92fa02227a086950eb0c8701ed58
dc628776b983882e117561349e5¢c131a7e116a0463861d7d18663¢c5627¢c38c71
47ddaadfd48acd7a4535202122232425262728292a2b2c2d2e2f303132333435
363738393a3b3c3d3e3f" }

}
}
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C.1.3.3. Both Format
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————— BEGIN PRIVATE KEY-----

MIIMvgIBADALBglghkgBZQMEBAMEggygqMIIMpgRAAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8gISIjJCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+PwSC
DGD3e39rFcc/4sxUa2f7doyhmOLNRj6p+7mEykd6d7bHEIfL8FGr5HNgkHLG6HDI
MRxV13j9QCjx7G48qWFWPScY1J7bF1LXnrL089Zcn01dDUXOVEgi9SqYedbpnslL1Z
SplJGWJ6WKGETINhcTNrwzn@ZmcGSRNEErNmgj1QMYyL8mGrEgoooE /sAcwV8rcZ
Es71Sqju2FRpS2uohrXrdmHm1WqsITzB2BTVkrOVVU+udEdtNDcRYxKb+GRSc1Bg
bMIaU3RrIJ1wd7uhVXM7KKTn+gd20ZUkdj60gc6qETZsSNHSgRoXODD8ISEJPQL /5
SaCsknBM0O6DG6zbx9bYh2L8rYye+tXzT+suUGG/j/JqwoUNLspHSybtwcjBX4iVA
WWVvV1kZoyz3RXneiWgcOsWpNaUrSqotJMtdXJ4gcp7FSS7DaWHvuUKKMvACsMDU j
KvV89gDarwWAzB85w14SKNWV6VofdWJknémNzFiarsm7E5DG462s7C8HoJXPuc7Gg
TRgxg1KBCK4urK3blbRkoLmEacMZzCe/oBvDEFSmjAVQKXxZiuHn+mKFxHDQmM9kNs
sCFM6jeawb6f1+2AYSjfB2h7aYcbDnB3U6EeEWBHY01ikNzFShTbUoykbBBWMLD3G
QWJIgmelx4BfWKnZTHEEVNhGogR0Za70KiJTcrYCR5m1R31gI3UEqLlwKxXVHCjVY
wIXN5ofvEWKG/LVZRBPSLL1ZvDG+QjRQQDXxrxX3EEbP++SEFKsS7FixEVFpMgAiLS
ZX+h0gssSCztYpzEmZ2WnFk9Sq3wc8w+0kW0eKiqA5QI51K+k7IMiOLsWw5QI52s
cmBShRptFTEuw57SCLciCaV3xrJ3ARKJVONVJg591EbASBGMEAC+aAHSYR/PAHkq
NMTOtJki+alLUucj6W1BONYFBmMafpcc70QLCPpjwTcp1+parHAT1KphM22aTMcunWP
6H7Dkxs+MWH8xBeqdJQkadJ/q4Uv3yal /uhMCshK4A3LY6QSdtpo6EmHQooWamB1X
iZ41LpBYHobZ6fA4SkjaJ+MY5U3fZcMdJCkEpYRodBc03gTvt1FQgcj9/1SWod5P6
+7 /KmC5mu4BoHIMkionaCEwZiC9I8x5/wJCTpJ6fBJaRsCHt9GOvXRm2KFOBYRgO
YRX7C4gsxkgvPFy8wcGJRpThI5SWYs@sgmnrNFSRNBpDIgZQJepvtpYXofENXJGJIM
IQdo5iFdN2SCZT64mUeHTBGNNwxpam/8wQGK5B0gio@P+qgZ1F2noWfCKZEykMrR
yA02k1h2JhDqJT513CQiajDIksEhNsMmM8TOERMZHErC5C8BjtAKFk8veBs3CIoni
QMfilrWRcsGu2o0yZ4FEtGgFjquULgMxS0aTfAJgKUJLgbmWsd8i6gY j7GXGvwk1AM
8781NOrc0SA1ynxY051oW8pUGggHsWOsOIilL4ADhd6oINpG5NUBTS5GLHNLg6RZ/t
E2QnMVk1fMJZgMVnbBx21B1WuzZB+wcNZnJ6JBBA6J6CF42GbBLCtBG60yBacF7Rg
TEWMDERKOETJRhhrxyWWUIOokrzElcBUAxH/mz5RksMD2I+LpGqQHHgu8COI8bKt
2ralNQ/DY5cA4xVDNzN+SheNNRzStW7h8L /qNKrPoz@Oux5H1B1LUBDTLHJUVCcsqq
XE2Q1HtrF1pt08Yqd7uPesmuJHGbUBKxIKKHaYbiF7cr187kSnJ1sRzuGrImF2Kz
Gjc40GlpwIJft5RS51LhFC/HPJ32+6QReVtHF5IrKbotU6v1gMDcwWABCWyW150P
TaaKh5fHuUdéhqRy6121UMsv7DGNg8j00760EcNeN300k2bIXEOCWX9vwnoAUcD7 /S46Y0gr3tTQHO1CalZt6dWT5tAyiGLO9hgpMggFAgF5VNMo16xsdp
7C1lwB1bnsGhbNA1eEYBZUEpJqaUKEBmMOsQpXhGeOtCfXtLq71VKTOWYol5¢c+Exjq
8KDqw3WEp1QBsXA+BCrM2DdTFIPyQcrcOcHTeBGeaUQp2xmayJHkxTQ3Vwhbs654
NmcT1DERY2XZy6GHoCxBmeVEO06byNgx3pG1lCx6BqVUBigIDISOeu8U2xdiDLFsBq
swob5M2nCCvp+H6CcIRXGkWNJpbqOqlIBxylKPAiFtTt1dFIQiCXsZGyQoEYSMk7n
ODGV5TQxMsvvZ7bvsaXsKAm3c10M53s9iwTrCzwiVgEeTHFsGai6bB1K/cUkhF2Sf
BhXDKQ/Cmkb95L1S25KG1gM4gkQ1lnBWnrCtkCmDMAzdqWEGj+4pHNWj6mxomchXz
TAFpew80YnF11yEFt3B8KbnmFL3DOmM9sgYqVNwtCeILXtHZ5ap7G65kydM2bI5Go
K6ReM5PS6a6XIcqdbBuYilgncT+Qplhd6UM1KMArA84Qu19yATjQ+7TDDBJmuRj1
KSXf4Xs3+VOivKVPRT1kZ r INQmMDWOIrFh17ym1b9FB5u8VowCgtm85WVxYgXc3PE
ZpshvAceTDql8LSjG2JY8121iSsPNKcfyCSQQxQeDVbE4+10mua5uC5wIJD57qkXE
c¢3brjH8TT1MIRgNNvoxVAYySQfNw21RL+fnCjZpX4vKnypWk 5LRm5kGr08x2r fETnV
Z6bxK1Lzpl5+wKria8qoxVgzsE5ZmY68mhkw+7bSIzxTOsHA4uVGOPC3n0Ohne5r0A
pbMpcc9k4Sn9bB+m511KIBUB6Wbd01QK9cjB8BprSiU+40SSVm1eZ8b1WFX8sFBv
sGwVZOTZoDoxom+pTKOU8Ve38wPQemnHc3aPy@OHNAKF1wOgw6 1IN5Lmeo6LXxZYPQ
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+RcKOVDbB7TwvDCAKST595YbY1mJJjapUConBTA2N3mdO@TaRRwc979nhAzrMHmr
jGUMGST2QFPGEKUMRcnmA7wWZm5ZazRx4Q028VRHQkOXAIBIER/7034cZw9k8UuK
ezK5TBpJtF3S/DjNUoNZEK1jYCz14TBCxkrGeXuJ+1Ua®I4FqSOgDMy35xLvI8kx
LLNQ8CmrU340cOfIMHWSEJBqeD8cbATMuI9BIoxL4cZA95CTweXVO8p5JIXXS8RN
ViZYwHrGACdrkkq1vJvh8E1Mt2+C9GCnSAlyZ jOB4WmZYGHXmYWexU1PXKXEEcAd
sV17F113Zp3h0pKKNK+6wlj+qMR2QjnJQh3DEZv1tHaZIG14MnscUBXvdGp5g4Qf
BW41NBAKsk10mrvQsXxqlb1MPASA9p4WEqzusouZCGyVEW5yBCc4kzkL9GuJdmzYo
aw6 /GUe7mIT3Mson20Kxm13AzH+IhXFJEIiLIXDE+TGdQQs@5kM7kAPiF2u51SVa
VhBuiVIW04ulk1MMxaoK600t0Y/p6XuqUj16RDFNfDB68HGeR124XK1a9Qib6réw
Wy+qtIlrpg+ByIRypXtGqCiCagzftEb4GJGCOr9erE7BzF3q9ZnIoT5II1QGOX/9
3INEtsZphKhogpL6AiJ6CG1Q6wyHAe1Y3GKHdrmDiC4RAWEGNn1wTGn4RagRjhh19
GGY8VifDjHFH3arf1IrNekUTICEiIyQlJicoKSorLCOuLzAXxMjMBONTY30Dk60zw9
Pj8=
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0edf1011121314
15161718191a1b1c1d1e1f202122232425262728292a2b2c2d2e2f30631323334
35363738393a3b3c3d3e3f " }

OCTET_STRING { "f77b7f6b15c73fe2cc546b67fb774ca19b42cd463e
a9fbb984cad477a77b6c71087cbf051abe4736a9072c6e870c8311¢c559631500a
3c7b1b812a58558f49¢c62527b6c594b5e7acb3bcf597273a5743517d151208bd¢c319¢cc27
bfaf1bc31054a68c05502b1662b879fe98a1711¢c3426f6436cbB214cea379ac3
a7e5fb60184a37c1daledab1c6c39c1dd4e847845811f2a358a43731528536d4
a3291b04158¢c2¢c3dc641624882678bc7805f58a9d94c7104567846a2044e65ae
ce2a225372b6024799a5477d60237504aa5c0ac57bc70a3558c08c4de687ef13
02b4fcb5594413d22¢cb959bc31be423450403c6bc57dc411b3fefac1052ac4bb
162c44545a4ca80892657fa13a0b2c482ced629cc4999d969c593d4aadfB73cc
3e3a458e78a8aab39408e652be93b20c8b42ec5b0e50239dac726052851a6d15
312ec39ed208b72209a577¢c6b2770112895749d5260e7dd446c0b0118c1000be
6801d2611fcfB0792a9cc4f4b499221f9a2d4b9c8fa5a5d0d60506631a7e971ce
e840b08fab3c13729d7eab5aac70352a984cdb669331cba758fe87ec3931b3e31
61fcc747aa749424689feae14bf7c9a2ffba1302b212b80372d8e9049db69a3a
1261d0a2859a9b4d57899e0bad1607a1b67a7c0e12923689f8¢c6395377d970c7
490a4129611a1d05¢c3b7813bed9454207231f7f9525a87793fafbbfca982e66bb
80681c83248a89daB84c19882f48f31e7fc09093a49e9fd09691b021edf463af
c519b62853816118346115fbBb882cc6482f3c5chcc1c1894697e1239598b34b
2a9a7acd15244d0690c88194097a9beda585e87¢c437124624c210768e6215d37
6482653eb89947877¢c118d370c696a6ffcc1018ae413a08a8doffaa819945da7
a167c229913290cad1c80a369258762610ea253e62dc24226a30¢c892¢12136¢3
26f13f4446664712bBb90bcB63b4028593chdedbcdc22289e240¢c7e296b59172
claeda8c99e0512d1a0163a942ea33148e6937c026029424b81b996b1df22ead
623ec65c6bf093500cf3bf35374adc392035ca7¢583b99685bca541a0807b163
acd0888be0385dea820dad46e4dbb44d2e462c734b83a473fed1364273159257¢
c259a8¢c5676c1c76d41d56b9907ec1¢c3599¢c9e8907403a27a705e3619b04b0ad
046e8ec8169c17b460d44c0c0c4464d044c946186bc725965083a892bcc495¢c0
540311ff9b3e5192¢303d88f8ba46a901c782ef02388f1b2addab6a5350fc363
9700e3154337337e4a178d351cd2b56ee1fObfea34aacfa33d2ec791e50752d4
d0@34chb1c951572caaa5¢c4d90947b6b175a6dd3c62a77bb8f7ac9ae24719b53¢c2
b120a2876986e217b72bd7ceed4a7265b11cee1ab2261762b31a3738386969cH
825fb79452e652e1142fc73c9df6fbad11795b4717922b29ba2d53abe5a8cAdc
c1601b096c96d7938fd5a68a8797c7b9477a86a472eb5da250¢ch2fec318d83c8
f43bbe8e11¢c35e377d349366c85c4382597f6fc27a0051c0fbBObB2cB1ca20f9
a427f172599477ca690cc1327e0f025f80ec338a80a159e308c12a27db1a7e1b
960a99d37dfc22872e519301f28c651ab221f53abaee20bad9a3eabcbab913251
bf135beb29617b5754333c4daadb2238341¢c2ad937818628016449440b784ba7
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8f5dac44d8f65b3b7421950397¢c3913a2dd23ecb6d1cb717b36a5fc95af191e27
8296948c1254ea86b4ecP04b94c29450111191823b3514c9ac1ea3d9825cch86
393a2dfb04654fa2192d37bfad1c497c6502eee5ca80a73bfceBbaf5a54a8858
5a401397a3d232f426a7afb082bc21a44317090eaac7592c2ea88a653c4491ea
193931335f52e989a3c4cc56d9¢c553732d57¢c470fb41ab759b65d2d04445382F
cd9c4e344a1128fa9%e11e04358e192ed014b23232a7ee2b22e23717f44111ee3
3575399¢c37646da9813ec9b212afe94e5dc5¢c2330a7294cc1f4234a6d3fbb4f1
685ab8892cB4acb17cd1¢c170d7b0B611b6a7176c794cc8c67f55fc923¢c2ad2031
001365991882¢c30243d77813843b5ec7¢c964032263706092ecfBBc7516beb4ed
598ca4226c069bb5e67e4175¢cf2286c8dd5¢c488a6¢c5861f31baadbd0269470e8
b551dd3bcd38c86¢c12f9cdb176c77dc8b6c02a701f478902¢8553f694c0d8272
7b4c4a5c2c1041212aa1274808b82111b377ec75214e9b1978f76004d4139d98
613f4b8e98d20af7b534073a509a959b7a7564f9%b408ca218bf61829320a85020
17954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a1019
8eb10a5784678eb427d7b4babb9552933b062897973e1318eafBabeac37584a6
5401b1703e042accd837531483f241cadcd1c1d378119e694429db199ac891e4
¢c5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f2360c
77a46942c7a06a554d228080c84b47aef14db17620cb16cB6ab30albedcda708
2be9f87e9¢c211¢c46916349a5ba8eaa5201¢c7294a3c0885b53b657452108825ec
646c90a04612324ee7d031afe5343132chef67b6efb1a5ec2809b773538ce77b
3d8b04ebBb3c2256011e4c716c19a8bab752bf71492117649f0615¢c3290fc29a
46fded4bd52db9286d603388244259¢c15a7ac2b640a60ccB3376a5841a3fh8ad7
3568fa9b1a267215f34c01697b0f0e627175d72105b7707¢c29b9%e614bdc33a6f
6c818a95370b427882d7b476796a9ec6eb993274cd9b2391a82bad5e3393d2e9
ae9721ca9d6c1b988b5827713f90a6585de9433528c02b03ce10bb5f720138d0
fbb4c30c1266b918e52925dfe17b37f95d22bca54f475919ac859098c0f0d08a
c5875ef29b56fd141e6ef15f700abb66139595c588177373¢c4669b21bcB71e4c
3aa5f0Ob4a31b6258f35da24ac3cd29c7f2092410c5078355b138fb53ab6b%aebe
0b9c08243e7baad5c47376eb8c7f13d4cf51aa736fTa31540c9241f370da544bf
9f9c28d9a57e2f2a7ca95a4e4b466e641ab3bcc76adf1139d567a6f12b52f3a6
5e7ecPaae26bcaa8c55833b04e59998ebc9a1930fbb6d2233¢c53d2¢c1f8b9518e
3c2de73a19deeb6b380a5b32971cf64e129fdb6c1fabe75d4a234501e966dd3a54
Paf5c8f4f34a6b4a253ee28492566d5e67c6f55855fchb0506fbB6Cc156744d9a0
3a31a26fa%94cad14f157b7f303d07a69¢c773768fcb4d079c09059703a0c3a94d
e4b99ea3a2f16583d0f9170a3950db07b4fObc30802927f9f7961b6259892636
a9502a2705303637799dd344da451c1cf7bf67840ceb3079ab8c6b8c1927f640
53¢c612450c45c9e603bc16666e596b3471e103b6T15447424d17022048111Ffb
d37e1c670f64f14b8a7b32b94c1a49b45dd2fc38cd5289d910ad63602¢cf5e130
42c64ac6797b89fb551ad08eB5a92d200ccchb7e712ef23¢c9312cb350f029ab53
7e287347fd3075ac10906a783f1c6cB7cch88f41228c4be1c640f7908b5c3a5d5
d3ca792495d74bc461562658c07ac600276b924ab5bc9be1f0494ch761821460
a7480972663381e169996061d799859ec54d4f5¢ca5c411c01db1597b16597766
9de13a928a34afbac258fea8c4764239¢c9421dc3119bf5b47699206978327b1c
5345ef746a7983841f056e2534100ab24d4e9abbdOb17c6a95bd4c3cPed4bf69e
1612aceeb28b99086c95116e7204273893390bf46b899b36286bBebf1947bb98
84f732ca27da82b19b5dcOcc7f8885714910888b2310c419319d410b34e6433b
9003e2176bb995257456106e8952163b8ba592530cc5aakaeb43ad398fe%9e97b
aab523d7a4431677c3d3af0719e475db85ca95af5089beabebB5b2faab4896bab
0f81c88472a57b46a828826a0cdfb44618189182d2bf5eac4ecicc5deaf599¢c8
a13e48235406d17ffddc8344b6c66984a868aa92fab2227a086950ebBc8701ed
58dc628776b983882e117561349e5¢c131a7e116a0463861d7d18663¢c5627¢c38c
7147ddaadfd48acd7a4535202122232425262728292a2b2c2d2e2f3031323334
35363738393a3b3c3d3e3f " }
}
}
}
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C.2. Example Public Keys

The following is the ML-KEM-512 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.

————— BEGIN PUBLIC KEY-----
MIIDMjALBglghkgBZQMEBAEDggMhADmMVgV5ZfRBDVc8pqlMzyTJRhp1bzb5IcST2
Ari2pmwWxHYWSK12XPXYAGtRXpBafwrAdrDGLvoygVPnylcBaZ8TBfHmvG+Qs0Shb
aTUSts6ZKouAFt38GmYsfj+WGcvYad13GvMIlszVkY rGy3dGbF53mZbWf/mqvJdQ
Pyx7fi0ADYZFD7GAfKTKvaR1lgloxx4mht6SRqzhyd10yDQtxkg+iE81AkBFrg7gs
Tmn2XmLLUADcw3gpoP/30XDEdy81fSQYnKb1MFVow0I3ajdipoxgX1Y8XSCVcuD8
dTLKKUcpU1VntfxBPF6HktJGRTbMgI+YrddGZPFBVm+QF gkKVBgpqYoEZM5BqL tE
wtT6PCwglGBYyjVvFKGNxMm5jRIg00zDUpFgqasteDj3/2tTrgWgMafWRrevpsRZM1
JgPDdVYZvp1MIRwgMcBbNEeDbLIVC+GCna5rBMVTXP9Ubjkrp5dBFyD5JPSQpaxU
1fITVtVQt4KmTBaItrZVvMeEIZekNML2Vjtbfwmni8xIgjJ4NWHRbOY6tnVUAAUH
gVcMZmBLgXrRJSKUc26LAYYaS1pOUZuLb+UUiaUHI5L1h2JscTd2V10zgGocjicy
r5fCaA9RZmMxx0uLvAQxxPloMt rxs8RVKPuhU/bHixwZhwKUfMBzdyekb7U70R31
yOGRNGhZUWy2rXJADzzyCbI2rvNaWArIfrPjD6/WaXPKin3SZ1rOH30XthQzzRr4
D3cIhp9mVIhJeYCxrBCgzctjagDthoGzXkKRJMgANQcluF+DperDpKPMFgCQPmUp
NWC5szblrw1SnawaBIEZMCy3qbzBEL1IUb8CEX8ZncSFqFK3Rz8JuDGmgx1bVMC3
kNI1z2u5LZRiomzbM921Ejx6rw4moLg2Ve6ii/00BOBCclAY/WuuS2Ac9huqtxp6PT
UZejQ+dLSicsE11UCJZCbYW31Y0B70KabmH7DciXHtEzbEt3kU5tKsII2NoPwS/eg
NMXEHf6DChsWLgsyQzQ2LwhKFEZ3IzRLrdAA+NjFN8SPmY8FMHzrBe3guBw7xZoG
WhttY7Js

————— END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }

}

BIT_STRING { 00" °3995815e597d104355¢cf29aa5333¢93251869d5bcdb
e487124f602b8b6a66c16c4761648ad765cf5d8006b515e905a7fBacB76bBc6H2
efa328153e7¢ca5701699f1305f1e6bc6f90b0e49b693512b6ce992a8b8016ddf
c1a662c7e3f9619cbd869dd771af30896ccd5918acbchb77466c5e779996d67ff
9aabc97503f2¢c7b7e2d000d86450fb1807cadcabda465825a31c789a1b7a491a
b3872765d320d0b71920fa213¢c94093416b83b8124e69f65e62ch5000dcc37aa
9a0fff73970c47721f357d24189cab6f5305568c0e2376a3762a68c605e563¢c5d2
09572e0fc7532ca294729535567b5fc413¢c5e8792d2464536cc808f98add7466
4f141566f9016a90a541829a98a0464ced1a8bb44c2d4fa3c2c209460728ef14
ala7c4c9b98d12203b4cc3529160a9ab2d7838f7ff6b53aeB5aa31a7d646b7af
a6c45932526a3¢c3755619be994c211¢c2a31¢c05b3447836cb2150be1829dae6bbd
4c5535cff546e392ba797411720f924f490a5ac5495f21356d550b782a64c168
8b6b655bcc7842197a434c2f6563b5b7f09a78bcc488232783561d16T4cbab67
55400050781570c66604b817ad1252294736e8bB1861a4b5a74519b8b6fe5148
9a5072392e587626¢c713776575d33806a1c8e2732af97¢c2680f51666331c4eb8
bbcB8431c4f96832daf1b3c45528fba153f6c78b1¢c198702947ccd337727a46fh
53ba11de5cb4191346859516chb6ad72400f3¢cf209b236aef35a580ac87eb3e30
fafd66973ca8a7dd2675af41f7a17b61433cd1af80f7708869f665488497980b
Tac10afcdchb636a00ed8681b35e429124ca80350725b85f83a5eac3a4a3cc160
0903e65293560b9b336e5afB0d529dac1a048119302cb7a9bcc110b94851bf021
17f199dc485a852b7473f09b831a6831d5b54c0b790d225cf6bb92d9462a26¢cd
b33dda5123c7aaf0e26abb83655eea28bf3a8074725018fd6baedb661cf61baa
b71a7a3d35197a343e74b4a272¢c125d540896426d85b7958d3b38a6ba987ec37
225c7b44cdb12dde4539b4ab082363683f04bf7aB9cc5c41dfe830a1b162e0b3
243343621084a14467723344badd000f8d8c537¢c48f998f05307cebd1ededb81
c3bc59a065a1b6d63b26C” }

}

The following is the ML-KEM-768 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.
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————— BEGIN PUBLIC KEY-----
MIIEsjALBglghkgBZQMEBAIDggShACmKoQ1CPI3aBpOCvFnmzfA6CWuLPaTKubgM
pKFJB2cszvHsT68jSgvFt+nUc/KzEzs7JgHRdctnp4BZGWmcAvd1MbmeX4kYBwS7
TKRTXFuJcmecZgoHxeUUuHAJyGLrj1FXaV77P8QKne9rgcHMAqJJrk8JStDZVTSF
wcHGgIBSCnyMYyAyzuc4FU5cUXbAfaVgJHdqQw/nbqz2ZaP3uDIQIhW8gvEJOcg1
VwQzao+sHYHkuwSFql18dNaTim75cXpcqDYusQRtVtdVVfNaAoaj3Go64a8SMmgUJ
cxpUvZ1ykLJ5Y+Q3Lcmxmc/crAsBrNKKY j1REUTENk jWIsSMgjTQFEDozDdskn8j
pa/JrAROxmInTkJFJchVLs47P+J1Ft6QG8fVFb30lVjmJslcglLkzQvgBAATznmxs
1TccXjRMgz1myDX5qWpZr9McQChrOLHBp4RwurlHUYkORTzoZzapGfH1ptUQqGIU
VPw5gMtcdlvSvV97NrFBDWY1yM60@fE3aDXaijqyTnHHDAKgEhmxxYmZYRCF jwsIh
F+UKzvzmN4qYV1IwKk7wws4Mxxa3eW4ray43d9+hrD2iWaMbWptTD4y20KgaYqww
GEmrr5WnMBvaMAaJCb/bfmfbzLs4pVUadbGjoPaFdIrVdT2IgPABbGJOhhZ jhMVX
H+I2WQA2TQODEelLYdds2ZoaTK17GAKkMKNp6Hpu9cM4eGZXglvUwFes65I+sJNeaQ
Xm00ztf4CFenc91ksVDSZhLgmsEgUtsgF78YQ8y0BsygbaQ3HKK36hcACgbjjwJKH
M1+Fa@/CiS9povV5Ia2gGRTECYhmLVd21mKnhjUbm2ZJPat5WU2YbeIQDWW6D/Tq
WLgVONJKRDWiWPrCVASqfOH2WLE4UGXhWNy2ARVZzJyDBBFmqrBXkBpU6kKxSmX0c
zQcAY0/GXbnmUzVEZ/rVbscTyG51QMQj rPJmn1L6bOrGiI2HHVPOR8ApgKr7uS4X
skqgebHOGbphdbRCr7EZCdS1a3CgM1soc5IYqnyTSOLDwvPrPRWkHMQXwN2Uv+sh
QZsxGnuxOhgLvoMyGKmmsXRHzIXyJYWVh6cwdwSay8/UTQ8CVDjhXRU4Jw1Ybhv4
MZKpRZz2PA6XL4UpdnmDHs8SFQmMFHLgOD28Qew+ho0/Rs2qBibwIXE9ct4T1U/Qb
kY+A0Xzh1W94W+43fKmgi+aZitowwmt8PYxrVSVMyWIDsgxCruCsTh67QI5JqeP4
edCrB4XrcCVCXRMFoimcAV4ASDRY7Dh1JTOVyU9AkbRgnNRcuB16t0B0LPBu3lyvsWj
BuujVnhVwBRpn+91r1THcKDYXBhADPZCrtxmB3e6SxOFAr1aeBL2IfhKSClrmN1D
IrbxWCi4qPDgCoukS1PDqLFDVxsHQKvVZ9rxzenHnCBLbV41nRdmoxu7y@5qBc9F
AhdrMBwcLOEkd1AVe87IXoCbMKTWDXdHzdD1uZqoyCaYdRd50qqAgKCxJKhVjfcr
vje3X07btr6CFtbGM/srIoDiURPYaV5DSBw+6z1+sZJQUim2eiAeqJPD4ssy20vD
QvpNégV4

————— END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }

}

BIT_STRING { 00" "298aa10d423c8ddaf69d02bc59e6cdfB3a096b8b3da
4cab9b80ca4a14907672cceflec4faf234a0Bbc5b7e9d4731f2b3133b3b26a1d17
5cb67a7805919699c021f76531b99¢c5f89180704bb4cad535¢c5b8972679c660a0
7c5e514b87009¢c862eb8f5157695efb3fc40a9def6b81c1cch2a249ae4f094ad
0d9bd3485¢c1¢c1c68080520a7¢c8c632032cee738154e5¢c5176cB7da56024776a4
30fe76eacf665a3f7b832102215bc82f10939¢c8355704336a8fac1d81e4bbo48
5aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680a1a8f71b4eb86bc
48c9a0509731a54bd9d7290b27963e4372dc9b199cfdcacBbB1acd28a6239511
2e4c43648d622c48c8234d01440e8cc376c927f23a5afc9ac0474c662274e424
525c8552ece3b3fe26516de901bc7d515bde89558e626c95¢c80b933421801000
4f39e6c6c94871c5e344cab3966c835f9a%96a59atfd31c40286b38b1c1a78470b
ab947518934453¢ce86736a919f1f5a6d510a8615454fc3980cb5¢c765bd2bd5f7
b36b1410d6635c8ceb47c4ddadd76a28eac939¢c71¢c3024804866c71626658442
163c2c22117e50acefce6378a985652302a4efBc2ceBec716b7796e2b6b2e377
7dfalac3da259a31b5a9b530f8ch638a81a62ac301849abaf95a7301bda30068
909bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d88801f0016c6274861
66384c5571fe2365900364d038311e2d875db366686932b5ec602430a369e87a
6ef5c338786657825bd4cB57aceb923eb0935e6905e63b4ced7f80857a773dd6
4b150d26612ea%9ac12052db2017bf1843ccb4b3281b690dc728adfa85c00281b
8e3c09287335f856b41c28921f69a2f57921ada®1914c40988662d57769662a78
6351b9b66493dab79594d986de2100d65badff4ea58b81538d24a4435a258fac
25404aa7f41f658b1385065e158dch60115732720f40459aaac15e406953a90a
¢52997d1ccd070060efc65db9e653354467fad56ec713c86e7540c423acf2669
f52fabf4ac6888d871ef3e847cB29a8aafbb92e17b24aab79b1f419bab175b44
2afbh11909d4a56b70a0335b28739218aa7¢c9348e2c3c2f3eb3d15a41e6417cod
d94bfeb21419b311a7bb13a180bbe833218a9a6b17447¢cc85f225859587a7307
7049acbcfd44dof025438e15d1538270d586e1bf83192a9459¢f63c0e9721852
97679831ecf121509851chb8340f6f107b0falaPefd1b36a8189bcB85¢c4f5¢ch78
4e553f41b918f80397ce1956f785bee377ca9aa8be6998ada30c26b7c3d8c6b5
5254cc96203b20c42aeePacdelebb408e49a9e31879d0abb785eb7025425d130
5a2299¢c015e120d163b0e19494ce57253d0246d182745¢cb8197ab7438b3c1bb7
972bec5a306eba3567855c014699fef65ae54c770a0d85c18400cf642aedc660
777ba4b138502bd5a7812f6211f84a48296b98dd4322b6115828b8a8f0ebBa8ba
44a53c3a8b143571b0740abd567daf1cde9c79¢c204b6d5e259d1766a31bbbcb4
€6a05cf4502176b301¢c1¢c2f41247750157bcec85e809b30a4d60d7747cddof5b
99aa8c826987517793aaa8080abb124a8558df72bbe37b75f4edbbbbe8216d6¢c
633fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893c3e2c
b32da8bc342faddead578" }

}

The following is the ML-KEM-1024 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.
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————— BEGIN PUBLIC KEY-----
MIIGMjALBglghkgBZQMEBAMDggYhAEUUwWpRQERGRgjs1FMmsHqPZglzLhjk6LfsE
ZU+1GSB3v60cSXx1Au71yoCn0/zguvW1SohYWKkAT16PSMvQmp6+wgrwhpEMXCQ6q
x1ksLqiKZTxEkeoZOTEzX1LpiaPEzFbZxVNzLVfEcPtBq3WbZdLQREU4L82cTjRK
ESj6nhHgQ1jhkuBBSyMjKn7isi4jcX9EER7 jNXU5SnDdkbamBPsmyEq/pT13FwjMK
cpTMHOIBPptP7tPFoWriJLASssXzRwXDXsGEbanF2x5TMjGf1X8kjwqegMQDzZZkY
gsMCQ9d4E4Q7XsfJZAMiY3BgkuzwDHUWVMTKWYyk ImwGm7XmfkF1zyKGyN1cSIps
WGHzG60LBCalc0i1Ud07zTjIbBL5zbF2x33ItsAqcBI9HiQLIVT9pTA2CcntMS1ws
EEEhKQENSAi4IRGzd+x1IU6bGXj3YATUES2YYTIL jpjSCveT1NAc6UJqVm3p1ZPmO
DKIYv2GCkyCoUCAX1U@y jXrGx2nsKXAHVuewaFsBDV4RgF1QSkmppQoQGY6xCleE
Z460J9e0uruVUpM7BiiX1z4TGOrwoOrDdYSmVAGxcD4EKszYNTMUg/JBytzRwdN4
EZ5pRCnNbGZrIkeTFNDAXCFuzrng2ZzUMRF jZdnLoYegLHSZ5UQ6 jpvI2DHekaULH
0GpVTSKAgMhLR67xTbF2IMsWwGqzChvkzacIK+n4fpwhHEaRY@mluo6qUgHHKUO8
CIW102VBUhCIJexkbJCgRhIyTufQMa/1NDEyy+9ntu+xpewoCbdzU4znez2 BOsL®aoKIJgDN+ORvgYKYLS
v16sTsHMXer1mcihPkgjVAbRf/3cg8S2xmmEqGigkvoCInoIaVDrDIcB7VjcYod2
uYOILhF1

————— END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }

}

BIT_STRING { 00" "4b94c29450111191823b3514c9ac1ea3d9825cch863
93a2dfb04654fa2192d37bfad1c497c6502eee5ca80a73bfceBbaf5a54a88585
a401397a3d232f426a7afb082bc21a44317090eaac7592c2ea88a653c4491eal
93931335f52e989a3c4cc56d9¢553732d57¢c470fb41ab759b65d2d04445382Fc
d9c4e344a1128fa%e11e04358e192ed014b23232a7ee2b22e23717f44111ee33
575399¢c37646da9813ec9b212afe94e5dc5¢c2330a7294cc1f4234a6d3fbb4f16
85ab8892cB4achb17¢cd1c170d7b0611b6a7176c794cc8c67f55fc923¢c2ad20310
01365991882c30243d77813843b5ec7c964032263706092ecfBBc7516beb4e45
98ca4226c069bb5e67e4175¢cf2286c8dd5c488a6c5861f31baadbd0269470e8b
551dd3bcd38c86c12f9cdb176¢c77dc8b6c02a701f478902¢85531694¢c0d82727
b4c4a5c2c1041212aa1274808b82111b377ec75214e9b1978f76004d4139d986
13f4b8e98d20af7b534073a509a959b7a7564f9b40ca218bf61829320a850201
7954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a10198
eb10a5784678eb427d7b4babb9552933b062897973e1318eafbabBeac37584a65
401b1703eB42accd837531483f241cadcd1c1d378119e694429db199ac891e4c
5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f2360c7
7a46942c7ab6a554d228080c84b47aef14db17620cb16cB6ab3Balbed4cda7082
be9f87e9c211c46916349a5ba8eaa5201¢c7294a3c0885b53b657452108825ech
46c90a04612324ee7d031afe5343132cbef67bbefbl1a5ec2809b773538ce77b3
d8b04ebBb3c2256011e4c716c19a8bab752bf71492117649f0615¢c3290fc29a4
6fde4bd52db9286d603388244259c15a7ac2b640ab60ccB3376a5841a3fb8ad73
568fa9b1a267215f34c01697b0f0e627175d72105b7707¢c29b9e614bdc33a6f6
c818a95370b427882d7b476796a9%9ec6eb993274cd9b2391a82ba45e3393d2e9a
€9721ca9d6c1b988b5827713f90a6585de9433528¢c02bB3ce10bb5f720138d0f
bb4c30c1266b918e52925dfe17b37f95d22bca54f475919ac859098c0f0dB8ac
5875ef29b56fd141e6ef15f700a0b66139595¢c588177373¢c4669b21bcB71e4c3
aa5fob4a31b6258f35da24ac3cd29¢c712092410c5078355b138fb53a6b9%aebed
b9cB8243e7baad5c47376eb8c7f13d4cf51aa736fa31540¢c9241f370da544bf9
f9c28d9a57e2f2a7ca95a4e4b466e641ab3bcc76adf1139d567a6f12b52f3a65
e7ecPaae26bcaa8c55833b04e59998ebc9a1930fbb6d2233¢c53d2¢c1f8b9518e3
c2de73a19deeb6b380a5b32971cf64e129fd6c1fabe75d4a234501e966dd3a540
af5c8f4f34a6b4a253ee28492566d5e67c6f55855fchbB506fb06Cc156744d9a03
a31a26fa94cad14f157b7f303d07a69c773768fcb4d079c09059703a0c3a%94de
4b99ea3a2f16583d0f9170a3950db07b4fObc30802927f9f7961b6259892636a
9502a2705303637799dd344da451c1cf7bf67840ceb3079ab8c6b8c1927f6405
3¢c612450c45c9e603bc16666e596b3471e103b6115447424d17022048111ffbd
37e1c670f64f14b8a7b32b94c1a49b45dd2fc38cd5289d910ad63602cf5e1304
2c64ac6797b89fb551ad08eB5a92d200ccch7e712ef23¢9312¢cb350f029ab537
e287347fd3075ac10906a783f1c6cB7cchb88f41228c4be1c640f790b5c3a5d5d
3ca792495d74bc461562658c07ac600276b924ab5bc9be1f0494cb761821460a
7480972663381e169996061d799859ec54d4f5ca5¢c411¢cB1db1597b165977669
de13a928a34afbac258fea8c4764239c9421dc3119bf5b47699206978327b1c5
345ef746a7983841f056e2534100ab24d4e9abbdOb17c6a95bd4c3c0e40f69e1
612aceeb28b99086c95116e7204273893390bf46b899b36286bBebf1947bb988
4f732ca27da82b19b5dcOcc7f8885714910888b2310¢c4f9319d410b34e6433b9
003e2176bb995257456106e8952163b8ba592530cc5aalaeb43ad398fe9e97ba
a523d7a4431677c3d3af0719e475db85ca95af5089beabebd5b2faab4896ba60
f81c88472a57b46a828826a0cdfb446f8189182d2bf5eac4ecicc5deaf599c8a
13e48235406d17ffddc8344b6c66984a868aa92fab2227a086950eb0c8701ed5
8dc628776b983882e1175° }

}
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C.3. Example Certificates

The following is the ML-KEM-512 certificate corresponding to the public key in the previous
section signed with the ML-DSA-44 private key from [RFC9881]. The textual encoding [RFC7468]
is followed by the so-called "pretty print"; the certificates are the same.
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————— BEGIN CERTIFICATE-----

MIINpDCCBBqgAWIBAQIUFZ/+byL9XMQsUk32/V400N44808wCwYJYIZIAWUDBAMR
MCIXDTALBgNVBAOTBE1FVEYXETAPBgNVBAMTCEXBTVBTIFAHMB4XDTIWMDIwMzA®G
MzIxMFoXDTQWMDEYyOTABMzIXxMFowIjENMAsGATUEChMESUVURjERMA8GATUEAXMI
TEFNUFMgVBcwggMyMAsGCWCGSAF1AWQEAQOCAYEAOZWBX119EENVzymqUzPJM1GG
nVvNvkhxJPYCuLambBbEdhZIrXZc9dgAalFekFp/CsB2sMYu+jKBU+fKVwWFpnxMF
8ea8h5Cw5JtpNRK2zpkqi4AW3fwaZix+P5YZy9hp3Xca8wiWzNWRisbLdBZsXneZ
1tZ/+aq811A/LHt+LQANhkUPsYB8pMq9pGWCWjHHiaG3pJGrOHJ2XTINC3GSD6IT
yUCTQWuDuBJOafZeYstQANzDeqgmg//c5¢cMR3LzV9JBicpvUwVWjA4jdgN2KmjGBe
VjixdIJVy4Px1MsopRy1TVWe1/EE8X0eSOkZFNsyAj5it10Zk8UFWb5AWqQpUGCmp
igRkzkGouBTC1Po8LCCUYHKO8UoafEybmNEiA7TMNSKkWCpqy140Pf/a10uBaoxp9
ZGt6+mxFkyUmo8N1Vhm+mUwhHCoxwFsB@R4NsshUL4YKdrmsExVNc/TRuOSunl0EX
IPkk9JC1rFSVBhNW1VC3gqZMFoi2t1W8x4Qh16QOwvZWO1t/CaelLzEiCMng1YdFv
TLg2dVQABQeBVwxmYEuBetE1IpRzbosBhhpLWnRRm4tv5RSJpQc jKUWHYmxXN3ZX
XTOAahy0JzKv18JoD1FmYzHE64u8BDHE+Wgy2vGzxFUo+6FT9seLHBmHApR8zTN3
J6RvtTuhHeXLQZE@BaF1RbLatckAPPPIJsjau81pYCsh+s+MPr9Zpc8qKfdJnWvQf
ehe2FDPNGvgPdwiGn2ZUiE15gLGsEKDNYy2NqA02GgbNeQpEkyoA1ByW4X4016s0k
08WWAJA+ZSk1YLmzNuWvDVKdrBoEgRkwLLepvMEQUUhRVWIRTxmdxIWoUrdHPwm4
MaaDHVtUwLeQ@iXPa7kt1GKibNsz3aUSPHqvDiaguDZV7gKL86gHRyUBj9a65LYB
z2G6q3Gno9NRLI6ND50tKJywSXVQIlkJthbeVjTs4prqYfsNyJce@TNsS3eRTmOgw
gjY2g/BL96CcxcQd/oMKGxYuCzJDNDYVCEoOURNc jNEut0AD42MU3XI+Z jwUwfOvVR
7eC4HDvFmgZaG21jsmyjUjBQMA4GAT1UdDWEB /wQEAWIFIDAdBgNVHQ4EFgQUDsWS
pZcefo2geKhuRnTy+xH26NcwHwYDVROjBBgwFoAUMpoHsfq7SPUgQMJ8RoYmPhI4 j
Iv8wCwYJYIZIAWUDBAMRA4IJdQDcV8LA/De8Ss6UL3tMcHXKcOiTXaBPPLyoCimW
KG/BhZ299qdyg6Qv/hWMxXfuQLvBIJUiE9boIUvDJH1Bv5q+wBXDM4Pcb585a972
fB7Lj7rTYwGezp4QRGsn4bMOUHt0S/9MaDILAwWBX1EDS169KgN+jN+Cak+PS1Q30
u+TpeM2fo0304+3vTfHINiePSNOgkd1pzs2nwVIbQGIWctpF1rIHC7NJ/X003ZsN3
Cr7580LyAotCdGCRNnj16Fhxh1rJ976b6y+Y0o96CDMgl221YPJoihlBekuKc4ugkE
g4vJEwAtP1Moaogn7XJcWkKIhGKp1M7nG9KvgQxCRvIfRURUDyHaiOAkOayK+Hp6
4AVO2pbYX/w1X9bW1KOeId42EUQpF2iFu3i10Ji1JmMFyMP81727Yq/8fPv3KGZPF
YJpdéyaA7ReIQaNiFgCMgx7nw/Zti7sa2a5dor3YqYRjZ8U1lJUuYUKxNDde /u46W
mIEGSYcynpOiEYbyeWmXW4ye7qghT1Q7bmFPV8Mjzn3rXytzUzUZfrK8j9cHxAozY
sF7RDuBmauliYfV1jaroCcHrohVTnSSiSMQKV4q6HjKPIpf4qENs4SVh9xkWXdbB
0aiGgFhsI+sx1DGPRwbKrj6gVcbyFuJIPRL1LY1J2gFXzpzHyfAS3fHFvgv+S0OAJ
DnfNk30cT7G9jQhESQOkTXA4LgxPI+0c6asvauX1ICnN8RdOjraY4+DQL8cYidEi
SANXsOKNSzj+b225zdPvfBB/4eJTtV7VdnQOhETJErofxEWbpA8zobl/+bu2smdY
Pg1a83hwVo+HxfkSz1iHWOWT9+iwhnm28RqzLdmmzZGJSTgEFKADriwXUEr+LIkX
OxeMGvyXxdxv9S6Y6y+nBA10qletzGviVoDgABXNLU+Mupou5ftDTJj7UToxIUH]
H1FeE@6+JROTPbDc1+cBil31S1xuZ1u7cOE33nbPOwWOjWDXeA8M5uE3aMQah5VRT
tZXmdijH4zEN1/++Q50JAF1SCTsnTkZ01k3Z1Ifp0OH1sJpINzL1B0O4dL1Qx2Nc
NFIExuPsVO7kW1rDLgkh8srBKrdUa/8ngD3kppXW7iaBhSnUEON61rwi5g/fJbNU
HOW7 rob31uBKDQ8cNK1K8PZL5pu/ulJTGZ5Dz4HORwWVt2aXQojZfGQOrashKxes8
F+Ewgse7NUAt3HgX94+0SWpfpNCV1ZknK5XThZJVB8XVZ2TkTDoJ6aBLqua/a5Xg
jWTwroAJuB84jx2B1eCeYxjt+3cEaB274XU++H6m5kP/1QtJ3L1r545NaRQAy1ZF
MwCtCTVyAavhrTcrQwh1l8rVGAKO1XaCfHS1n8y9u26qMHeL9BIP7JeMeZxCYQQ5b
QxNOWvGmK11W6XG2CTcBqQORAUOVTrXTf15A+I6DS4T2Z226APgkoq2JSQih03JEg
S7zkn12NoAummhweGU/qSPzX+4 /K1xwcCCs8mD8ZkkwhdB5poU4uTES/eCO+rrm3Turner, et al. Standards Track Page 45
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9BccbDD2SGE2UZK1K4zx2QwYvnFG/ZDRjmvQVedQOxiy®j217WHmbed1TTUUd5FU
0cfSG+cJHNToa/VRU4AMDHVFpnV+AFBdA1sBoemhN5v0OghDzHnKasFFpUDH88mS7K
gbXELYiHTQEB/s/Hr@crjwVvQQCbJFe4bBJzhcnwuOcdNUKLmF7MidvoyKYYu20oE
P6F0/RoDWS2FW3RyrKeSz1LWnuarfTq84iMaPgKr018XNfaSgGRsG3kxGeBs3rVs
iwza08THoCLp6WpEebfucmSCMXtKfVG/28u/dvQkz1DBoqTcWqhQiDLgZI3HjdDr
i044DARVGKAsEvq75Jq91GXP+1R8yejpP11ZU40nX110E8DMUVEU85JN+kFXbS83
6nZHmYhgwj93IvetNiK5cJs2M19LnJj5GrONmPMizoXCIBjzDxBM0O/3CoRF5achF
p5981Y1loyv1S1VYhwmLrpFmz@BB90EepvdqBZX11XM532I6WIF41AUhBYEXT1FINO
XJ74LC2uMxa92W6nceJAjiradJKhi4VnURhPa7MUt/20A5WY8zzmVGn94U1PsEmPj
/n17vXBVLbI9N0jt9AKkI0637bT+1wszCvOH8nelnzNDsCBi9B8+mdgzizENASUKSk
dCaNbCB86LVeo+umyY5abmgr2NOI7XaSTqWMs7ezemR5AkIUka35LgVIKvZw2WEZ
G3KxZImSviV+XMsakqGTdXof7kTusEcmbJ/EJLi9ecaxMZKuL jT9sFtNo8uvE/m1
1pf4bGnGXgBERGpZsqnm+JNxDDTbD1WntdPpyeF8/6iXd/eNiHboV83601j0dXJ4
YbTrQBcWbfUeZ8+8gGJObgshMtPCrOdYVMAfWfcu7DyFi0tQdtS1pmo5Co+0wL xe
IyKgwlIYOghCE3r6SBCrx0+sTPOsixV5Refu2JIBk joywPavmK3+10911F0BkzST
fQ1pAWENGXxB0oLVFdZHB1f4CS1Zaiq8Te7At0fX6Qtbadw8bP1+j2FSVCWGt4goSv
s7TAwcrR1drv9BRiaH2qytnr8PcAAAAAAAAAAAAAAAAAAAAAFSM2QA==

————— END CERTIFICATE-----
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3sf34f }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.1 }

}

BIT_STRING { 00" °3995815e597d104355cf29aa5333¢93251869d5
bcdbe487124f602b8b6ab6c16c4761648ad765cf5d8006b515e905a7fBacB76b
0c62efa328153e7¢ca5701699f1305f1e6bc6f90bOe49b693512b6ce992a8b801
6ddfc1a662c7e31f9619chd869dd771af30896ccd5918ac6chb77466¢c5e779996d
67ff9aabc97503f2c7b7¢2d000d86450fb1807cadcabdad65825a31c789a1b7a
491ab3872765d320d0b71920Ta213¢c94093416b83b8124e69f65e62ch5000dcc
37aa9a0fff73970c4772f357d24189cab6f5305568c0e2376a3762a68c605e563
c5d209572e0fc7532ca294729535567b5fc413¢c5e8792d2464536cc808f98add
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746641f141566f9016a90a541829a98a0464ce41a8bb44c2d4fa3c2c209460728
ef14a1a7c4c9b98d12203b4cc3529160a9ab2d7838f7ffeb53aeb5aa31a7d646
b7afa6c45932526a3¢c3755619be994¢c211¢c2a31c05b3447836cb2150be1829da
e6b04c5535cff546e392ba797411720f924f490a5ac5495f21356d550b782a64
c1688b6b655bcc7842197a434c2f6563b5b7f09a78bcc488232783561d16f4ch
ab6755400050781570c66604b817ad1252294736e8b01861a4b5a74519b8b6fe
51489a5072392e587626¢c713776575d33806a1c8e2732af97¢26801f51666331¢c
4eb8bbcB431c4f96832daf1b3c45528fba153f6c78b1¢c198702947¢ccd337727a
46fb53ba11de5cb4191346859516chb6ad72400f3cf209b236aef35a580ac87eb
3e30fafd66973ca8a7dd2675af41f7a17b61433cd1af80f7708869f665488497
980b1ac10abcdcbh636a00ed8681b35e429124ca80350725b85f83a5eac3a4a3c
c1600903e65293560b9b336e5af0d529dac1a048119302cb7a9%bcc110b94851b
£02117f199dc485a852b7473f09b831a6831d5b54¢c0b790d225¢cf6bb92d94624a
26cdb33dda5123c7aafbe26a0b83655eea28bf3a8074725018fd6bae4b601cf6
1baab71a7a3d35197a343e74b4a272¢125d540896426d85b7958d3b38a6ba987
ec37225c7b44cdb12dde4539b4ab082363683f04bf7a09cc5¢c41dfe830a1b162
€0b3243343621f084a14467723344baddo00f8d8c537¢c48f998f05307cebdlede
0b81c3bc59a065a1b6d63b26C ™ }
}
[3] {
SEQUENCE {
SEQUENCE {

# keyUsage

OBJECT_IDENTIFIER { 2.5.29.15 }

BOOLEAN { TRUE }

OCTET_STRING {

BIT_STRING { b 001" }

}

}
SEQUENCE {
# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
OCTET_STRING {
OCTET_STRING { "@ec592a5971e7e8daB78a86e4674f2fb11f6

}

}
SEQUENCE {
# authorityKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.35 }
OCTET_STRING
SEQUENCE {
[6 PRIMITIVE] { '329a07b1fabb48f52a3069f11a1898f848

e8d7" }

e2322ff" }

}
}
}
}

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.17 }

}

BIT_STRING { 00" “dc57c2cOfc37bcdace942f7b4c7075ca7348935dan4
f3cbca80a2996286fc1859dbdf6a77283a42ffe158cc577ee40bbc120952213d
6e8214bc3247d41bf9abecB015¢c33383dc6f9f396bdef67c1ech8fbad363019ec
€9e10446b27e1b30e507b4e4bff4c6831T4b0301f179440d297af4a80dfa337e09
a93e3d2d50dcebbe4e978cd9fa37d38fb7bd37¢794d89e3d234eaad4775a73b36
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9f05486d018859¢ch69175ac81c2ecd27f5ce3b766c3770abef9f0e212028b427
460919e3d7a161cb61db6b27defabfacbe628f7a083320976da560f2688a19417a
4b8a738bab904838bc913002d3e53286a8827ed725c5a42888462a9d4cee71bd
2af810c4246f21f45446e0f21da88e02439%9ac8af87a7aeb0574da96d85ffc355
fd6d6d4a39e21de36114429176885bb78a53898b5266305¢c8c3fc959658abff1
f3efdcal1993c5609a5deb2680ed178841a36216008cablee7c3f66d8bbb1ad9a
e5da2bdd8a9846367c¢525254b9850ac4d0dd7bfbb8e969881064987329e93a21
186127969975b8c9%eeea853d50edb9853d5f0c8f39f7ad7cadcd4cd465facaf2
3f5c1f1028cd8bB5ed10eeb666ae96261f5758daae809c1eba215539d24a248c¢c
40a578aba1e328f2297f8a8436ce12561f719165dd6¢c139a88680586c23eb319
4318f4706caae3eab55c61216e2483d12f52f2949daa157ce9cc7¢c9fB12ddf1c
5beBbfe4b40090e77cd93739¢c4fb1bd8d08444903a44d70382eac4f23ed1ce9a
b2f6ae5e52029cdf1174e8eb698e3e0d02fc71889d1224809d7bBe28d4b38feb
f6db9cdd3ef7¢c107fe1e253b55ed576740e8444c912bal1fc4459ba40f33a1b97
ffobbb6b267583e0d5af37870568f87¢c5f912¢cf58875bd593f7e8b08679b6 111
ab32dd9a6cd918949f804164003ae2c17504afe2c8917d3178c1afc97c5dcoff
52e98eb2fa7d00974aa5d2dccbbe25680eab34c4d2d4f8cba9a2ee5fb434c98f
b535a312141e31e515e134ebe251a133db0dc97e7018a5df54a5c6e675bbb70e
137de76cf3b0d235835deB3¢c339b84dda3106a1e5545fb595e67628c7e3310dd
7ffbe439a09005d52093b274e4674964dd99487e93b41f5b09a483732e504ed3
874b950c7635¢c345204c6e3ech4eee45b5ac32ea921f2cac12ab7546bff27803
de4a695d6ee26818529d413437a96bc22e60fdf25b3541f45bbaf46f7d6eddad
dof1c34a94afof64be69bbfba5253199e43cf81ce47056dd9a5d0a2365f190d2
b6ac84ac5eb3c17e13082¢c7bb35402ddc7a97f78fb4496a5fa4d6959599272b9
5df859255d3c5d56764e44c3a09e9ab4baaebbf6b95e08d64f0ae8009b811388
£1d81d5e09e6318edfb7704681dbbe1753ef87ecabe643ffd50b49dcbdbbe78e4
d691400cab6453300ad09357201abe1ad372b430865f2b54600a3a55dav9f1d2
967f32f6edbaa8c1de2fd0483fb25e31e671098410e5b4313745af1a62b5d56e
971b6093734a90d117543af7eb5d37e5e401f88e834b84f6676e803e0928ab625
242284edc91204bbce49e5d8dadbbab9alcle194fead8fcd7fb8fca971¢c1c082
b3c983119924c21741e69a14e2e4c44bf7823beaeb9b7c312e688872fd91cOd7
4df1b464c66df94900827dceab8a2b7803191a44acf96f6ec559e75f907f5b3a
041a406c66fefed48cB61ec146790149c95d6936fa34681f6fbccdcbdd564eb28
5e8a31add95cd24bfb8c9f50e9e17c6401585efc676920fefcebB7d5bd7ee960
956480d1cd1bOcbaebda89f61464d31043f08a4a40e414f8c10d8e5771af7266
41a5f92f8fcf3ecePeeeb2de5bef524f95eac3cal004b87a364ealcae257be52
3dfcf45a5459a258¢c95ce9b7b4aba8e8bd9ee7a9ed56c85188805a2c6e6¢ch507
612285349951 fdb5ccd8dbd7913b29c75b4edafc4c4d22240b9563106d3515a
c56113138c3bf42a5d69c72f4d79a6ffB3b9bc2dea20ebfBeb6c20cd388b4fbbe
ce53630b3e32379d5a193ac7199d0225c6dc516ab13a65b5¢c2b4269d85946b3d
5e0da8666e7a305ec86a23c45cT1aabf3525674feBea’711b0096606e4ee3a330b
5565cPe28c3387ab864c399abae989¢c5f772f3f7c25dc9cal107abdbB1f2b85d0
1f709fae72b5d81869806d3ef55e432b14cbd367fee66724248f5c66a498c7ca
€194394d6d1df7912398d016b6470be633185dca9777f25e52f284b04d1bb978
9e15aeb49e78cc225b7808c4b03ea3e483da214ac9a7ec58b7aef80c71e7f1e5
21507e83¢cd9d18a919aeb11212f3bd2e97656921f80316f4171c6c30f64861365
192a52b8cf1d90c18be7146Td90d18e6bd05747503b18b2d23da5ed61e66de76
54d3514779154d1c7d21be7091e74e86bf5515389831ef1699d5f80174740d6¢C
d287a684de6f3aa843cc79cabac145a540c71f3¢c992eca81b5c42d88874d0101f
ecfc7af472b8f05504026c915ee1bB49ce1727c2e39c74d50a2e617b32276fa3
229862edb4an43fa174fd1aB3c12d855b7472aca792ce52d69eebab7d3abce22
31a3e02ab3a5f1735f69280646c1b793119ed2cdeb56c8bBcda3bc4c7ab22e9e
96a4479b7ee726482317b4a7d51bfdbcbbf76f424cf50f4a2a4dc5aa8508832¢e
a648dc78dd0eb8a8e380c045518a02c12fabbe49abdd465cffb547cc9e8e93f5
959538a275f58b413¢cBcch95114f3924dfa41576d2f37ea7647998860c231772
2f7ad3622b9709b36335f4b9c98f91ab38d98f322ce85¢c22018f30f1d0Bc3bfdc
2a1117969c845a79f7c958968caf952d55621¢c262eba459b3d0107d3847a9bdd
ab4657d755cce77d88e96205e25014874604c751489ce5¢c9ef82c2dae3316bdd
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96ea771e2408e2ada24a862e159d44613daecc52dff6a00e5663ccf39951a7f7
85253ec1263e3fe797bbd70552dbf4da23b7d02420eeb7edb4fed70b330af387
£277a59f3343b02062f41f399d8338b310dd3c50a4a474268d6c207ce8b55¢ea
3ebabc98e5a6e682bd8d388ed76924ea58ch3b7b37a647902421491adf92e054
82af670d961331b72b1648992be257e5cch1a92a193757a1fee4d6eb047266c9
fc424b8bd79c6b13192ae2e34fdbB5b4da3chaf13f9b5d697f86c69c65e00444
46a59b2a9e61893710c34dbBf55a7b5d3e9¢c9e17cffa89777f78d8876e857cdf
43a58f475727861b4eb40817166df51e67cfbc8062746e0b2132d3c2ace75854c¢
01f59f72eec3c858b4b5076d4b5a66a390a8f8ecbbc5e2322a0c252183a08421
37afa4810abc74fac4ctfd2c8b157945e7eed89201923a32c0fb6af98adfed74f6
5d45d019334937d0d6903010d1b1d282d515d6470757180929596a2abc4deecd
b4e7d7e90b5b6b8c3cH6cfd7e8f6152542586b788284afb3b4cOc1cadid5sdaeff
41462687daacad9ebf0f70000000000000000000000000000000015233640° }

}

The following is the ML-KEM-768 certificate corresponding to the public key in the previous
section signed with the ML-DSA-65 private key from [RFC9881]. The textual encoding [RFC7468]
is followed by the so-called "pretty print"; the certificates are the same.
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————— BEGIN CERTIFICATE-----

MIISnTCCBZqgAwIBAQIUFZ/+byL9XMQsUk32/V400N44808wCwYJYIZIAWUDBAMS
MCIXDTALBgNVBAOTBE1FVEYXETAPBgNVBAMTCEXBTVBTIFAHMB4XDTIWMDIwMzA®G
MzIxMFoXDTQWMDEYyOTABMzIXxMFowIjENMAsGATUEChMESUVURjERMA8GATUEAXMI
TEFNUFMgV@cwggSyMAsGCWCGSAF1AwQEAgOCBKEAKYghDUI8jdoGnQK8WebN8DoJ i jsOGUIM5XJTOCRtGCdFy4GXq3Q4
s8G7eXK+xaMG66NWeFXAFGmT72WuVMdwoNhcGEAM9KkKuU3GYHd7pLE4UCVVp4EvYh
+EpIKWuY3UMitvFYKLi080AKi6RKU800sUNXGwdAQq9VNn2vHN6cecIEttXiWdF2aj
G7vLTmoFzBUCF2swHBwWvQSR3UBV7zshegJswpNYNdOfNOPW5mqjIJph1F3k6qoCA
OLEkgFWN9yu+N7dfTtu2voIW1sYz+ysigOJRE9hpXKNIHD7 rOX6xk1BSKbZ6IB60
k8PiyzLai8NC+k3qBX1ijUjBQMA4GATUdDWEB/wWQEAWIFIDAdBgNVHQ4EFgQUQry1
oWf6MwRJYS29gYcFanUY94cwHwYDVROjBBgwFoAUGWY j480zRhScjJ6887jsKT1qQ
DuowCwYJYIZIAWUDBAMSA4IM7gDya3x1P7gnc/43+gwI1bbPyLFhkbPTUdbp8wr j
S6y1IBreYKD5+0SNsHx1sQ+vThL28hYZunwSyzM3ud/UFZJcpTYE3hLIQWYY1FfD
KXc90UYfLAXYtwYIL7NuV9GitoP0OZgXGxC8uFBcCPtgXnKKm+2VcUcp3WAdgnW6T
ohOKPc1JMNTE1gywyAeUKGYyVu26WhQx1t0/tD9NyWjjx88GJQBOEAhd+CUx2gJoG
71QWYaHKKKY2Ap66VVNY8EwWTG8xHfd1agWX1+dR701d1YHAf1SrZyczt/m97CBfT
gz0qg59YrtpgFC6A8f27D0Nns49/pcvFrFvngbrB6olgn4g95w9a+zTjK+0LEOLUZ7
coxK7G52UM4+zm89rgiVeLf57E+gq6PIg6VJQzWeN1ii8vK2¢c4D9+ru9DWxrQYIp
10011cW7g37cwlUenD70uG6zdORgqSLIaoceQgwngLFoAEG1213XxGJ7nFmPKweq6bm
JEWArh8WFdQS8xaArVxh16Qhijpk9aIMRXP8kv7x80RXIOQkfE2zVQnnjMt7zT07
YbKYOujPJWEga8UsP95V3ApLLNc4S9EIM/URSL911eASYf0O/7qZub4512LN3tHIf
QGr96wtIGKmMmD/M/ON86GXWRMvQW8w3DSgi73RUMSWH+IVZ8kRgdwx6ff/F1lbd3
PXXmxziQd6Jd0OIDn2JeTaEfZd6MxJ8juknEQTotIzOhSNJO8zcQgkCuB0OQIcNMaK
vzbzEDP+VbiIGxL6n7Y3JRNp+ACA2pWbB51U17EXx20MC09zrGAL5T98+5RFId7Mz
2gQ0ah/y2FFHVW72TB3XFzyPuThiTSeXW/sQUMkvGXcb6cgUA25Umug+tvKuktLt
H7Rr j13+g+cSgkDMKpHPx2aVTaZ3hchDqQhplLu8adVkjaXldrrU/le3JYUwZCsL
47CbWfEZeRgq7rVirSSEm8U1psESMFZOLqewlLz87FKIYmTFVY25Xew+T40/BC35P
k3xp5pP99ShC+000YyStQziC2PmNNz jm6xHGYAYas7gyfpqVz9300N51g9uMTnLs
SdAD/jsumB9nLGFPJ9tNYmL6Abn1BZiBwg20SuI1SUBTCMFmbt+4QvsgeqjHx7nQ
Z+0c8x7D3tSiVcf+sTICFRO6br2FF2PHD1TVKudW6ziFLsYWkkNK4K68p4G0983H
R8pdBuXyhICMHSgriODpHmbTvyV2Vzh9+AKCt8PLiixeKzBLBQ6A21quMk+cJP8f
Q4QJL/ThUJ1BOYYy1GVy60TOoID+zM7ZUWI85VEqBNWWqA/UU3pggJg1CjItGrgM9x
fGkPV]jPZ9IjadgBOtgfHZ97gW6YiocaXmubrrYF6rxYkWDaww9Uq8CQsrv7YRb2Q
OeLCem1jyo/98YeMxVxBXZtAqMfgbAd2fOpa9Y3u840BvdLNIyHXDWgmIhHG4uy1
6J060xdU9qoEyw3s/8hCAQbQZfEHTsTTbR+1ij35PCZHTfY0ZiFUZ0ozMCSs1HSrbIc
+hmjd5s1vDnbuxwCnhJX5dOnWRQtWzbUg4kJFwSven+MCQ6d8CS6RZbEHOWVCD4B
gIHUaR1+1T9bW8kynPMZk6GdKCvyAEVNnf9kadmIiJrzycqBwwdOT1fKsESviE2yd
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 /F1AQaIVRgKBIYzuwE11LNLNV4
0gLUZ7910EfjVx/1QqhgLBd3pY/U353501M81CURjdMoOEUxsrIY3AXxDQHANSTsw
EzE6ZDFLCFEKEEw/1VJul8gKUtFuoqsQMX51A2L1AosbaPzawY6RU2 /BWFqew2A4
K5Wm5YDwilHY1pBy3+F1ByNUI5+ayXMFwQif0dqpD6QXpuRm38Ze+qy2YKtaAljed
xfcdjdIrx2LiAvKGHO6yMb+JVG1iBZr38wS5fJX3sZY1gWE3uG82qMo9ft5ovmoE
ZMMb4GSBfX8WTyncPm0O/t7 /wv+JbVP/Hx0yv/7WWVY1pPoC6boEtY4YrIHve71lxv
S8NSixJBESLzffJZTGc9D/tDM6FRHObUZItSoFZwHpGGbfOroD1Q8mWaVj20xXh7
N1IWrKX+WSZX59sR+Ez4eHe jnNXFT2FGWrUfKO5+8YooTn/4jZE/u8X9tSf/HJkKb
NyKoDeJ91wf60iJFbQNT1zXVcOU3I9y833CvUz3V1XKZ0Z6AQXcc5NW+1NpjOCPD
3Z3tjwYGIdpQopZW6qYk66yekt0780fYKdqG3W+0QvFmV25DjKxBDcNXDgs6AXn8
Dehgq700giRaqisQuXE@Q+Qy9MdXwx/9ytN6em3Th25dNg7PPKuPugbFAg3ev+RuPv@
a3BwLozRyAIp5VGuG7IuBE8BKAXQixkN3YQpcWhXTsJBfsrFyUVJLejYgX0Xmkj+
+2pf4+9IRf2nAwqcYRZY1t1NB/x2/vVy7pz57NIoWGsQ9Vy8HcgK/ rus1PWRhN36
ic5IoCgko/ctVpKZfX3Rhhm4qjWXEgzsiMj8/RhbKC2m/MobcCNCQUK26fwetMri
Sq62x3XTyaIl4HU5kCQUdXcuaa13UvmFxNKghKqJSYopCOk+2tP49gewc4dPKebbc
gYF8kVhpJB5cwifB3ieaRjU66PaTX2AwZNaBk3XrXmql9pQ6h6K7QJ+DucAJn1no
FHOXE1KBX2ebUC91luqUjHRKeJW/FDZEijj9ez8ssGMD4Elcut/gM1hNh1GBOhDN1
x8YE3KNwHJfs9bQxphoRYnw78rINuwUU9Yild15XLEa9CzUvwmOcwQXku/X4aVPv
0qsUnF414LGeySk/8XUcJewV/u9EdIm1XvL77iifRaV9CeRu4yEYPN737QCW7 j+F
Ex4WrWbokI54n+SeBuvZ6Jfs/121PjFVIsDIMM+YaIVA2846cVJOIdc+07MGXK5e
6p/2Pj1RktXrYPVHrIRP30uc2js@IBEK6STubJFbSNAHTSRQgmexph1BXLf6A1dd
7dt7R7tKbepBxWKYq51iC9Rqq20atrbMARH59EWscoEAZzZPBOLOrioT1KPknvMOZBI
ibiszAb7sqkh7Hq7E0icirdXTjIt0itSQWshGiuiKVqCE@jANM71Fhf063XsFo7G
GuOugQKDJTx+8F5qHs2s7yC4uZDDmMx+pZ36J6Mae5CcyeXVQDgkBZdU47tVCeBO
7WgaXFAdbJTKVWEKG3PSg9qp8SoDL6c9eQye/Hk1Z/vmf1tYHoPg8iJpx0@iD/dEk
/731GZEAr7U7NM/1dcDxCX01mfBNSmixq6zp5jJEH9TCo+usTOdQKGWON1zPyDrH
OgHWt1xS0BG6FPK4zTyEY /84z+ecXFvxxynXLYYCmSkEhKO6PYiVY50K0aBe9vma
qS66MzHNpf jNb1JfG90/HeiJLJ3VvV7/F3U/kfxs3PStrMgoXMRt1KBrmIBB3F1xE
5WCaEONmuYSmJMZPbdkB+7 rEsbC4v1cnyEG8BOBAGNYpVyPyTYbfPBthNEmYsBIV
KSYuVQ1259Ju69UE22dgnXnorsCZCXWEpmecmR0O8/GvbBY70YFW1tDeGLFJRbJ4av
5dtNm2ZH53uLPi3aYsZU9cyfxh7AcbKSTfQ1RSVKCj608BQ3ZvmBPPOvcsUbUUS00
FgCPOse60fvnKhEEO9ZEnuU3RObcQPkDQRMMQ30hibiGzOEOaU6PCEVJ3P+N+1Jm
/@M21NaYgaks@kmKoYdEmpLdmdGSCCB6HJ+nII1wodrMOewK9SZUgkd+kFoGvGf7+
XkFvmlJbGn4UCaaHOUaDZsFBMiAcMAACPVIOFIM+A9NIjbC2imd@TJf+tLf6tLA6P
gFHtzTF9yuL8FSI+bbLr9go@PG2SngPM4RQhad4s2000vtNkQI2SmvuBAAAAAAAAA
AAAAAAAAAAAAAAAFDBUZHyU=

————— END CERTIFICATE-----
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3sf34f }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}

}
SET {

SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.2 }

}

BIT_STRING { 00" °298aa10d423c8ddat69d02bc59e6cdf03aB96b8
b3da4cab9b80ca4a14907672cceflec4faf234aBbc5b7e9d4731f2b3133b3b26a
1d175cb67a7805919699c021f76531b99¢c5f89180704bb4cad535¢c5b8972679¢c6H
60a07c5e514b87009c862eb8f5157695efb3fc40a9def6b81c1ccB2a249ae4f0
94ad0d9bd3485c1c1c68080520a7¢c8c632032cee738154e5¢c5176c07da560247
76a430fe76eactf665a3f7b832102215bc821f10939¢8355704336a8fac1d81e4b
b0485aa5d7c74d6b59bbe5c5e972a0d8bac411b55b5d5557cd680al1a8f71b4deb
86bc48c9a0509731a54bd9d7290b27963e4372dc9b199cfdcacObB1acd28a623
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95112e4c43648d622c48c8234d01440e8cc376c927f23a5afc9acB474c662274
e424525c8552ece3b3fe26516de901bc7d515bde89558e626¢c95¢c80b93342180
10004f39e6c6c94871c5e344cab3966c835f9a96a59afd31c40286b38b1c1a78
470bab947518934453¢ce86736a919f1f5a6d510a8615454fc3980ch5¢c765bd2b
d5f7b36b1410d6635c8ceb47c4ddabd76a28eac939¢71¢3024804866c7162665
8442163c2c22117e50acefce6378a985652302a4efBc2ceBecc716b7796e2bbb2
e3777dfalac3da259a31b5a9b530f8cb638a81a62ac301849abaf95a7301bda3
0068909bfdb7e67dbccbb38a5551a25b1a3a0f685748ad5753d8880f0016c627
486166384c5571fe2365900364d038311e2d875db366686932b5ec602430a369
e87a6ef5c338786657825bd4cB57aceb923eb0935e6905e63b4ced7f80857a77
3dd64b150d26612ea%9ac12052db2017bf1843ccb4b3281b690dc728adfa85c00
281b8e3c09287335f856b4fc2892f69a2f57921adaB1914c40988662d5776966
2a786351b9b66493dab79594d986de2100d65badff4ea58b81538d24a4435a25
8fac25404aa7f41f658b1385065e158dcbh60115732720f4045%9aaac15e406953
a90ac52997d1ccd070060efc65db9e653354467fad56ec713c86e7540c423act
2669f52fabf4ac6888d871ef3e847c029a8aafhb92e17b24aa079b1f419bab17
5b442afb11909d4a56b70a0335b28739218aa7¢c9348e2c3c2f3eb3d15a41e641
7c0dd94bfeb21419b311a7bb13a180bbe833218a9a6b17447cc85f225859587a
73077049acbcfd44dof025438e15d1538270d586e1bf83192a9459¢f63¢c0e972
£85297679831ecf121509851cb8340f6f107b0falafefd1b36a8189bcB85¢c4f5
cb784e553f41b918f80397ce1956f785bee377ca%9aa8be6998ada30c26b7¢c3d8
c6b55254¢cc96203b20c42aeebacdelebb408e49a9e3f879d0abb785eb7025425
d1305a2299c015e120d163bBe19494ce57253d0246d182745cb8197ab7438b3c
1bb7972bec5a306eba3567855c014699fef65ae54c770a0d85c18400cf642aed
c660777ba4b138502bd5a781216211f84a48296b98dd4322b6f15828b8a8f0e00
a8bad44a53c3a8b143571b0740abd567daf1cde9¢c79¢204b6d5e259d1766a31bb
bcb4e6aB5cf4502176b301c1¢c2f41247750157bcec85e809b30a4d60d7747cdd
0f5b99aa8c826987517793aaa8080abb124a8558df72bbe37b75f4edbbbbe821
6d6c633fb2b2280e25113d8695e43481c3eeb397eb192505229b67a201ea893¢c
3e2ch32da8bc342fad4deab578" }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRING {
BIT_STRING { b'001" }

}

}
SEQUENCE {
# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
OCTET_STRING {
OCTET_STRING { "42bcb5a167fa330449612dbd8187056a7518

}

}
SEQUENCE {
# authorityKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.35 }
OCTET_STRING {
SEQUENCE {
[6 PRIMITIVE] { "1bB563e3cd3346149c8c9ebcf23bbade5s

}
}

£787" }

a900eea” }
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}
}
}

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}

BIT_STRING { 00" ~“f26b7c753fb82773fe37fabdcB8d5b6cfc8b16191b3d
351d6e9f30ae34bach5201ade60abf9f8e48db07c75b10faf4e12f6d21619ba7
c12cb3337b9dfd415925¢ca53604de12¢c8a966189457¢c329773d39461f2f8c58b
7063d2fb36e57d1a2b683ceb66a5c6c42f2e1417023ed8179ca2ab6fb655¢c51ca7
75807609d6e€93a2138a3dcd4930dd44960ch0c80794286c95bb6e96850c65b4e
feddfd3725a38f1f3c189401d0402177e094c76809a06ef541661alca28a6360
29eba56t358f04c1f1bcc477ddd5a8165e5f9d47b3a576560701f952ad9¢c9cce
dfe6f7b0817d3833d2ae7d62bb698050bab3c7f6ec33a7b38f7fa5cbc5ac5be7
a9bac1ea89609f883de70f5afb34e32bedOb10e2ee67b728c4aecbe7650ce3ec
e6f3dae0895e8b7f9ec4fababa3c883a54943359e3658a2f2f2b67380fdfabbb
ded6c6b41822994ed35d5¢c5bbab7edcc3551e9c3ee8b86eb3774460ab92c86a8
7908309e02c5a00106976d77¢c4627b9c598f2b07aaeab68c4580ae1f1615d412f
31680ad5c61d7a4218a3a64f5a20c4573fc92fef1f0e45720e4247c4db35509¢e
78ccb7bcd33bb61b298d2e8cf2701206bc52c3fde55dcBadb2cd7384bd1089bf
51148bf62d5e03961fd3feeabbe6f8e75d8b377b47f5f406afdebOb4818a98c9
83fccfce37ce865d644cbdB5bcc370d2822ef746e339587f88559f24460770c7
a7dffc595b7773d75e6c7389077a25d3880e7d897936847d977a33127¢c8ee927
1104e8b48cce852349d3ccdc42a902bb439021¢c34c68abf36131033fe55b8881
b12fa9fb6372519€9f80080da959b07995497b131d8e3023bdceb1802f97fdf3
ee5114877b333dab40ebal1ff2d85147570ef64c1dd7173¢c8fb938624d27975bf
b1050c92f19771be9c814036e549aeabebb6f2ae92d2ed1fb46b8f5dfe83e7128
240cc2a91cfc766954da67785¢c843a9086994bbbc69d5648da5e576bad4fe57b
7258530642bBbe1909b59f11979182aeeb562ad24849bc535a6¢c1399856742¢ea
7b02f3f3b14a218993155636e577b0f93e0efc10b7e4f937¢c69e693fdf52842f
b4a346324ad433882d8f98d3738e6eb11c660061ab3b8327e9a95cfdde8addeb
583db8c4e72ec49d003fe3b2e981f672¢c614f27db4d6262faB1b9e5059881¢c20
da84ae22549405308c1666edfb842fb207aa8c7¢c7b9d067ealcf31ec3ded4a25s
5¢c7feb132021513babebd851763c70e54ef2ae756eb38852ec61692434aeBaeb
ca7818ef7cdc747ca5dd2e5f284808¢c1d282b88eBe91e66d3bf257657387df80
282b7c3cbh8a2c5e2b304bd10e80dab5aae324f9c24ff1f4384092ff4db509d41d
32cb5195chaa13a0880feccced953023ce5512a067¢c16a80fd4537a608098350a
322d1ab80cf717¢c690f5633d9f488da760074b607c767deeB5bab22a1c6979ae
eabad817aaf16245836b0c3d52af0242caefed845bd9039e2¢c27a6d63ca8ffdf
1878cc55c415d9b40a8c7e06c07767f4a5af58deef38381bdd2¢cd2321d70d682
62211c6e2ecb5e893ba3b1754f6aab4cbOdecffc8420106d065f1074ec4d36d1
fa28f7e4f0991df60e662154668cccB92b251d2adb21cfa19a3779b25bc39dbb
b1cB29e1257e5d3a759142d5b36d48389091704af7a7f8c090e9dfB24bad596¢
41cec2f083e01a881d4691d7e953f5b5bc9329¢f31993a19d282bf20045677fd
91ae2622226bcf272a070c1d39395f2ac112be2136¢c9df58c8117769d4ba78e2
a2b84ef51c9ee1d609e9¢c5024bb6bBb4ab8ch846687d6abcB36f99d0edPac5e2
61be8d43052cbb11f2377efdB1c69a967%9aa151fc72b62daadBeb5e1a30e55ed
03682e6a1a82497ef5194a572d36375588ac9d6ce833fc5dadc84acbhe99a109d
6639ecab3e798e5e1feb6c4b5a9¢c1¢c378d901f7bbe8adb466bae8b28dc24e4fe3
ed5ad4a357adad4ea35af58017a6d282bee185f7f2b7c36bef41e4958420dcd669
a398afa73633089%eabe5d9b4cae2faa71260d3df1162edc27f28f238707f1558
71f9ef400d0d48fcdb6e41b20ef223fcPa83d132db1bd0325d4f7af123f700499
e762dc864b18e12d037ef784b5bfae75426b5e7edeb70b7100027¢c9c2ff15¢c1b
22979948187b7d9dba29c476463d2f57b427efce996cae9albd4a51e9442b15e
a189076c098af593e5f46bbc2b46bf347c7ac2774eefa86fe197875b16efc884
c790db8dcaea7dc54e71dc9580e829a5100a694e7e0a7dff776301bfeb395c22
3ccal79154bc24024f6b781acde8e72131be5b6d3d4f5bad03e018be9011daa7
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75cac0636676716c4b300162a4db3e8eff4e7afc5d4041a215460281218ceecHd
4d652cd2cd5783a02d467bf75a047e3571ff542a8602c1777a58fd4df9df93a5
33¢9425118dd328d04bb1b2b218dcBc43407767493b3013313a64314b0B8510a1
04c3f89526e97ca8ab52d16ea2ab10317e75036215028b1b68fcdac18e91536fc
1585a9ec360382b95a6e580f08a51d8969072dfe175072354239f9ac97305¢c10
8b476aa43e905e9b919b7f197beab2d982ad680963789¢c5f7098dd22bc762e20
2f2861ceeb231bf89546962059af71f304b97¢c95f7b19635816137b86f36a8ca3
d7ede68be6aB464c31be064817d7f1641f29dc3e63bfb7bffObfe25b54ffc7c74
cafffb596558d693e80babe812d63862b207bdeee5c6T4bc3528b127¢c1122f37
df2594¢c673d0ffb4333a1511e86d4648b52a056701e91866df3ab383d5012659
a563d8ec5787b9e55abh297f964995f9f6c47e133e1e1de8e7357153d85196ad4
7cad39fb4628a139ffe23644feef17f6d49ffc726429b3722a80de27d9707fad
222456d035fd735d573453723dcbcdf70af533dd5d57299a19e8041771ce4d5b
€94da63d023c3dd9ded8f060621da50a29656eaab624ebac9e92d3bbf347d829d
a86dd6fb442f166576e438cac740dc3570e0b3an179fcOde86aef4a208916aa8
ac42e5c4d3e432f4c757¢c31ffdcad37a9b74e1db974d83b3cf2ae3ee81b14083
77aff91b8fbf46b70702e8cd1¢c80229e55Tae1bb22ed04f349005d08b190ddd8
4297168574ec2417ecac5c945492de8d8817d179a48fefbbas5fe3ef4845fda70
30a9c61167296dd4dd3fc76fef572ee9cf9ecd228586b10f55cbc1dc8Bafebba
cd4f59184ddfa89ce48a02824a3f72d5692997d7dd18619b8aa35971208cec88c
8fcfd185b282dab6fccalb7023424142b6e9fc1ebd4cae24aaebb6c775d3¢c9a2381
d4e6409051d5dcb9abb5dd4be617134aaa12aa252628a423a4fbbb4fe3dadect
ce1d3ca79b6dca9817¢915869241e5¢cc227¢c1de279a46353ae8f6935f603064d
6b49375eb5e6aa5f6943a87a2bb409f83b9c0099f59f4147d171252815f679b5
02f65baa5231d129e256fc50d91228e3f5ecfcb2¢c18c0f812572eb7fa8cd6136
1d46074843375c7cc84dca3701c97ecf5b431a61a11627c3bf2b20dbb0514f58
8a5775e572¢c46bdBb352fc2639cc105e4bbf5f86953efd2ab149c5e35e0b19ec
9293ff1751c25ec15feef447489bh55ef2fbee289f45a57d09e46ee321183e7ef
7ed0096ee3f85131e16ad66e8908e789fe49e06ebd9e897ecff5da53e315522¢
0fd30cf98688540dbce3a71527421d73ea3b3065cae5eeadff63e395192d5eb6b
0f547ac844fdceb9cda3b3420110ae924ee6c915b4a70074d2450aa6731a61d4
15cb7faB3575deddb7b47bb4abdead1c56298ab99620bd46aabbalabbbbccO11
1f9f445ac728100cd93f42f4ae2a3528f927bccd1904889b8acccO6fbb2a921e
c7abb12889c8ab7574e322d3a2b52416b211a2ba2295a821348c034cee51617c
eeb75ec168ec61ae3aea%90283253c7efB5eb6alecdacef20b8b990c398cc7ea59
dfa27a31a7b909cc9e5d5403824059754e3bb5509e074ed6a9a5c501d6¢c94cab
701241b73d283daa9f12a032fa73d790c9efc793567fbeb67f5b581e83e012226
9c74883fdd124ffbde2199100atb53b34cfe575c0f10973b599f04d4a68b1aba
ce9e632441fd4c2a3ebac4f47502865b4375ccfc83ac7d2a1d6b75¢c523b41bat
4f2b8cd3c8463ff38cfe79¢c5¢c5bf1¢729d72d86029b990484ad3a3d889563938
a39a05ef6f99aa92eba3331cda5f8cdb6e525f1bd3bf1de8892c9def57bfc5dd4
fed47f1b373d2b6b320a17311b75281ae6201077175c44e5609a10e366b984a62
4c64f6dd901fbbac4b1bOb8bf5727¢c84d3¢cd3404018d6295723f24d86df3c1b6
1344998b0121529262e550d76e7d26eebd504db676a9d79e8aecB099097584a66
72644ef3f1af6f463b39815696d0de18b14945b2786afe5db4d9b6647e77b8b3
e2ddab2c654f5cc9fc61ecB71b2927d09514952828faa34050dd9beb604f3cebd
cb146d4539a2816008f3ac7bad1fbe72a11043bdcc49ee53744e6dc40f903411
98c4373a189b886cce10e694e8f084549dcff8dfa5266ff433694d69881a92cd
2498aa187449a92dd99d19208207a1c9fa7208970aldaccd302bd49952a91dfa
41681af19fefe5e416f9a525b1a7e1409a68739468366c14132201¢c30001c3ef
f4520cf80f4d2236c2da299dd1325ffad2dfead2cfe8f8051edcd317dcae2fc1
5223e6db2ebf60a343c6d929ea3cce114216b8b363a83ath4d9102364a6beedd
000000000DVV0VDVOOVVNOVDVNNODDOOBVOB56CcT15191F25  }

}
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The following is the ML-KEM-1024 certificate corresponding to the public key in the previous
section signed with the ML-DSA-87 private key from [RFC9881]. The textual encoding [RFC7468]
is followed by the so-called "pretty print"; the certificates are the same.
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————— BEGIN CERTIFICATE-----

MIIZQzCCBxqgAwWIBAQIUFZ/+byL9XMQsUk32/V400N44808wCwYJYIZIAWUDBAMT
MCIXDTALBgNVBAOTBE1FVEYXETAPBgNVBAMTCEXBTVBTIFAHMB4XDTIWMDIwMzA®G
MzIxMFoXDTQWMDEYyOTABMzIXxMFowIjENMAsGATUEChMESUVURjERMA8GATUEAXMI
TEFNUFMgVBcwggYyMAsGCWCGSAF1AwWQEAWOCBiEASS5TC1FAREZGCOzUUyaweo9mC
XMuGOTot+wR1T6IZLTe/rRxJfGUC7uXKgKc7/0C69aVKiFhaQBOX09Iy9Canr7CC
vCGkQxcJDgrHWSwuqIplPESR6hk5MTNfUumJo8TMVtnFU3MtV8Rw+0GrdZt10tBE
RTgvzZxONEoRKPqeEeBDWOGS7QFLIyMgfuKyLiNxfOQRHUMT1dTmcN2RtqYE+ybIS
r+10XcXCMwpy1MwfQjSme/ue8WhaulksBKyxfNHBcNewYRtqcXbH1IMyMZ /VfySPC
rSAxXAPNImRiCwwJD13gThDtex81kAyJjcGCS7PAMdRa+Z0RZjKQibAabteZ+QXXP
TobI3VxIimxYYfMbqgvQJpRW6LVR3TVNOMhsEvnNsXbHfci2wCpwHOeJAsShVP21M
DYJye@xKXCwQQSEqoSdICLghEbN37HUhTpsZePdgBNQTnZhhPOuOMNIK97UBBZzpQ
mpWbenVk+bQMohi/YYKTIKhQIBeVTTKNesbHaewpcAdW57BoWzQNXhGAWVBKSaml
ChAZjrEKV4RnjrQn17S6u5VSkzsGKJeXPhMY6vCg6sNThKZUAbFwPgQqzNg3UxSD
8kHK3NHBO3gRNm1EKdsZmsiR5MUBONT1cIW70ueDZnNQXEWN12cuhh6AsdJn1RDgOm
8jYMd6RpQsegalVNIoCAyEtHrvFNsXYgyxbAarMKG+TNpwgr6fh+nCEcRpF jSaWé
jqpSAccpSjwIhbU7ZXRSEIg17GRskKBGEjJO59AXr+UBMTLL72e277G17CgJt3NT
jOd7PYsE6ws8I1YBHkxxbBmougdSv3FJIRdknwYVwykPwppG/eS9UtuShtYDOIJE
JZwVpébwrZApgzAM3alhBo/uKRzVo+psaJnIV80wBaXsPDmJxddchBbdwfCm55hS9
wzpvbIGK1TcLQniC17R2eWgexuuZMnTNmyORqCukXjOTOumulyHKnWwbmItYJ3E/
kKZYXelDNSjAKWPOELtfcgE40PuOwwwSZrkY5Sk13+F7N/1dIrylTOdZGayFkJjA
8NCKxYde8ptW/RQebvFfcAoLZvOV1cWIF3NzxGabIbwHHkw6pfCOoxtiWPNdokrD
zSnH8gkKEMUHgT1WxOPtTprmubgucCCQ+e6pFXxHN264x/E9TPUapzb6MVQMkkHzcN
pUS/n5wo02aV+Lyp8qVp0S08ZuZBqzvMdq3xE51Wem8StS86ZefsCq4mvKgMVYM7BO
WZmOvJoZMPu20iM8U9LB+L1Rjjwt5z0Z3uazgKWzKXHPZOEp /WwfpuddSiNFAelm
3TpUCVXI9PNKaBolPuKEk1ZtXmfG9VhV/LBQb7BsFWdE2aA6MaJvqUytFPFXt/MD
OHppx3N2j8tNB5wJBZcDoMOpTeS5nq0i8WWDOPkXCj1Q2we0@8LwwgCkn+feWG2JZ
iSY2qVAqJwUwNjd5ndNE2kUcHPe /Z4QM6zB5q4xr jBkn9kBTxhJFDEXJ5g08FmZu
WWs@ceEDtvFUROJINFWIGSBEf+9N+HGCcPZPFLinsyuUwaSbRdOvw4zVKJ2RCtY2As
9eEwQsZKxnl7iftVGtCOBaktIAzMt+cS7yPJMSyzUPApq1N+KHNH/TB1rBCQang/
HGwHzL iPQSKMS+HGQPeQtc011dPKeSSV10VEYVYmWMB6xgAna5JKtbyb4fBJTLdvV jFn4sKDx
FO8grAAsxKw9hdEkv+TKgayLkCkxeDnhL/HIONDRXxZ9iVUMcCUrhcerYIIZiUeu
CJYYHAkOWv/eQF+qzT3UNREKd1jBD7rlem7wRC70T6vf304BFsDOQmL3yL3gh8hI
ycxU5SMh3dH6Gj 1wSug91LVBYV/QhLebDixXuKOe/q5dyNQRk11I4im5ysGCkGzdq
UZuangBYvvE@Gc1dvvgeG9+qV9ARQOxmOaKYQMENVVA9HbzGV66GUrR19jK9z1bRI
0SzFCba830GHKYyC9bHCLfvtXFXRXxNV1DHGk7dRm2dAOds/iWJL4cu/M208rWaxIt
ypfeieyKbré6CQjGzWgQ51NYC3piM09By16QxvZqBPhFelLbXYc3ZFhk2500z7m+LF
DpHXB+uf4SROW51ED003gN3hQPp9usgYQcfprP/SpxGmxJO3GaHv /tFF/pEWCAT+
sGPjYGsT14KVNG//guI4cHs9pE6s5Y81s1D1AUjFg8VQ1IqF2JCPnaOGyagdEem3
mazLJOy2KCnFMhgp30GaVWXC2LSwyOLeBXKeJWRbuvXQ4W1810ItyLX86fjol8b0
nCG83V3w4L30mizd9SdnBtd6uv+1S60xEvNcs7+pw6TN/6EuUaRPhi/jYr8Zpplq
JfsCOUoLs6hJLjrD5QMmCCxYCrV76eabMoyyr1/0mfELOkk TLMLzKN5p4vqPEdAd
N5vDAT8g4YnOMsRPqgqKOpXyUA7Ax9ISGuQebeF9rBEtoEIG+bq4wXBWxmG2gQ3Ki
ctNDS5LUZS23n85pZ8t002IX6TXD3JYtn4UMJEjbSh3+s6WY3A1qGOBbLJLAchIq
+G8mBAZmO /eBKxb+H7YT1tWZnTe+pi@8fKWRCcPTEdHXLKU8bS53e3A851y8cNrGsO
dNHaDQHjcboFgDhXS4geBY6iwzHGdmfDKcASmxURP+XUgG6HBLUCYCmx@S50zP+F
ZY+bChnR7z0j8bT14Y00IiaHYyh2CW8frGsI1w1tBINezLWa7sr+4rx6C1CKOF2J/
TdYIdEMLiL8Yx85wLBqBEufDoc/HPQRe3hDDtYsex3RMr83osZI+okf+3vtMolLv3
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CJxyZIp8Di65SuZRHZ5KNW/DGFWGAobRHbS6Va37KTjzysg1VsdMéwqcIYFvOMV/
mvUVJ2MbXSawQuwKVMjYeibT8n55S9il7mcfnivLgl7QNO86vaks8ZRpnZEA+FVS
QiSPK9eZnBTI7L4bzJKZHgTgOtcd13qZXZtUpQdXxquS63001DZs7k5iKx7Xt3Pz
T1f2y5ADQIrSPJ9Ytw71TubGotB39vkiqwvrF2f17n/Ia8aEHp3k6x10Ub0cQ7G7
PW+sE2mdgy+2FcSlyomFXDent9ayH135V2k87/YYwtJjt2rFMSRogut@1AtKJ/On
C1E2X5s5U9FXmeuy1ss/U6zHZ+VEiSSZ1Bulej6/yrsCAsuB3/HepXMfbh4NuB4X
yUTGRYg4rF12nH8ah9Er33b4iYM6zf5JVPRPba+60DjQHYAjvD+gRFID5t64PcaQ
JAA381HRYqtigLpSTNaAD2bUvg2JYsZEkymXs1w+iG8alLBcakJpgmwKazFczcpzZJ
NAThVAopjRQTyGxys1H+01Kd4ZUiP4LKZCkNrQjsNspIHIaAPMpOkL /FAB3tfGwe
sZvev1lnJYD7PIrwxCWAIFW24A6yaGKg4xETNO9oJQWLRNDDY6IYOYf9jwadYN1cG5
wsJ5IsbUcUckGOPHiRx9IHSi0Fewb5KWjQUN79wA9 /w1SWToG2fUSrfUSNhEvsVS
F+As9EcQvgVGtINulzWWHxfCGbfVHZ8E035xQGO77xcEGMhMz9eNWQR8GAQOLY2k
QjN1zVv9ou9pKa5CcVjkBRHPpfsFOMT4gHW6Arve6VoNcTwUuobFt16DYWTeU/qrmN3
e5gM176CKneRS8I0oDF8nZeCDCeHAD17g4V9UUKNaeHaVQZ4elvvVwPhZvdrTGoIp
+VZrYIJqltUCZwvBvsxy6ILzZHCGTLTQwWaHSiaRLVKUPVymXVBnzj2cReDb4pk8
/bQu/83ZSquOub6PTV/8U7ejb4fXXa6TEWQa2Sao7ziqYIUTfwoPzNfvz4elL FMPw
j7USnBXe8mV+MOgL2ncK7aob0IlyfPwal5IEAAS50vPMY63T1JQGdAoumKTO7NOVbS
hR/fXq250rWf77Df3v1INdi5n1GC7UFXN2FdJ4wJ13X8my5L3sV0OtzAWKMAGBLbgN
cKFKxMvbYI6gBT79Vm9f4LgwGET91FQUk3ysP/uQFwWURGGg1zPN4GmIrNHPNx5yB
bUU74kQ8d5K0YmPB9S6gyxVd17nau6i4BkxwA69HNIS7RDXfg7kFnrnNvk@ySHFb
a8YmLTK4n5HEO2KRS0ayIjMq5j7CvTZZag/emL3dSdFsNsnqJclU15RIm1Xg5xnv
nf5x+1Xcx7I1Z3fBau3yEBB1C4W+1j1h9EZzaRqTtOVT2Jud/Mn4iRws/a7CYdX3+L
FINsrgkOJwbgUOFZGG/LShXe10jPxbVnEGTM135QqC6tYyY+571gb1cBc3+ZPmTc
Q7yOeHfGAhdI7aYRV8Gqt2nx8ZwuhCJRuuxWGY jbpx9StbbVeSmQyQODoUUeXVvBR
7DjFqKVRz3CXFWOj8SMRJiXCk8pQb3J+cbyA2AuXJkB1kIYswLVgH2NT30onbnh06
0YbkUiv7d8AARktu1VHDpJWr5JgMSQO5k5b2 rqkDOCPHWphapFFyEDBESel LmnUH
WXf0aN17VrYrXYRzEXzUGDf61yUJbBwIgTLMDC8WGH1 /NPth57aZ1Ao/IB8Ir3z2
vXABgKz3Byk8k1GzEa37tist+sZjN87DhKGjAUcolgoOn8F9p+SAwnLVLMhBo+Yi
Fpu5hwAIggzYhC+fgH170z8m8SEL+06LUoAt1eMZPQCghbSh88CvBZPHBPa316+qF
cORCrafkR7eKWUBCcJejSzUvap2VigDSnerLH10cppKvLOB9Jf++DO5SRARKhTLAL
BKCHsfGVWJh+cpePHdMMOKzax5K46RjbKrKOv7qD50HfHQOI6RV3oJ/SXuZr5HRq
jHgy6quxwksp5w1i1324kdoQ+VzaVHNbd70yngk8hM1RC2 /HVYE /8xJj1ZUxMolx
/D460FpuXdxyuYg7Z46sHNv10307sRi0OFXJfOHOWVb6HA4PA03T8kKTHASaA4fXq1
1j4ANGV4eSDObxDNJv+7uywbUTTKzy50bF4swVgk fQHtRkGoXZwSTkIGnGw+bwOwO@gTKiIncx4ICUS30cTmFSMEhSXxwBHqTGeF2u6w62h9jlpp+JD
m34hh9A1gH30wsnBGcBMxb6H23iXNGYZYyWyneI1uQTvRTOCNnKra8hgm80ONjXK6F
N8BZepxBL1Bu7TQIH1iYUW5LnQzIEmM6eIf/iaUz6S4RRT042Cek8YWWpkhAf4koo
0syLPVpPPxSZMpj2rUKmyOiPxLtHeVhE1QHeUS9Yqk jEHOW319g681zI/10wIAPmX
8/6W2ehncAXZzcvaqKn3sVFOntfY6zexcvkWKnQntyrVik6feik CRDym5CguxGzyv
1eBp4PVF9kMJ+1bRTCgvu+rAu70sm7HRYkbtvUQzdAkdIQYNGYa5Ah9+y/oIBvy1
C4Yz5c5D4XLN61omHL /N/e2A6RPwCa4i5BdVDButLBAiXg8QLeicikPLxmnzVJdV
hat/2VgWDPmrW2hOfHgka+S4muOUcxHkLLKz4vIy4H6aUztSnjod5P/03JrQ0m8q
iBzhOYA9tzOKXNON8Sx1W1JHhT8vb7KX3pT9dKmWqfTPn5gY1nT8rexudJkcXopY
Qm9cLNKThdRAwWP/t7Yk9evtéqh7g///JMZjKMIHtPE+mL5m/xiBjGNiATJkV5/v1
55tWqRGoJMvOqgcPVMITKvUMk65x2gjH50s1fuV52BgVOpcwhbLJEmMHG4wd /IE09
GrW7rFFGL4vyUNhxxXsmAsfhYsoSRR/s3G1X1FwPDxqUw+VS2duVCHYvKDBsZaLP
Ergt6fDalHKZVTnI2tVGNH3fFpAmBC5V8Iq8thzK4fRK2yF8nGP4HYSWNgQc2P50
hB8wvEofpGjitBdNgqlujkBMcNsLPPk9ZnUmQ3/erzFw34b0jTMUBrsfleaG2Kf1S
9CG6YUiULOMORh8cPSSrvaGCxfNx9M/WkaI8JvDsEL19ASBYqu3b0OV2bCutPgbfP
Bd1C6N8fNNzJ7hPSVAqz980TtfmgK+dj4NghEw5AaVxy4+9IVGt6JhYAT8F//ATK
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xfAe44nD1Bj8UGN+seYwEk7dKaCd703yP6CNu9447k /3xkvtwcwtL40Kgmza6913
B64HvQ2GjSa0dIAkaPq1ACy+20I+S1kIvOTKBemHF3KMJf02+1ZdAhwJ4uJSnGDi
uVT8svHM779FgIUMZ jOmdE8dI7 jpRKsw3czgucG2r/EPYRVa1B8cQd9iq8Xw1/Ce
7CbgROAgmTboMupDgA+QEVINT2aAwqQTEs6yG5sa0toNiCULXwNmh18RPWhZhKgm
voXPxnZyZ2VsN3j1cFB2WG51ngf+r//d32QX8ptGQHMETXxIvMmMRG2p2TS7PAthx
T45SNsbL5jNQFysjJQWT1GGYGjNGQJHtghmiIwpUICoJNymGfYEk rg84QKo7+NdX
XZFd7HAAWOMdS11tvkLX+uiFz1+2d/d+SvAxHD3qDitg/90tUDLAoAxmaY031lmFy
kTuJUMVJLhkavp3LC2Q5K+mgevglnw4h+sw21Y@a7RVLLNHc6/FVi/sC/SmuTlu8u
019R3unx8falulUtqsRv1xAjtH1feQdIApy5FFp5m8t+Ixpel1QipBTN3Aa+g3bpho
hWw7u9JgP03ja@l1IJDDyGwWhyv4iCsITI10SKhHALn3U34BCQ8NnTY2DPgvojpRKg7u
PVnSPpbAdLnfSU3Z+x4eQZiZLKQ8LwcOnU6+J8S2Mneboj4t8chpblbFgXEX2GDy
jE6JffIAEtZan8bJyuD91NJgrdraeyt2rqRLmpoY1Emk5HSi0IjsgUTu92FeMp/b
YWP6Fc/rXHoY15xR5kUW4BtiB+592H/XdJzPHJQx2k jzS4gh1NH5sOyENMOWYTar
OHJecZth4BF3SNDzE1WcOvGWnMQj /fpkHgAq+agXa2UCd4P/FaEXVUOuxy+vnHwe
qqigp/mWD19+DiTyv7WEe+o/AomHctLyigGF1R2zs3yLXSwNnDJ6YANpgM1EspwS
3ToM7PbcVCIvDf jKhGdAhvdVT11r7IUBfYeMVppE6HkoKS6tbsokb9qtbvtvWCTz
I16342gm7BW6/SiZEx/S1/DzF8qA3eLHMBxFR2kvHsn+5AB5ucy2Z0JF2W9XuwYSU
BPoRrmdIWKQYC8/MD5PtZMqUoEGVH16jFpfb06+RP6NakpA+q4T14xuDNyeKqOdD
9+XdE3acWR/r+JseircGaBDDkpjBElcYgZuLfqKrx1+G5i6t6gWopcNtLmVcuAWy
HVT8540IkNIUoqfnESODrczb3C5kjJ230df4V156qMbJBwwecJFtzf50by03ycnd/
kNggIp4AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQIDXxcdKS4x

————— END CERTIFICATE-----
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3sf34f }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.4.3 }

}

BIT_STRING { 00" "4b94c294506111191823b3514c9ac1ea3d9825¢cc
b86393a2dfb04654fa2192d37bfad1c497c6502eee5ca80a73bfcedbaf5a54a8
8585a401397a3d232f426a7afb082bc21a44317090eaac7592c2ea88a653¢c449
1ea193931335f52e989a3c4cc56d9¢c553732d57¢c470fb41ab759b65d2d044453
82fcd9c4e344a1128fa9e11e04358e192ed014b23232a7ee2b22e23717f44111
ee33575399c37646da9813ec9b212afe94e5dc5¢c2330a7294cc1f4234a6d3fbb
4f1685ab8892cB4acb17cd1c170d7b0B611b6a7176c794cc8c67f55fc923¢c2ad2
031001365991882c30243d77813843b5ec7¢c964032263706092ecf0Oc7516beb
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4e4598ca4226c069bb5e67e4175cf2286c8dd5¢c488a6¢c5861f31baabbd026947
0e8b551dd3bcd38c86¢c12f9cdb176c77dc8b6cB2a701f478902¢c8553F694c0d8
2727b4c4a5c2¢c1041212aa1274808b82111b377ec75214e9b1978f76004d4139
d98613f4b8e98d20af7b534073a509a959b7a7564f9b40ca218bf61829320a85
02017954d328d7ac6c769ec29700756e7b0685b340d5e118059504a49a9a50a1
0198eb10a5784678eb427d7b4babb9552933b062897973e1318eaf@abeac3758
4a65401b1703e042accd837531483f241cadcd1¢c1d378119e694429db199ac89
1e4c5343757085bb3ae783667350c4458d97672e861e80b1d2679510ea3a6f23
60c77a46942c7a06a554d228080c84b47aef14db17620cb16cBb6ab30albedcda
7082be9f87e9¢c211¢c46916349a5ba8eaa5201¢c7294a3¢c0885b53b65745210882
5ec646c90a04612324ee7d031afe5343132cbef67bb6efb1a5ec2809b773538ce
77b3d8b04ebBb3c2256011e4c716c19a8bab752bf71492117649f0615¢c3290fc
29a46fde4bd52db9286d603388244259¢c15a7ac2b640a60ccB3376a5841a3fh8
a473568fa9b1a267215f34c01697b0f0e627175d72105b7707¢c29b9%e614bdc33
a6t6c818a95370b427882d7b476796a9ec6eb993274cd9b2391a82ba45e3393d
2e9ae9721ca9d6¢c1b988b5827713190a6585de9433528c02bB3ce10bb51f72013
8d0fbb4c30c1266b918e52925dfe17b371f95d22bca54f475919ac859098c0fod
08ac5875ef29b56fd141e6ef15f700aBb66139595¢c588177373¢c4669b21bcB71
e4c3aabfob4a31b6258f35da24ac3¢cd29¢712092410¢c5078355b138fb53a6b9a
€6e0b9c08243e7baad5c47376eb8c7f13d4cf51aa736fa31540c9241f370da54
4bf9f9c28d9a57e2f2a7ca%95a4e4b466e641ab3bcc76adf1139d567a6f12b52f
3a65e7ecPaae26bcaa8c55833b04e59998ebc9a1930fbb6d2233¢c53d2¢c11f8b95
18e3c2de73a19deeb6b380a5b32971cf64e129fd6c1fabe75d4a234501e966dd3
ab40af5c8f4f34a6b4a253ee28492566d5e67c6T55855fchbB506fb06Cc156744d
9aB3a31a26fa94cad14f157b71f303d07a69¢c773768fcb4dB79c09059703a0c3a
94de4b99ea3a2f16583d0f9170a3950db0B7b4fObc30802927f9f7961b6259892
636a29502a2705303637799dd344da451c1cf7bf67840ceb3079ab8cb6b8c1927f
64053¢c612450c45c9e603bc16666e596b3471e103b6115447424d170220648111
ffbd37e1c670f64f14b8a7b32b94c1a49b45dd2fc38cd5289d910ad63602cf5e
13042c64ac6797b89fb551adB8eB5a92d2080cccb7e712ef23¢9312¢cb3501029a
b537e287347fd3075ac10906a783f1c6cB7ccb88f41228c4be1c640f790b5c3a
5d5d3ca792495d74bc461562658c087ac600276b924ab5bc9be1f0494chb76f82f
460a7480972663381e169996061d799859ec54d4f5ca5¢c411¢c01db1597b16597
7669de13a928a34afbac258fea8c4764239¢9421dc3119bf5b47699206978327
b1c5345ef746a7983841f056e2534100ab24d4e9abbdOb17c6a95bd4c3cbeddf
69e1612aceeb28b99086c95116e7204273893390bT46b899b36286b0Bebf1947b
b9884f732ca27da82b19b5dcOcc7f8885714910888b2310c4f9319d410b34e64
33b9003e2176bb995257456106e8952163b8ba592530cc5aaPaeb43ad398fee
97baab523d7a4431677c3d3af0719e475db85ca%95af5089beabebb5b2faab4896
ba60f81c88472a57b46a828826a0cdfb446f8189182d2bf5eac4ecicc5deafs9
9c8a13e48235406d17ffddc8344b6c66984a868aa92fab2227a086950eb0c870
1ed58dc628776b983882e1175" }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRING {
BIT_STRING { b'@601" }

}

}
SEQUENCE {
# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
OCTET_STRING {
OCTET_STRING { "da82182c39ebdb350d904ee4bc507b72043f
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fa23" }
b

}
SEQUENCE {

# authorityKeyIdentifier

OBJECT_IDENTIFIER { 2.5.29.35 }

OCTET_STRING {

SEQUENCE {
[0 PRIMITIVE] { '89886750b57c24db3fcB12e61ede59753
337374f" }

}
}
}
}

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }

}

BIT_STRING { 00" ~74225bdfc7af660a19d5e3¢c84e80613d45140b98c2b
28c59f8b0abf114ef20acBB2ccd4ac3d85d124bfed4caal9ac8b9029317839e12ff
1¢83a70d15f167d89550¢c70252b85¢c7abh6082198947ae0896181¢c09345affded
05faacd3dd435110a7658c10fbae57ab6ef0442ee84fabdfdf4e0116cOced262f
7c8bdeB87c848c9cc54e52321ddd1fala3d704ae83dd4b54157f4212de6¢c38b1
5ee28e7bfab9772350464d652388a6e72b060a41b376a519b9a%eabB58bef1347
3576fbeB786f7ea95f404503b198e68a610304355540f476f3195eba194ad1d7
d8caf73d5b448392cc509b6bcde81872b20bd6c708b7efb571574713559431¢6
93b7519b674039db3189624be1cbbf3363bcad66b122dca97de89ec8abebe824
231b35aa43994d602de988c3bd07297a431bd9a813e115e2db5d8737645864db
9d28cfb9be2c50e91d7d3eb9fe1244e5b9d440e8a3780dde140fa7dbac81841¢c
7e9acffd2a711a6c49d3719aleffed145fe91300804feb063e3606b13d782953
46fff82e238707b3dad4eace58f25b250150148c583¢c550948a85d8908f9da38
6c9a81d11e9b799accbh274chb62829¢c5321aa9de819a5565c2d8b4bBc8e2ded17
29e25645bbaf5d0e1697cd4e22dc8b5fce9f8e897cb6ce9c21bcdd5dfOeBbdce9
a2cddf5276706d77abaffb54baa3112f35cb3bfa9c3ad4cdffal2e51a44f862fe
362bf19a6996a25fb02394a0bb3a8492e3ac3e50326082c580ab57be%9eb6ba328
cb2af5ff499f1253a49132cc2f328de69e2fa8f11d01d379bc3013120e189143
2c44faaa2b4a57c9403b031f48486b9079b785f6b044b681081bebeae305c15b
1986daB4372a272d3434b92d4652db79fce6967¢cb74d36217e9f5¢c3dc962d9f8
50c2448db4aldfeb3a598dcOd6alb4d1b2c921872122af86126040666d3f7b42
b16fe1fb635b566674defa98b4f1f2b045¢c3d311d1d72ca53c6d2e777b703ce7
5cbc70dac6b3474d1dafdB1e371bab58038574b881e058ea2¢331¢c67667¢c329c¢
0399b15113fe5d4806e8704bb826029b1d12edeccff85658f9b0a19d1ef3d23f
1b4e5e1838e222687cal1d825bc7eb1ac225¢c35b4120d7b32d66bbb2bfb8af1e8
2d422b417627f21d60874430b88bf18c7ce702f4ab412e7c3alcfc73d045eden
0c3b58bl1ec7744cafcde8b1923ea247fedefb4cabbbf7089¢c72648a7c0e2eb94
ae6511d9e4a356fc31855860286d11db4ba55adfb2938f3cac83556¢c74ceba9
c21816f38c57f9af51527631b5d26b042ecBa54c8d87a26d3f27e794bd88beeb
71f9e2bchb825ed034ef3abda92¢cf194699d91001855524224b42bd7999¢c14c8e
cbe1bcc92991e04e0d2d71dd77a995d9b54a50757c6ah92eb7a3494366ceedeb
22b1ed7b773f34f57f6ch9003408ad23¢c9f58b70ef54eeb6c6a2d077f6f922abo
beb1767e5ee7fc86bc6841e9ded4eb1d4e51b39¢c43b1bb3d6fac13699d832fb61
5c4a5ca89855¢c37a7b7d6b211f5df957693ceff618c2d263b76ac531246882eb7
4d40b4a27f3a70b51365f9b3953d15799ebb2d6cb3f53acc767e544892499941
bb57a3ebfcabb0202cbb4dff1dea5731f6e1e0db81e17¢c944c6458838ac5d769
c7f1a87d12bdf76f889833acdfe4954f44f6dathaad38d01d8023bc3faB445f4
3e6deb83dc690240037f351d162ab6280ba52d4d6800f66d4be0d8962c644932
997b35c3e886f1a2c171a9089a6a9b029acc57337296499¢c07e1540a298d1413¢c
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86c72b251fed3529de195223f82cab64290dadd8ec36ca481c86803cca7490bfc
5034ded7c6c1eb19bdcbe59c9603ecf22bc31096748156db803ac9a18a838c44
d4d3bdaB94162d13430d8e88c8e61ff63c3860d95¢c1b9¢c2¢c27922¢c6d47147241
8e3c7891¢7d2074a23857b06192968d050defdcBOf7fc354964e81b67d44ab7d
448d844bec57917e02cf44710beB546b4836e97359611f17¢219b7d51d9f043b7
e71406d3bef170418c84ccfd78d59047¢c19d40e2f2da4423365655f54f6929ae
427158e40511cfa5fbB538c4f8a875bab2bbfa56835¢c4f0852ealb16d97a0d859
3794feaae63777b980cd7be822a77914bc2280c5f2765e08309e1c00f5eeBe15
f5450a35a787695419e1e96fbd5c0f859bddad31a8229f9566b60826a96d5026
70bc1becc72e882136470864chb4d0c166874a26912d52943d5ca65d5067ce3d9
c45e0dbe2993cfdb42eff4dd94aab8eb9be8f4d5ffc53b7a36f87d75dae93116
41ad926a8ef38aab6085137f0abfccd7efcf878b14c3f08fb5129¢c15def2657e3
Oe80bda770aedaalb388c9f3f06a5e48100039a2f3e663add3d49406740a2e98
ad4ceecd3956f9851fdf5eadb93ab59fefb0dfdef94d762e67d460bb5055cdd85
749e30265dd7f26cb92f7b153adccd58a300a812dba8d70a14ac4cbdb608eado
53efd566f5fe0b8301847fd945414937cac3ffb90170511186825¢ccf3781a622
b3473cdc79c816d453be2443¢c77928e6263f4f52eadcb155dd7b9dabba8b8064
c7003af479c84bb4435df83b9059eb9cdbe4d3248715b6bc6262d32b89f91¢c43
b62914a86b222332ae63ec2bd36596a0fde98bddd49d16c36c9ea25¢c95497944
89a55e0e719ef9dfe71fa55dcc7b219ddfB5abb7c84d34d42e16fa58e587d133
691a93b74bd3d89b89fcc9f8891c2cfdaec261d5f7f8b14836caeb90e2706e05
0e159186fcb4al15ded4e8cfc5b5671344cc977e50a82ead63263ee7b96a6f570
1737f993e64dc43bc8e7877c6021748edab1157c1aab769f1f19c2e842251bae
c561988dba71f52b5b6d5792990c90383a1451e5ef051ec38c5a8a551¢cf70971
56d231123112625¢c293ca5061727e71bc80d80b9726406590862¢ccBb5601f635
3de89db9e13bad186e4522bfb77c000464b6ed551c3a495abe4980c490d39939
6fb6aea283d023c75a985aa4517210304449e2¢ch9a75075977f468d97b56b62b5
d8473117cd41837fad725096¢c1¢c3d8132ccBc2f16187971f34fb61e7b699d40a3
f201f08af7cf6bd7001a8actf707293¢c9251b311adfbb62b2dfac66337cec384a
1a3014728960abe9fc17da7e480c272d52cc841a3e622169bb9870008820cd88
42f9f807d7b3b3f26f1210bfa8e8b52802d95e3193d00avB6d26fcfO2bc164f1c
13dade5ebea8570e442ada7e447b78a5940427097a34b352f6a9d958aa0d29de
acb1e5d1ca692af2f407d25ffbedcee510112a14cb74b04aB87b1f19558987e7
2978f1dd30cdPacdac792b8e918db2ab2b4bfba83e681df1d0388e91577a09fd
25ee66be4746a8c7832eaabb1c24b29e70d62977db891da10f95cda54735b77b
3b29e093¢c84cd510b61fc757213ff31263959531328971fc3e3adB5abe5ddc72b
9883b678eac1cdbf5a373bbb1188e15725f387f7055be87e0f028dd3f242b51¢c
049a0387d7ab5963e0d195e1e483d1bc43349bfeeeecb06d44d32b3cb939b178
b3056091f407b51906a176704939081a71b0f9bcBecBe188cf65b44f86195706
c7b3a802867edcB909ea526ac51fec199f9e2a6391435fd6721ac3f6ab179be?
387b1ad671e135a3704904a24d8ed98c2fb5e4b16143ccff9964a25e5e772f5e
€64b9af18284105b9ed380aB859bf7ed13909e1e7efec345668a0d4f33fb88f0
dc62e3cc6120a96e8c2b55a451c6eecBdfe20adfb9fd82407d34c5d3e315e2¢ce
fefd7b2deB3bdc6b93ed9abbc1930b82445ccdc452388b221950fc614b93ac4f
8b4cbdfdd5f8b71991cc68babc4ca2eb27e9a20db1868e7acd4a87676a9¢c2819
84cab2b377df499837b7462c3d0b42dc8b74b328fd43bcd424b437ab9b94e4ca
125b3909796397e3924b098d4744bd6386cac247c7b1a55194463f2b57813b97
28467aabc39b5edebefe5405741e35d7b76c6a63dd97e217¢c9¢cf45c60c0cOb26
8408fef60aebc9cB2351acf108c6544901a30f6216a5825b6a186166F2f0Be1c8
a81f6cOcal22f3ab907ebfee8398f15ffd492e97b512190fc5a92ecc482a107¢e
b29bed1520379a480b3b0f95¢c78e82b55fbdd5febb25d1dcBcPa8e325fca79b1
dbb748132a2227731e080944b739¢c4e6179304852¢c70047a9319e176bbac3ada
1f63969a7e2439b7e2187d035807dcec2c9c119¢cB4cc5be87db7897346619632
5b29de225b904ef453d029caadaf21826f0e3635cae8537¢c0597a9¢c412f506ee
d34081f5898516e4b9d0cc8126e9e21ffe2694cfadb84514f4e3609e93c6165a
992101fe24a34d2cc8b3d5a4f31f14993298f6ad42a6¢c8e88fc4bb47795844d50
1de512f58aa48c41fd5b7d60ebc97323fd4ec0800f9971f3fd16d9e8677005d9¢c
dcbdaa8a9f7b151749ed7d8eb37b172f9162a7427b72ad58a4e9f7a2902443ca
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6e4282ec46cef95e069e0f545f64309fa56d14c282fbbeacObbbd2c9bb1d1624
6edbd443374091d21060d1986b9021f7ecbfaB8d2fcb50b8633e5ced43e172cde
aba261cbfcdfded80e913f009ae22e417550c1bad2c10225e0f102de89c8a43c
bc669f354975585ab7fd958160cf9ab5bh684e7¢c78246be4b89ae3947311e42ch
2b3e2f232e07e9a533b529e3a1ded4fff4dc9add3a6f2a881ce139803db7338ac
4d3a7f12c655a5247853f2f6fb297de94fd74a996a9f4cf9f98189674fcadech
e74991c5f4a58426f5c2¢cd29385d440c0ffeded893d7afb7aaaleedffffc9319
8ca3081ed3c4fa62f99bfc6206318d880d49915e7fbe5e79b56a911a824cbf4a
aB70fbccf482af50c93ae71dab8c7e68b357ee579d818153a973085b2¢c91261¢
6e3077f204a3d1ab5bbac51462f8bf250d871c57b2602c7e162ca12451fecdch
957d45c0f0f1a94c3e552d9dbh9508762128306c65a2cf12b82de9f0da9472995
539c8dad546347ddf169026042e55f08abcb61ccae1f44adb217¢c9¢c63181d849
636a41cd8fe68841f30bc4alfadb68e2b4174daas5ba390131¢c36c2cf3e4f599d4
999dff7abcc5c37e1bd234cc501aec7e579a1b629fd52f421ba6148942e83284
61f1c3d24abbda182c5f371f4cfd691a23c26fBec10bd7d012058aaeddb395d9
bBaeb4f81b7cf05dd42e8df1f34dcc9ee13d2540ab3f7cd13b5f9a02be763e0d
aa1130e40695c72e3ef48546b7a2616004fc17ffcB4cac5f01ee389c3d418fch
0637eb1e630124edd29a09def4df23fa08dbbde38eedff7c64bedcicc2d2f8d0
aaabcdaebdd7707ae07bd0d868d268e74802468fab5002cbed8e23e4b5908bce
4caB5e98717728c25fd36fb565d021cB9e2e2529¢c60e2b954fcb2f1ccefbf458
0850c6633a6744f1d23b8e944ab30ddcce®b9cibbaff10f61155ad41f1c41df6
2abc5f0d7f09eec26e044e02a99f6e832ea43800f90115f4d7f6680¢c2a41312¢
eb21b9b1a3ada®d88250b5f0366875f113d685984aaabbe85cfc6767267656¢3
778e5705076586e659e07feafffdddf6417f29b464079844d7c48bcc9911b6a7
64d2ecf02d87141f8e5236c6cbe63350172b232505939461981a33464091edaa
9a2230a54202a093729867d8124ae0f3840aa3bf8d757¢5915dec7000c3d31d4
ab5d6dbe42d7fae885ce5fbh677f77e4af0311c3deabe2bb60ffdd2d5032c0abbch
66983b7966172913b8950c5492e191abe9dchBb64392be9abB7afaa59f0e21fac
c36958d1aed154b2e71dcebf1558bfh02fd29aedbef2ed35f51dee9f1f1f6a5b
94b6ab11be5c408ed1f57de41d200a72e45169e66f2df88c697b5422a414cddc
06be8376e9874856¢c3bbbd2603ce8dad252090c3¢c86c16872b1T8882b08235392
2a11dd2e7dd4df804243¢c9d36360cfaafa23a512a0eee3d59d23e96c074b9df4
94dd9fb1e1e4198992ca43c2f070e9d4ebe27c4b632779ba23e2df1c8696e56¢
5a97117d860f28c4e897df20012d65a9fc6c9caebBfd94d260af8ada7b2b76aea
44h9a9a18d449a4e474a2a088ec8144eef7615e329fdb6163fal15¢cfeb5¢c7a189
79¢c51e64516e01b6207ee7dd87fd7749ccf1¢c9431da48f34b8821d4d1f9b34c8
434c3966136abd0725e719b61e0117748d0f312559¢c3af1969cc423fdfab41e0
02af9aa976b65027783ff15a1175543aec72faf9c7cleaaa8aba7f9960f5f7e0
e24f2bfb5847bea3f02898772d2f28a0185951db3b37¢c8b5d2¢c0d9¢c327a60036
980c944b29c12dd3aBcecfodc542f6f0df8ca84674086f7554f596bec85347d8
78c569a44e87928292eadbeca246fdaadbefb6f5827f323adf8daa9bb0B56ebf4
a2644c7f4a5fc3cc5f2a03778b1ccd31151dadbc7b27fb9001e6e732d9938917
65bd5eec1849404fal1ae674858a4180bcfccOf93ed64ca94afd41afie5ea3169
7db3baf913fa35a92903eab84e5e31b8337278aa8e743f7e5dd13769¢c591febf
89b1e8ab7066810¢c39298¢c1125718819b8b7ea2abc75f86e62eadeabB5a8a5¢c36
d2e655ch805af1d54fce7838890d214a2a7e7112383adccdbdc2e648c9db7d1d
7f8575e7aa8¢c6c9070c1¢c245b737f939bc8edf272777f90d820229e000000000
000000000DVOVVVVOVVVVNVNVNNOVDNNVVVDONVVNONB4080T171d292e31" }

}

C.4. Examples of Bad Private Keys

WARNING: These private keys are purposely bad. Do not use them in production
systems.

Turner, et al. Standards Track Page 65



RFC 9935 ML-KEM in Certificates February 2026

The following examples demonstrate inconsistent seed and expanded private keys.

C.4.1. ML-KEM Inconsistent Seed and Expanded Private Keys

Four ML-KEM-512-PrivateKey examples of inconsistent seed and expanded private keys are
shown as follows:

1. The first ML-KEM-512-PrivateKey example includes the both CHOICE, i.e., both seed and
expandedKey are included. The seed and expanded values can be checked for
inconsistencies.

2. The second ML-KEM-512-PrivateKey example includes only expandedKey. The expanded

private key has a mutated s_0 and a valid public key hash, but a pairwise consistency check
would find that the public key fails to match private.

3. The third ML-KEM-512-PrivateKey example includes only expandedKey. The expanded
private key has a mutated H(ek); both a public key digest check and a pairwise consistency
check should fail.

4. The fourth ML-KEM-512-PrivateKey example includes the both CHOICE, i.e., both seed and
expandedKey are included. There is mismatch of the seed and expanded private key in only
the z implicit rejection secret; here, the private and public vectors match and the pairwise
consistency check passes, but z is different.

The following is the first example:
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————— BEGIN PRIVATE KEY-----

MIIGvgIBADALBglghkgBZQMEBAEEggagMIIGpgRAAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8hIiMkJSYnKCkgKywtLi8wMTIzNDU2Nzg503js8PT4/QASC
BmDvsn6JOEO1+bZhFYaTegU33BzhWY5u8TDVVBiwaUFnGLk3E4KY11kk0OQVvUIErq
c6VzJCCGVwzLKkAdwiCoTOZIeHEY1lqwgwpJUosrxyCyFgSFL9d570FT3+QyRXG5tG
Z6yF1UbOoVEPV51tPMMKMY3QBrartJ/LOwD2QT6F4hF5wXk12bU8dgwLDAJYxZhd
eQNgMTo6rLojsTCL939wAcATks/zfCXBJD+J8FAzBikeocuHoaM49HaPzIzm95fE
co8AWycNeJG8djQHiqjfaMYpNg01ldjW82ZycuxOtenMbZsc+GLFUmWiqgZ jxgupeV
G4+1QZpRmsKUBptIymHRcsMUCMHicS+19miPXIOPEQvORmMEOqaBe12RZkkLj6y27
Uk4kZ5TB82bpqjccBB10g41Q88nsOV2fYMVt5UFCoM153A8tBBNbfAPNIWrpRQHa
+TdRbDHeyhTHg2 /GExQ81hhfB4DP/C+v+XBY4F5xMh4euY jsWXsPC5MPyX1n6aDe
eYnB9q61wWkTK6indGy1clrZwQX70Ta7I8brALnFQDuUlzhqE8f510sDoBUHqCEmM
eh0Za60KkLtpppJFWElopV7adF1USzZNG8IIV8p2hk5PxN6gYGBcLtsrp1ruBYkLg
GaZpTMWYIEiMc4nv43j0Y07yTZCRkwJN8ed4wBlyr6ysU17FdsuxI7wJRHYa26pyxh
6hOkg1utBI8XSTZXA4/EpOJZmMOdAXP97IsoF2IpPEBALITqsKkZSSH99ZCyg2al T
5JsFAVw5wQbHuYwaUgFWM2Z4xk81IJKVbKZD4SCboXaeYRSjdkCCpBoItlz8t8cF
WVw9G290tkqcu8Y5jJzMYWSUARL5VmMUIdKK4JLGshait+hvQ2xCzEEPQgqbn7rIZ3
ec04uK11lgS/og7cVtb6tSFASE1IRfxBLWO24tYiKszHLKBOhbVZzR2GyOxKVef8Xsi
CJg8GxdrunLD1rfe237IW7VX4UvBdp3V4YGG+sctw1tMVOo7FWK8+sEMd1VVhBZX
q@aRgqxBRo8uY5m1IG2pIYDQSZm1IRr/zGygxEYYCeK+p2x5YyDpt2IEIoVWu8cCm
loiUsRuop7njMsrudkX/hipV3DfkmwHUtKe6BaAb2MKLprTD1T+QCyWMgpBoImQW
I2F6qEbx4pGmwhssh@iF9ikVUnA7GQSpNyPpV4LuksVV28LwDBdfLJuwuIo4R5Xg
1Ju860ha8Qz7xHKpQ7MKRS717I+D4V2Uopy/MrLU/Hxeg5Go663FkA+2QJ76km8y
+qE8028vM25KSgdLAnsUeIPgnIkXfGWcOSc5ZytrscTGIcXAQsiQhxWLcz2IFylr
0DGwJXVNnN2Dt+a2QV46nFX8kF2LUoB0OEY®j /XEMJ8MqgmQTaNhgtLCUpCIYwS3S7
Fz/HRj/+AzbZISXgNV5dQF700VAsjEfftEN3AcGIgWzZ5D0+waOM98Me jCUSVLYF
1be4gXyv9jmgwlcI6bwsGsFtIHBzwwIc80y+PWgNswRPIGHJWNn+ZKTaetmrspooj
wme20L1sCg2asSt6gTs/C7BWVbAZcwTuR2hadCelkhKCOzz4Jmyghim4GMQTnEGG
wYcd92UvxsLZZMaOBGUG4y1oUnmyThoKORa2y8xCVs7saBUDaanfGivRaoTByGal
EG4ugDghfI6RG7A2CCKkfLsANDGBURLQYg6RZXNOai679nnZYsJTVOm/YV8iioKU
mFhvgx4sK44rMAIKgmC+7LxHVHGra45wtjgwpg8NYH/vcbxvYwk /IyaOmQKGiGIA
zLgF+40EV1IMQlUOxeh3spjJtm4rV2kUshji24i9h4R0PZ8DVZq41qTfxJcsaVndQ
4HhdomaWKnJ61EpgMre0QlyYxp2GOAJf52GdIyKsAVIy2bfWMmuHhAniYarDxz@N
+6JYBQ67VTT7AVHVX1aeVh3Vgb6qVi7XX447eQoMy230pwnAMSI4fART jZwA/5mev
42x0+n6QWhj1BC8iEafPhBz/F5BtGVQwWjMSii111xw/9+1ygB1JOSR+8Gbu450Q/
URONz67mpuE1dXK2fWtiQmYsoAnY@ghOArxWajY+/0pEdTMpOV105HVZzD50LQ05m
hHpZnF6s8BFNh4KdUx3AVX9XISTIjJCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+

The following is the second example:
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————— BEGIN PRIVATE KEY-----
MIIGeAIBADALBglghkgBZQMEBAEEgQQZkBIIGYHFVT9Q2NE8nhbGzsbrBhLZnkAMz
bCbxWn30eMSCXGvgPzxKSA91tBhqrTHToAUYYj/SB6tSjdYnIUlYNa4AYsNntOpx
uvEKrQ6KKQIHa+MTSL6xXMwJV83rtK/yJnVrvGAbZWireErLrrNHAvD4aiYgIRiy
KyPANVh3bHNBTbqYM3nIA+DcwxYKEXVwMOacaR15jYHraYgaRIOpnlpcssMcmmYX
mfPMiceQcG6gQWKQRAQqg67YiGDj1MaRh+IQXSjMFOWSNZLWfdAKpD/0tOrkQUAC
hmtccTxqjXOWz31i4GdbxLp5adCM5CPCxXjXxLgDKcXN21XISSjjqoBj5aqWdkA/kX
NbEQEMf1kwk TZNyGRFVIBIQKmiFyQhJGn4p7D0CsaY64bKO5p/SCTZpRY6rCHuaA
iwU8ij+ssLZ0S1Jiu8smpDImTIcytkz8es8J1gXOHH1gYJdgxDODP+ADQ/sYKDAK
QkdBEW5LRbsnbqgRKaDbTG5gvOYREB6MY1ROk14CImeTCKPncIBZcqe®I+sjKFHD
bS7VPT7Tu3UAY3BhpdwikvocRmwHNUaDMovsLB7Sy1yZt47KCWkDjPfDTdAEYck4x
yuCGIGsOMCtSD10Xet7Vs8zgKszoCOomvMByY1/bk/FOWKX8HU2j1DgKH1fpzGYQ
1DigdfDSgT/MShmcx22zgj8nCwBhWUGS1AQR03/7r64sFQF1zsXGv3PF1fuSzRUx
JgfaBwd4ZSvZ1EVEi8fRpTQzi60LrWZWxdUCznhQgxWHJE7 rWPQ5q14IVOpxjIqgs
PXfHmLuhVCczvnNEjyP7cMDINTonyIMixSGEk6+70AhkNNbWC1la6iH3UmMOrJqCH
CZ0BWgakCXXyGK3KFYLWT /yGUvuzqab7wwT5GUX6Sq7yh4 /XFd9wWETOjefRIhvgS
yD/ytxmmnh7HSuSxWszTrtW1POdgewmCRxYzuXPLQKGgAVBKQk+hGkecAjAXQ20q
KQDpk+taCgZoOAMTOqt8gH8TEMSZKY7 rpXMjWXDmVgV5ZfRBDVc8pqlMzyTJRhp1b
zb5IcST2Ari2pmwWxHYWSK12XPXYAGtRXpBafwrAdrDGLvoygVPnylcBaZ8TBfHm
vG+Qs0SbaTUSts6ZKouAFt38GmYsfj+WGcvYad13GvMIlszVkYrGy3dGbF53mZbW
f/mqvJdQPyx7fi0ADYZFD7GAfKTKvaR1lgloxx4mht6SRqzhyd10yDQtxkg+iE81A
kOFrg7gSTmn2XmLLUADcw3qpoP/30XDEdy81fSQYnKb1MFVowOI3ajdipoxgX1lY8
XSCVcuD8dTLKKUcpU1VntfxBPF6HktJGRTbMgI+YrddGZPFBVm+QFgkKVBgpqYoE
ZM5BqLtEwtT6PCwglGByYy jvFKGNnxMm5jRIg08zDUpFggasteDj3/2tTrgWgMafWRr
evpsRZM1JgPDdVYZvplMIRwqMcBbNEeDbLIVC+GCna5rBMVTXPOUbjkrp5dBFyD5
JPSQpaxULfITVtVQt4KmTBaItrZVvMeEIZekNML2Vjtbfwmni8xIgjJ4NWHRbOY6
tnVUAAUHgVcMZmBLgXrRJSKUc26LAYYaS1pOUZuLb+UUiaUHI5L1h2JscTd2V10z
gGocjicyr5fCaA9RZmMxx0uLvAQxxPloMtrxs8RVKPuhU/bHixwZhwKUfMBzdyek
b7U70R31yBGRNGhZUWy2rXJADzzyCbI2rvNaWArIfrPjD6/WaXPKin3SZ1r@H3o0X
thQzzRr4D3cIhp9mVIhJeYCxrBCgzctjagDthoGzXkKRJMgANQcluF+DperDpKPM
FgCQPmUpNWC5szblrw1SnawaBIEZMCy3gbzBEL1IUb8CEX8ZncSFqFK3Rz8JuDGm
gx1bVMC3kNI1z2u5LZRiomzbM921Ejx6rw4moLg2Ve6ii/00BAC1AY/WuuS2Ac9h
uqtxp6PTUZejQ+dLSicsE11UCJZCbYW31YO70KabmH7DciXHtEZbEt3kUS5tKsII2
NoPwS/egnMXEHT6DChsWLgsyQzQ2LwhKFEZ3IzRLrdAA+NjFN8SPmY8FMHZzrOe3g
uBw7xZoGWhttY7JsgvEB/2SAY7N24rtsW3RV91W1DC/q2t4VDvoODm82WuogISTj
JCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+Pw==

————— END PRIVATE KEY-----

The following is the third example:
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————— BEGIN PRIVATE KEY-----
MIIGeAIBADALBglghkgBZQMEBAEEgQgZkBIIGYHBVT9Q2NE8nhbGzsbrBhLZnkAMz
bCbxWn30eMSCXGvgPzxKSA91tBhqrTHToAUYYj/SB6tSjdYnIUlYNa4AYsNntOpx
uvEKrQ6KKQIHa+MTSL6xXMwJV83rtK/yJnVrvGAbZWireErLrrNHAvD4aiYgIRiy
KyPANVh3bHNBTbqYM3nIA+DcwxYKEXVwMOacaR15jYHraYgaRIOpnlpcssMcmmYX
mfPMiceQcG6gQWKQRAQqg67YiGDj1MaRh+IQXSjMFOWSNZLWfdAKpD/0tOrkQUAC
hmtccTxqjXOWz31i4GdbxLp5adCM5CPCxXjXxLgDKcXN21XISSjjqoBj5aqWdkA/kX
NbEQEMf1kwk TZNyGRFVIBIQKmiFyQhJGn4p7D0CsaY64bKO5p/SCTZpRY6rCHuaA
iwU8ij+ssLZ0S1Jiu8smpDImTIcytkz8es8J1gXOHH1gYJdgxDODP+ADQ/sYKDAK
QkdBEW5LRbsnbqgRKaDbTG5gvOYREB6MY1ROk14CImeTCKPncIBZcqe®I+sjKFHD
bS7VPT7Tu3UAY3BhpdwikvocRmwHNUaDMovsLB7Sy1yZt47KCWkDjPfDTdAEYck4x
yuCGIGsOMCtSD10Xet7Vs8zgKszoCOomvMByY1/bk/FOWKX8HU2j1DgKH1fpzGYQ
1DigdfDSgT/MShmcx22zgj8nCwBhWUGS1AQR03/7r64sFQF1zsXGv3PF1fuSzRUx
JgfaBwd4ZSvZ1EVEi8fRpTQzi60LrWZWxdUCznhQgxWHJE7 rWPQ5q14IVOpxjIqgs
PXfHmLuhVCczvnNEjyP7cMDINTonyIMixSGEk6+70AhkNNbWC1la6iH3UmMOrJqCH
CZ0BWgakCXXyGK3KFYLWT /yGUvuzqab7wwT5GUX6Sq7yh4 /XFd9wWETOjefRIhvgS
yD/ytxmmnh7HSuSxWszTrtW1POdgewmCRxYzuXPLQKGgAVBKQk+hGkecAjAXQ20q
KQDpk+taCgZoOAMTOqt8gH8TEMSZKY7 rpXMjWXDmVgV5ZfRBDVc8pqlMzyTJRhp1b
zb5IcST2Ari2pmwWxHYWSK12XPXYAGtRXpBafwrAdrDGLvoygVPnylcBaZ8TBfHm
vG+Qs0SbaTUSts6ZKouAFt38GmYsfj+WGcvYad13GvMIlszVkYrGy3dGbF53mZbW
f/mqvJdQPyx7fi0ADYZFD7GAfKTKvaR1lgloxx4mht6SRqzhyd10yDQtxkg+iE81A
kOFrg7gSTmn2XmLLUADcw3qpoP/30XDEdy81fSQYnKb1MFVowOI3ajdipoxgX1lY8
XSCVcuD8dTLKKUcpU1VntfxBPF6HktJGRTbMgI+YrddGZPFBVm+QFgkKVBgpqYoE
ZM5BqLtEwtT6PCwglGByYy jvFKGNnxMm5jRIg08zDUpFggasteDj3/2tTrgWgMafWRr
evpsRZM1JgPDdVYZvplMIRwqMcBbNEeDbLIVC+GCna5rBMVTXPOUbjkrp5dBFyD5
JPSQpaxULfITVtVQt4KmTBaItrZVvMeEIZekNML2Vjtbfwmni8xIgjJ4NWHRbOY6
tnVUAAUHgVcMZmBLgXrRJSKUc26LAYYaS1pOUZuLb+UUiaUHI5L1h2JscTd2V10z
gGocjicyr5fCaA9RZmMxx0uLvAQxxPloMtrxs8RVKPuhU/bHixwZhwKUfMBzdyek
b7U70R31yBGRNGhZUWy2rXJADzzyCbI2rvNaWArIfrPjD6/WaXPKin3SZ1r@H3o0X
thQzzRr4D3cIhp9mVIhJeYCxrBCgzctjagDthoGzXkKRJMgANQcluF+DperDpKPM
FgCQPmUpNWC5szblrw1SnawaBIEZMCy3gbzBEL1IUb8CEX8ZncSFqFK3Rz8JuDGm
gx1bVMC3kNI1z2u5LZRiomzbM921Ejx6rw4moLg2Ve6ii/00BAC1AY/WuuS2Ac9h
uqtxp6PTUZejQ+dLSicsE11UCJZCbYW31YO70KabmH7DciXHtEZbEt3kUS5tKsII2
NoPwS/egnMXEHT6DChsWLgsyQzQ2LwhKFEZ3IzRLrdAA+NjFN8SPmY8FMHZzrOe3g
uBw7xZoGWhttY7Jsg/EB/2SAY7N24rtsW3RV91W1DC/q2t4VDvoODm82WuogISTj
JCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+Pw==

————— END PRIVATE KEY-----

The following is the fourth example:
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————— BEGIN PRIVATE KEY-----
MIIGvgIBADALBglghkgBZQMEBAEEggagMIIGpgRAAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8gISIjJCUmJygpKissLS4vMDEyMzQ1Njc40To7PDO+PwSC
BmBwVU/UNjRPJ4Wxs7G6wYS2Z5ADM2wm8Vp96HjEglxr4D88SkgPdbdIaqOx06AF
GGI/BgerUo3WJyFJWDWUAGLDZ7dKcbrxCq@0iikCB2vjEQi+sVzMCVTIN67Sv8iZ1
a7xgG2Voq3hKy66zRwLw+GomICEYsisj+DVYd2x5wU26mDN5yAPg3MMWChF1cDDm
nGkZeY2B62mKmkSDqZ5aXLLDHJpmF5nzzInHkHBUOEFikEXUKoOu2Ihg45TGkYfi
EFB0zBTsOTWS1n3QCqQ/6LTq5EFAA0ZrXHEBao19Fs94uBnW8S6eWnQjo0QjwsV48
S6gynFzdpVyEko46qAY+WqlnZAP5FzWxEBDH9ZMJE2TchkRbyASECpohckISRp+K
ewzgrGmOuGytOafegk2aUWOoqwh7mgIsFPIo/rLC2dEtSYrvLJqQ/ZkyHMrZM/HrP
CZYF9Bx5YGCXasQzgz/gABP7GCgwCkJHQRFUSOW7J260ESmg20xuYLzmERAe jGJU
dJJeAiJnkwij53CNGXKntCPrIyhRw20u1T0+07t1AGNwYaXcIpL6HEZsBzVGgzKL
7CweBstcmbeOyglpA4z3wB3RGHJOMcrghiBrNDArUg9dF3re1bPM4CrM6AjqJrzA
cmJf25PxdFil/B1No5Q4Ch9X6cxmEJQ40HXwWOOE /zEoZnMdts4I/JwsAYV1BkpQE
EaN/+6+uLBUBZc7Fxr9zxZX7ks@VMSYH2gcHeGUr2ZRLxIvHBaUBM4utC6 1mVsXV
As54UKsVhyR061j00ateCFdKcYyKrD13x5170VQnM75zRI83j+3DA5TU6J8iDIsUh
hJOvuzgIZDTW1gpWuoh91JjDgyaghwmTgVgmpAl18hityhWC1k/8h1L7s6mm+8ME
+R1F+kqu80eP1xXfcBE9I3nBSIb4Esg/8rcZpp4ex@rksVrMO67VpTznansJgkecW
M71zy@ChoAFdCkJPoRpHNAIWFONtKikA6ZPrWgoGdADHOKrfIB/E+jEmSm066VzI /GZ3EhahSt0Oc/CbgxpoMdW1TAt5DSJc9ruS2UYqJs2zPdpRI8eq80
JqC4N1XuoovzqAdHJQGP1rrktgHPYbgrcaejB1GXo0PnS@onLBJAVAiIWQm2Ft5WN
0zimuph+w3I1x7RM2xLd5FObSrCCNjaD8Ev3oJzFxB3+gwobFi4LMkMONi8IShRG
dyMBS63QAPjYXTTEj5SmPBTB869Ht4Lgc08WaBlobbWOybILxATf9kgGOzduK7bFt0
VfZVpQwvetreFQ76Dg5vN1rqICEiIyQlJicoKSorLCOuLzAXMjMONTY30Dk60zw9
Pj4=
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