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Abst ract

Thi s docunment specifies EAP-PSK, an Extensible Authentication
Protocol (EAP) nmethod for nutual authentication and session key
derivation using a Pre-Shared Key (PSK). EAP-PSK provides a
protected comruni cati on channel when nutual authentication is
successful for both parties to conmunicate over. This docunent
descri bes the use of this channel only for protected exchange of
result indications, but future EAP-PSK extensions may use the channe
for other purposes. EAP-PSK is designed for authentication over

i nsecure networks such as | EEE 802. 11
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I ntroduction
Desi gn Goal s for EAP-PSK

The Extensible Authentication Protocol (EAP) [3] provides an
aut hentication framework that supports nultiple authentication
net hods.

Thi s docunent specifies an EAP nethod, called EAP-PSK, that uses a
Pre- Shared Key (PSK).

EAP- PSK was devel oped at France Tel ecom R& in 2003-2004. It is
publ i shed as an RFC for the general information of the Internet
community and to all ow i ndependent inplenentations.

Because PSKs are of frequent use in security protocols, other
protocols may also refer to a PSK or contain this word in their nane.
For instance, W-Fi Protected Access (WPA) [48] specifies an

aut hentication node called "WPA-PSK". EAP-PSK is distinct fromthese
protocol s and should not be confused with them

Desi gn goal s for EAP-PSK were

o Sinplicity: EAP-PSK should be easy to inplenent and depl oy w t hout
any pre-existing infrastructure. |t should be avail able quickly
because recently-rel eased protocols, such as | EEE 802. 11i [27],
enmploy EAP in a different threat nodel than PPP [44] and thus
requi re "nmodern" EAP net hods.

0 Wde applicability: EAP-PSK should be suitable to authenticate
over any network, and in particular over |EEE 802.11 [28] wirel ess
LANS.

0 Security: EAP-PSK should be conservative in its cryptographic
desi gn.

0 Extensibility: EAP-PSK should be easily extensible.
1. Sinplicity

For the sake of sinplicity, EAP-PSK relies on a single cryptographic
primtive, AES-128 [7].

Restriction to such a prinitive, and in particular, not using
asymmetric cryptography like Diffie-Hellmn key exchange, nmakes EAP-
PSK:
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0 Easy to understand and i npl enment whil e avoidi ng cryptographic
negoti ati ons.

0o Lightweight and well suited for any type of device, especially
those with little processing power and nenory.

However, as further discussed in Section 8, this prevents EAP-PSK
fromoffering advanced features such as identity protection, password
support, or Perfect Forward Secrecy (PFS). This choice has been
deliberately nmade as a trade-of f between sinplicity and security.

For the sake of sinplicity, EAP-PSK has al so chosen a fixed nessage
format and not a Type-Length-Value (TLV) design

1.1.2. Wde Applicability

EAP- PSK has been designed in a threat nodel where the attacker has
full control over the comunication channel. This is the EAP threat
nodel that is presented in Section 7.1 of [3].

1.1.3. Security

Since the design of authenticated key exchange is notoriously known
to be hard and error prone, EAP-PSK tries to avoid inventing any new
cryptographic nechanism It attenpts instead to build on existing
primtives and protocols that have been reviewed by the cryptographic
conmuni ty.

1.1.4. Extensibility
EAP-PSK explicitly provides a nechanismto allow future extensions
within its protected channel (see Section 3.3). Thanks to this
mechani sm EAP-PSK will be able to provide nore sophisticated
services as the need to do so ari ses.

1.2. Term nol ogy

Aut henti cation, Authorization, and Accounting (AAA)
Pl ease refer to [10] for nore details.

AES- 128 A bl ock ci pher specified in the Advanced Encryption
Standard [7].

Aut henti cati on Key (AK)

A 16-byte key derived fromthe PSK that the EAP peer and
server use to nutually authenticate.
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AKEP2 An aut henti cated key exchange protocol; please refer to
[14] for nore details.

Backend Aut hentication Server
An entity that provides an authentication service to an
Aut henticator. Wen used, this server typically executes
EAP nethods for the Authenticator. (This termnology is
al so used in [26], and has the sane neaning in this

docunent . )

CVAC Ci pher - based Message Aut hentication Code. It is the
aut henti cati on node of operation of AES reconmended by N ST
in[8].

Ext ensi bl e Aut henticati on Protocol (EAP)
Defined in [3].

EAP Aut henticator (or sinply Authenticator)
The end of the EAP link initiating the EAP authentication
met hods. (This ternminology is also used in [26], and has
the same neaning in this docunent.)

EAP peer (or sinply peer)
The end of the EAP link that responds to the Authenticator
(In[26], this end is known as the Supplicant.)

EAP server (or sinply server)
The entity that terninates the EAP authentication with the
peer. \Wen there is no Backend Authentication Server, this
termrefers to the EAP Authenticator. Were the EAP
Aut henti cator operates in pass-through node, it refers to
t he Backend Aut hentication Server

EAX An aut henti cated-encryption with associ ated data node of
operation for block ciphers [4].

Ext ended Master Session Key (EMSK)
Addi tional keying material derived between the EAP peer and
server that is exported by the EAP nethod. The EMSK is
reserved for future uses that are not defined yet and is
not provided to a third party. Please refer to [9] for
nore details.
EAP- PSK generates a 64-byte EMSK

Initialization Vector (I1V)
A quantity of at |east 64 bytes, suitable for use in an
initialization vector field, that is derived between the
peer and EAP server. Since the IV is a known value in
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met hods such as EAP-TLS [11], it cannot be used by itself
for conputation of any quantity that needs to renain
secret. As a result, its use has been deprecated and EAP
met hods are not required to generate it. Please refer to
[9] for nore details.

EAP- PSK does not generate an IV.

Key- Derivation Key (KDK)
A 16-byte key derived fromthe PSK that the EAP peer and
server use to derive session keys (nanmely, the TEK, MK,
and EMSK).

Message Aut hentication Code (MAC
Informally, the purpose of a MACis to provide assurances
regardi ng both the source of a nessage and its integrity
[40]. | EEE 802.11i uses the acronym M C (Message Integrity
Check) to avoid confusion with the other neaning of the
acronym MAC (Medi um Access Control).

Mast er Session Key (MSK)
Keying material that is derived between the EAP peer and
server and exported by the EAP nmethod. In existing
i npl enent ati ons, a AAA server acting as an EAP server
transports the MSK to the Authenticator [9].
EAP- PSK generates a 64-byte MBK.

Net wor k Access ldentifier (NAl)
Identifier used to identify the conmunicating parties [2].

One Key CBC-MAC 1 (QVACL)
A nethod to generate a Message Authentication Code [29].
CMAC i s the nane under which N ST has standardi zed OVACI.

Perfect Forward Secrecy (PFS)
The confidence that the conprom se of a long-term private
key does not conpronise any earlier session keys. [In other
words, once an EAP dialog is finished and its corresponding
keys are forgotten, even soneone who has recorded all of
the data fromthe connection and gets access to all of the
| ong-term keys of the peer and the server cannot
reconstruct the keys used to protect the conversation
wi t hout doing a brute-force search of the session key
space.

EAP- PSK does not have this property.

Bersani & Tschofenig Experi ment al [ Page 7]



RFC 4764 EAP- PSK January 2007

Pr e- Shared Key (PSK)

A Pre-Shared Key sinply neans a key in symetric
cryptography. This key is derived by sonme prior nmechani sm
and shared between the parties before the protocol using it
takes place. 1t is merely a bit sequence of given |ength,
each bit of which has been chosen at randomuniformy and

i ndependently. For EAP-PSK, the PSK is the |ong-term 16-
byte credential shared by the EAP peer and server

Protected Result Indication
Pl ease refer to Section 7.16 of [3] for a definition of
this term This feature has been introduced because EAP-
Success/ Fai l ure packets are unidirectional and are not
pr ot ect ed.

Transi ent EAP Key (TEK)
A session key that is used to establish a protected channe
bet ween the EAP peer and server during the EAP
aut henti cati on exchange. The TEK is appropriate for use
with the ciphersuite negotiated between the EAP peer and
server to protect the EAP conversation. Note that the
ci phersuite used to set up the protected channel between
the EAP peer and server during EAP authentication is
unrelated to the ciphersuite used to subsequently protect
data sent between the EAP peer and Authenticator [9].
EAP- PSK uses a 16-byte TEK for its protected channel, which
is the only ciphersuite avail abl e between the EAP peer and
server to protect the EAP conversation. This ciphersuite
uses AES-128 in the EAX node of operation

1.3. Conventions

Al'l nunbers presented in this docunent are considered in network-byte
or der.

| | denotes concatenation of strings (and not the |ogical OR).

MAC(K, String) denotes the MAC of String under the key K (the
algorithmused in this docunent to conpute the MACs is CMAC with AES-
128; see Section 3.2).

[String] denotes the concatenation of String with the MAC of String
cal cul ated as specified by the context. Hence, we have, with K
specified by the context: [String]=String||MAC(K, String)

** denotes integer exponentiation
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i " denotes the unsigned binary representation on 16 bytes of the
integer i in network byte order. Therefore, this notation only makes
sense when i is between 0 and 2**128-1

<i > denotes the unsigned binary representation on 4 bytes of the
integer i in network byte order. Therefore, this notation only makes
sense when i is between 0 and 2**32-1

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

1.4, Related Wrk

At the time this docunent is witten, only three EAP nethods are
standards track EAP nethods per |ETF term nol ogy (see [17]), nanely:

0 MD5-Chal | enge ( EAP- Request/ Response type 4), defined in [3], which
uses a MD5 challenge simlar to [45].

o OTP (EAP-Request/ Response type 5), defined in [3], which ainms at
provi ding One-Time Password support simlar to [22] and [39].

0 GIC (EAP-Request/ Response type 6), defined in [3], which ains at
provi di ng Generic Token Card Support.

Unfortunately, all three nmethods are deprecated for security reasons
that are explained in part in [3].

Myriads of EAP nethods have, however, been ot herw se proposed:

0 One as an experinmental RFC (EAP-TLS [11]), which therefore is not
a standard (see [25]).

o Some as individual Internet-Draft subm ssions (e.g., [42] or this
docunent).

0 And sone even undocunented (e.g., Rob EAP, which has EAP-Request/
Response type 31).

However, no secure and mature Pre-Shared Key EAP nethod is yet easily
and widely available, which is all the nore regrettabl e because Pre-
Shared Key nethods are the nost basic ones!

The existing proposals for a future Pre-Shared Key EAP nethod are

briefly reviewed hereafter (please refer to [16] for a nore thorough
synt hesi s of EAP net hods).
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Anong t hese proposals, there are sone that:

(o]

Are broken froma security point of view e.g.

* LEAP, which is specified in [38] and whose vulnerabilities are
di scussed in [49].

*  EAP- MSCHAPv2, which is specified in [34] and whose
vul nerabilities are indirectly discussed in [43].

Essentially require additional infrastructure, e.g., EAP-SIM]J24],
EAP- AKA [12], or OTP/token card nethods |ike [31].

Are not shared key nethods but are often confused with them
nanely, the password nethods, e.g., EAP-SRP [18] or SPEKE [ 30],
whose wi de adoption very unfortunately seens to be hindered by
Intellectual Property Rights issues.

Are generic tunneling nethods, which do not essentially rely on
Pre-Shared Keys as they require a public-key certificate for the
server and allow the peer to authenticate with whatever EAP net hod
or even other non-EAP aut hentication nmechani sms, nanely, [32] and
[21].

Are abandoned but have provided the basis for EAP-PSK, nanely,
EAP- Archie [47].

Are possible alternatives to EAP-PSK (i.e., clainmed to be secure
and subject of active work):

*  EAP- FAST [42].
*  EAP-1KEv2 [46].

* EAP-TLS (when shared key/ password support is added to TLS; see
[50]).

EAP- PSK differs fromthe aforementi oned nethods on the follow ng

poi nt s:

0o No attacks on EAP-PSK within its threat nodel have yet been found.

0 EAP-PSK was not designed to | everage a pre-existing
infrastructure. Thus, it does not inherit potential linitations
of such an infrastructure and it should be easier to deploy "from
scratch".

0 EAP-PSK wi shed to avoid | PR bl ockages.
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0 EAP-PSK does not have any dependenci es on protocols other than
EAP.

0 EAP-PSK was restricted to sinply proposing a Pre-Shared Key met hod
with symmetric cryptography

* To remain sinple to understand and i npl enent
* To avoid potentially conplex configurations and negoti ati ons

0 EAP-PSK was designed with efficiency in nmnd.
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Figure 1 presents an overvi ew of the EAP-PSK key hierarchy.
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Fi gure 1: EAP-PSK Key Hierarchy Overvi ew
2.1. EAP-PSK Key Hierarchy

This section presents the key hierarchy used by EAP-PSK. This
hierarchy is inspired by the EAP key hierarchy described in [9].

2.1.1. The PSK
The PSK is shared between the EAP peer and t he EAP server

EAP- PSK assumes that the PSK is known only to the EAP peer and EAP
server. The security properties of the protocol are conpronised if
it has wider distribution. Please note that EAP-PSK shares this
property with all other symetric key nethods (including al
passwor d- based net hods).

EAP- PSK al so assunes the EAP server and EAP peer identify the correct
PSK to use with each other thanks to their respective NAIs. This
means that there MJUST only be at npbst one PSK shared between an EAP
server using a given server NAl and an EAP peer using a given peer
NAI .

This PSK is used, as shown in Figure 2, to derive two 16-byte static
I ong-lived subkeys, respectively called the Authentication Key (AK)
and the Key-Derivation Key (KDK). This derivation should only be
done once: it is called the key setup. See Section 3.1 for an

expl anation of why PSK is not used as a static long-lived key, but
only as the initial keying material for deriving the static |ong-
lived keys, AK and KDK, which are actually used by the protocol EAP-
PSK.
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T +
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Figure 2: Derivation of AK and KDK fromthe PSK
2.1.2. AK

EAP- PSK uses AK to mutually authenticate the EAP peer and the EAP
server.

AK is a static long-lived key derived fromthe PSK; see Section 3.1.
AK is not a session key.

The EAP server and EAP peer identify the correct AK to use with each
other thanks to their respective NAIs. This nmeans that there MJST
only be at npbst one AK shared between an EAP server using a given
server NAI and an EAP peer using a given peer NAI. This is the case
when there is at nobst one PSK shared between an EAP server using a
gi ven server NAl and an EAP peer using a given peer NAl; see

Section 2.1.1.

The EAP peer chooses the AK to use based on the EAP server NAl that
has been sent by the EAP server in the first EAP-PSK nessage (nanely,
ID S; see Section 4.1) and the EAP peer NAl it chooses to include in
t he second EAP-PSK nessage (nanely, ID_P; see Section 4.1).

2.1.3. KDK

EAP- PSK uses KDK to derive session keys shared by the EAP peer and
the EAP server (nanely, the TEK, MSK, and ENMSK).

KDK is a static long-lived key derived fromthe PSK;, see Section 3.1.
KDK is not a session key.

The EAP server and EAP peer identify the correct AK to use with each
other thanks to their respective NAIs. This nmeans that there MJST
only be at nost one AK shared between an EAP server using a given
server NAI and an EAP peer using a given peer NAI. This is the case

Bersani & Tschofenig Experi ment al [ Page 14]



RFC 4764 EAP- PSK January 2007

2.

2.

2.4,

2.

3.

when there is at nost one PSK shared between an EAP server using a
gi ven server NAl and an EAP peer using a given peer NAl; see
Section 2.1.1.
The EAP peer chooses the AK to use based on the EAP server NAI that
has been sent by the EAP server in the first EAP-PSK nessage (nanely,
ID S; see Section 4.1) and the EAP peer NAl it chooses to include in
t he second EAP-PSK nessage (nanely, ID P; see Section 4.1).

The TEK

EAP- PSK derives a 16-byte TEK thanks to a random nunber exchanged
during authentication (RAND P; see Section 5.1) and KDK

This TEK is used to inplement a protected channel for both mutually
aut henticated parties to comruni cate over securely.

The MK

EAP- PSK derives a MSK thanks to a random number exchanged duri ng
aut hentication (RAND P; see Section 5.1) and the KDK

The MSK is 64 bytes long, which conplies with [3].
The EMSK

EAP- PSK derives an EMBK t hanks to a random nunber exchanged duri ng
aut hentication (RAND P; see Section 5.1) and the KDK

The EMBK is 64 bytes |long, which conplies with [3].
The 1V

EAP- PSK does not derive any |V, which conplies with [9].

Crypt ographi ¢ Desi gn of EAP-PSK

EAP-PSK relies on a single cryptographic primtive, a block cipher,
which is instantiated with AES-128. AES-128 takes a 16-byte Pre-
Shared Key and a 16-byte Plain Text block as inputs. It outputs a
16- byt e Ci pher Text bl ock. For a detailed description of AES-128,
pl ease refer to [7].

AES- 128 has been chosen because:

o It is standardized and inplenmentations are w dely avail abl e.
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o It has been carefully reviewed by the cryptographic community and
is believed to be secure.

O her bl ock ciphers could easily be proposed for EAP-PSK, as EAP-PSK
does not intrinsically depend on AES-128. The only paraneters of
AES- 128 that EAP- PSK depends on are the AES-128 bl ock and key size
(16 bytes). For the sake of sinplicity, EAP-PSK has, however, been
chosen to restrict to a single mandatory bl ock ci pher and not all ow
the negotiati on of other block ciphers. |In the case that AES-128 is
deprecated for security reasons, EAP-PSK should al so be deprecated
and a cut-and-paste EAP-PSK should be defined with another bl ock

ci pher. This EAP-PSK should not be backward conpatible w th EAP-PSK
because of the security issues with AES-128. EAP-PSK should
therefore use a different EAP-Request/Response Type nunber. Wth the
EAP- Request / Response Type nunber space structure defined in [3], this
shoul d not be a problem The use of a different EAP-Request/Response
Type nunber for EAP-PSK w Il prevent this new nethod from being

vul nerabl e to chosen protocol attacks.

EAP- PSK uses three cryptographic parts:
0 A key setup to derive AK and KDK fromthe PSK

0 An authenticated key exchange protocol to nutually authenticate
the conmuni cating parties and derive session keys.

0 A protected channel protocol for both nmutually authenticated
parties to conmuni cate over.

Each part is discussed in nore detail in the subsequent paragraphs.
3.1. The Key Setup

EAP- PSK needs two cryptographically separated 16-byte subkeys for
mut ual aut hentication and session key derivation. Indeed, it is a
rule of thunb in cryptography to use different keys for different
applications.

It could have inplenmented these two subkeys either by specifying a
32-byte PSK that would then be split in tw 16-byte subkeys, or by
specifying a 16-byte PSK that would then be cryptographically
expanded to two 16-byte subkeys.

Because provisioning a 32-byte long-termcredential is nore

cunbersonme than a 16-byte one, and the strength of the derived
session keys is 16 bytes either way, the latter option was chosen
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Hence, the PSK is only used by EAP-PSK to derive AK and KDK. This
derivation should be done only once, inmedi ately after the PSK has
been provisioned. As soon as AK and KDK have been derived, the PSK
shoul d be deleted. If the PSKis deleted, it should be done so
securely (see, for instance, [19] for guidance on secure del etion of
t he PSK).

Derivation of AK and KDK fromthe PSK is called the key setup

0 The input to the key setup is the PSK

0 The outputs of the key setup are AK and KDK

AK and KDK are derived fromthe PSK using the nodified counter node
of operation of AES-128. The nodified counter node is a length

i ncreasing function, i.e., it expands one AES-128 input block into a
| onger t-block output, where t>=2. This npde was chosen for the key
setup because it had al ready been chosen for the derivation of the
session keys (see Section 3.2).

The details of the derivation of AK and KDK fromthe PSK are shown in
Fi gure 3.
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S +
|
|
oo +
| |
% %
Fom e e e - +  +---+ Fom e e e - +  +---+
| c1="1" |->| XOR| | c2="2" |->| XOR
| 16 bytes| +---+ | 16 bytes| +---+
temmmmm + | temmmmm +
| |
e + e +
|
| AES-128(PSK,.) | | AES-128(PSK,.)
| | | |
oo + oo +
| |
| |
% v
o e e e e e e e e oo - o + o e e e e e e e e oo - o +
| AK | | KDK |
| (16 bytes) | | (16 bytes) |
oo + e e +

Figure 3: Derivation of AK and KDK fromthe PSK in Details

The input block is "0". For the sake of sinplicity, this input block
has been chosen constant: it could have been set to a val ue dependi ng
on the peer and the server (for instance, the XOR of their respective
NAl s appropriately truncated or zero-padded), but this did not seem
to add nmuch security to the schene, whereas it added conplexity. Any
16-byte constant coul d have been chosen, as the security is not
supposed to depend on the particular value taken by the constant. "0"
was arbitrarily chosen
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3.2. The Authenticated Key Exchange

The aut hentication protocol used by EAP-PSK is inspired by AKEP2,
which is described in [14].

AKEP2 consists of a one-and-a-half round-trip exchange, as shown in
Figure 4, which is inspired by Figure 5 of [14].

Fi gure 4: Overvi ew of AKEP2

It is also worth noting that [14] focuses on cryptography and not on
designing a real-life protocol. Thus, as noted in subsection "Qut-

O - Band-Dat a" of [14], Alice has to send A, its identity, to Bob so
that Bob nmay select the appropriate credential for the sequel to the
conversation. This leads to a slightly conpl enented versi on of AKEP2
for EAP-PSK as depicted in Figure 5.

Fi gure 5: Overview of AKEP2
I n AKEP2,
0 RA and RB are random nunbers chosen respectively by Alice and Bob
0o A and B are Alice’'s and Bob’s respective identities. They all ow
Alice and Bob to retrieve the key that they have to use to run an

aut henti cat ed key exchange between each other. They are also
included in the protocol for cryptographic reasons.
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0o The MACs (see Section 1.3 for the notation "[]") are cal cul ated
usi ng a dedi cated key.
EAP-PSK instantiates this protocol wth:
o0 The server as Alice and the peer as Bob

0 RA and RB as 16-byte random nunbers, using Section 4.1 notations;
this means RA=RAND S and RB=RAND P

o0 Aand B as Alice’s and Bob’s respective NAls, using Section 4.1
notations; this neans A=ID S and B=ID P.

o The MAC algorithmas CMAC with AES-128 using AK and producing a
tag |l ength of 16 bytes.

o The nodified counter node of operation of AES-128 using KDK, to
derive session keys as a result of this exchange.

CMAC was chosen as the MAC al gorithm because it is capabl e of

handling arbitrary | ength messages, and its design is sinple. It
al so enjoys up-to-date review by the cryptographic community,
especi ally using provable security concepts. It has been recomended

by the NIST. For a detailed description of CMAC, please refer to
[8].

In AKEP2, the key exchange is "inplicit": the session keys are
derived fromRB. | n EAP-PSK, the session keys are thus derived from
RAND P by using KDK and the nodified counter node of operation of
AES- 128 described in [5]. This nbde was chosen because it is a
simpl e key derivation schene that relies on a block cipher and has a
proof of its security. It is a length increasing function, i.e., it
expands one AES-128 input block into a | onger t-block output, where
t>=2. The derivation of the session keys is shown in Figure 6.
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o m e e e e e e + o m e e e e e eae oo +
| RAND P | | KDK
| Input Block (16 bytes) | | Key Derivation Key (16 bytes)
Fom e e e e e am o + Fom e m e e e e e e e e e e e +
| |
% %
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa +

o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
| | |
% % %
I + meememmeeecieieaaaaaan + meememmeeecieieaaaaaan +
| TEK | | MBK | | EMSK |
| (16 bytes) | | (64 bytes) | | (64 bytes)
S + o e e e + o e e e +

Figure 6: Derivation of the Session Keys
The input to the derivation of the session keys is RAND P
The outputs of the derivation of the session keys are:
o0 The 16-byte TEK (the first output block).

o The 64-byte MSK (the concatenation of the second to fifth output
bl ocks) .

0 The 64-byte EMBK (the concatenation of the sixth to ninth output
bl ocks).

The details of the derivation of the session keys are shown in
Fi gure 7.
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| RAND_P |

S +
|
|
Fom e e e ek T
| | |
% % %
E + -+ E + -+ E + -+
| c1="1" |->| XOR| | c2="2" |->XOR....... | €9="9" |->| XOR
| 16 bytes| +---+ | 16 bytes| +---+ | 16 bytes| +---+
temmmmm + | temmmmm + | temmmmm +
| | |
e + e + e +
|
| AES-128(KDK,.) | | AES-128(KDK,.) |...... | AES-128(KDK, .)
| | | | |
o e oo + o e oo + o e oo +
| | |
| | |
% v v
S B RN SO + Fom e e e oo oo +
| Qutput Block #1 | | CQutput Block #2 | | Qutput Block #9
| (16 bytes) | (16 bytes) [..... | (16 bytes)
| TEK | | MSK (block 1/4) | | EMBK (bl ock 4/4)
B e + e +

Figure 7: Derivation of the Session Keys in Details

The counter values are set respectively to the first t integers (that
is, ci="i", withi=11to 9).

Keyin