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1. Introduction
The advent of quantum computing poses a significant threat to current cryptographic systems
because traditional cryptographic signature algorithms such as RSA, DSA, and their elliptic curve
variants will become vulnerable to quantum attacks ( ). Unlike previous
migrations between cryptographic algorithms, this migration gives us the foresight that
traditional cryptographic algorithms will be broken in the future but will remain strong in the
interim; the only uncertainty is around the timing. However, there are also some novel
challenges. For instance, the aggressive migration timelines may require deploying Post-
Quantum Cryptography (PQC) algorithms before their implementations have been fully
hardened or certified, and dual-algorithm data protection may be desirable over a longer time
period to hedge against security vulnerabilities and other implementation flaws in the new
implementations.

Cautious implementers may opt to combine cryptographic algorithms in such a way that an
adversary would need to break all of them simultaneously to compromise the protected data.
These mechanisms are referred to as "Post-Quantum Traditional (PQ/T) hybrids" .

This specification defines a specific instantiation of the PQ/T hybrid paradigm called "composite"
where multiple cryptographic algorithms are combined to form a single signature algorithm. The
composite algorithm presents a single public key and signature value such that it can be treated
as a single atomic algorithm at the protocol level. This provides a property referred to as
"protocol backwards compatibility" since it can be applied to protocols that are not explicitly
hybrid aware. The idea of a composite was first presented in . Composite algorithms
retain some security even if one of their component algorithms is broken, which is discussed in
detail in Section 9. This specification creates PQ/T hybrids with the Module-Lattice-Based Digital
Signature Algorithm (ML-DSA), defined in  as the Post-Quantum (PQ) component.
Instantiations of the Composite ML-DSA scheme are provided based on ML-DSA, RSASSA-PSS,
RSASSA-PKCS1-v1_5, ECDSA, Ed25519, and Ed448. The full list of algorithms registered by this
specification is provided in Section 6. Backwards compatibility in the sense of upgraded systems
continuing to interoperate with legacy systems is not directly covered in this specification, but it
is the subject of Section 10.3.

Certain jurisdictions have recommended that ML-DSA be used exclusively within a PQ/T hybrid
framework. The use of a composite scheme provides a straightforward implementation of hybrid
solutions compatible with (and advocated by) some governments and cybersecurity agencies 

.

Some implementers show interest in deploying composites for regulatory reasons; for example,
in some situations, it might be easier to re-certify an existing product by adding Post-Quantum
via a PQ/T hybrid to an already compliant solution without changing the traditional component,
compared with replacing the traditional component. Serving this use case, more than any other
design requirement, is what motivates the large number of algorithm combinations in this
specification: The goal is to provide a stepping stone from which any cryptographic algorithm an
organization has deployed today can evolve or transition.

Section 3 of [RFC9958]

[RFC9794]

[Bindel2017]

[FIPS.204]

[BSI2021] [ANSSI2024]
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While this specification registers a large number of composite algorithms, it is expected that
organizations will choose to deploy a single composite algorithm, or a small number of
composite algorithms, that meet the needs of their environment and operational constraints, and
very few implementers will need to concern themselves with the entire list. This specification
does not specify any mandatory-to-implement algorithms, but Section 10.4 provides a short list of
recommended composite algorithms for common use cases.

Composite ML-DSA is applicable in PKIX-related applications that would otherwise use ML-DSA
but where it is acceptable to have a signature primitive with the weaker property of Existential
Unforgeability under Chosen Message Attack (EUF-CMA) instead of the stronger property of
Strong Unforgeability under Chosen Message Attack (SUF-CMA), which Composite ML-DSA does
not offer.

Algorithm:

Application Backwards Compatibility:

Composite Cryptographic Element:

DER:

ECDSA:

EdDSA, Ed25519, and Ed448:

1.1. Conventions and Terminology
The key words " ", " ", " ", " ", " ", " ", "

", " ", " ", " ", and " " in this document are to
be interpreted as described in BCP 14  when, and only when, they appear in
all capitals, as shown here.

This specification is consistent with the terminology defined in . Some relevant
definitions from  are copied here for easier reading. In addition, the following
terminology is used throughout this specification:

The usage of the term "algorithm" within this specification generally refers to any
function that has a registered Object Identifier (OID) for use within an ASN.1
AlgorithmIdentifier. 

A property indicating whether an upgraded and non-
upgraded application can successfully establish communication. 

The definition in  is as follows:

A cryptographic element that incorporates multiple component cryptographic
elements of the same type for use in a multi-algorithm scheme, such that the
resulting composite cryptographic element is exposed as a singular interface of the
same type as the component cryptographic elements. 

For example, this could be an asymmetric algorithm such as "ML-DSA-65" or "RSASSA-PSS".

Distinguished Encoding Rules, as defined in . 

The Elliptic Curve Digital Signature Algorithm defined in . 

The Edwards-curve Digital Signature Algorithm (EdDSA) defined
in , with two parameter sets: Ed25519 and Ed448. 

MUST MUST NOT REQUIRED SHALL SHALL NOT SHOULD SHOULD
NOT RECOMMENDED NOT RECOMMENDED MAY OPTIONAL

[RFC2119] [RFC8174]

[RFC9794]
[RFC9794]

[RFC9794]

[X.690]

[FIPS.186-5]

[RFC8410]
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ML-DSA:

PKI:

Post-Quantum Traditional (PQ/T) Hybrid Scheme:

Protocol Backwards Compatibility:

RSA:

Signature:

The Module-Lattice-Based Digital Signature Algorithm defined in . 

Public Key Infrastructure, as defined in . 

 defines a PQ/T hybrid scheme
as follows:

A multi-algorithm scheme where at least one component algorithm is a post-
quantum algorithm and at least one is a traditional algorithm. 

A property whereby a new feature can be added to a
protocol without requiring any changes to the protocol's specification and only minimal
changes to its implementations. Typically, this means that the new feature fits within a
defined extension point of the protocol instead of requiring a structural change to the
protocol. This is notable because many PQ/T hybrids require modification of the protocol to
make it "hybrid aware", whereas this specification presents it as a standalone algorithm and
thus can take advantage of existing cryptographic agility mechanisms. 

The Rivest-Shamir-Adleman cryptosystem, used in this specification as the Probabilistic
Signature Scheme (RSASSA-PSS) defined in . 

A digital cryptographic signature, making no assumptions about which algorithm. 

[FIPS.204]

[RFC5280]

[RFC9794]

[RFC8017]

1.2. Notations
The algorithm descriptions use Python-like syntax. The following symbols deserve special
mention:

||
represents concatenation of two byte arrays. 

[:]
represents byte array slicing. 

(a, b)
represents a pair of values a and b. Typically, this indicates that a function returns multiple
values; the exact conveyance mechanism (tuple, struct, output parameters, etc.) is left to the
implementer. 

(a, _)
represents a pair of values where one (the second one in this case) is ignored. 

func(a) -> b
represents a function named func that takes a as input and produces b. 

RFC 10073 Composite ML-DSA November 2026
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Func<TYPE>()
represents a function that is parameterized by <TYPE> meaning that the function's
implementation will have minor differences depending on the underlying TYPE. Typically,
this means that a function will need to look up different constants or use different underlying
cryptographic primitives depending on which composite algorithm it is implementing. 

1.3. Composite Design Philosophy
Composite algorithms, as defined in this specification, follow the definition in  and
should be regarded as a single algorithm that performs a single cryptographic operation typical
of a digital signature algorithm. This generally means that the complexity of combining
algorithms can and should be handled by the cryptographic library or cryptographic module.
The design intent is that protocols such as PKCS #10 , the Certificate Management
Protocol (CMP) , X.509 , the Cryptographic Message Syntax (CMS) ,
and the Trust Anchor Format  can treat composite algorithms as they would any other
algorithm without the protocol layer to have any "hybrid awareness". This is a property referred
to as "protocol backwards compatibility".

Discussion of the specific choices of algorithm pairings can be found in Section 10.1.

In terms of security properties, the document considers the following two security properties:
Existential Unforgeability under Chosen Message Attack (EUF-CMA) and Strong Unforgeability
under Chosen Message Attack (SUF-CMA), which are discussed more rigorously in Sections 9.2.1
and 9.2.2. As a simplified summary, Composite ML-DSA will be EUF-CMA secure if at least one of
its component algorithms is EUF-CMA secure and the pre-hashed message representative PH is
collision resistant. SUF-CMA security of Composite ML-DSA is more complicated. While some of
the algorithm combinations defined in this specification are likely to be SUF-CMA secure against
classical adversaries, none are SUF-CMA secure against a quantum adversary. This means that
replacing an ML-DSA signature with a Composite ML-DSA signature is a reduction in security and
should not be used in applications sensitive to the difference between SUF-CMA and EUF-CMA
security. Composite ML-DSA is  for use in applications where it has not been
shown that EUF-CMA is acceptable. Further discussion can be found in Section 9.2.

[RFC9794]

[RFC2986]
[RFC9810] [RFC5280] [RFC5652]

[RFC5914]

NOT RECOMMENDED

2. Overview of the Composite ML-DSA Signature Scheme
Composite ML-DSA is a PQ/T hybrid signature scheme that combines ML-DSA as specified in 

 and  with one of the RSASSA-PKCS1-v1_5 or RSASSA-PSS algorithms defined
in , the Elliptic Curve Digital Signature Algorithm (ECDSA) scheme defined in Section 6
of , or Ed25519/Ed448 defined in . The two component signatures are
combined into a composite algorithm via a "signature combiner" function, which performs pre-
hashing and prepends several signature label values to the message prior to passing it to the
component algorithms. Composite ML-DSA achieves weak non-separability as well as several
other security properties, which are described in the Security Considerations in Section 9.

Composite signature schemes are defined as cryptographic primitives that match the API of a
generic signature scheme, which consists of three algorithms:

[FIPS.204] [RFC9881]
[RFC8017]
[FIPS.186-5] [RFC8410]
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KeyGen() -> (pk, sk):
A probabilistic key generation algorithm that generates a public key pk and a secret key sk.
Some cryptographic modules may also expose a KeyGen(seed) -> (pk, sk), which
generates pk and sk deterministically from a seed. This specification assumes a seed-based
key generation for ML-DSA. 

Sign(sk, M) -> s:
A signing algorithm that takes as input a secret key sk and a message M, and outputs a
signature s. Signing routines may take additional parameters such as a context string or a
hash function to use for pre-hashing the message. 

Verify(pk, M, s) -> true or false:
A verification algorithm that takes as input a public key pk, a message M, and a signature s,
and outputs true if the signature verifies correctly and outputs false or an error otherwise.
Verification routines may take additional parameters such as a context string or a hash
function to use for pre-hashing the message. 

The following algorithms are defined for serializing and deserializing component values and are
provided as internal functions for use by the public functions KeyGen(), Sign(), and Verify().
These algorithms are inspired by similar algorithms in .

SerializePublicKey(mldsaPK, tradPK) -> bytes:
Produce a byte string encoding of the component public keys. 

DeserializePublicKey(bytes) -> (mldsaPK, tradPK):
Parse a byte string to recover the component public keys. 

SerializePrivateKey(mldsaSeed, tradSK) -> bytes:
Produce a byte string encoding of the component private keys. Note that the seed for key
generation is used as the interoperable private key format for ML-DSA. 

DeserializePrivateKey(bytes) -> (mldsaSeed, tradSK):
Parse a byte string to recover the component private keys. 

SerializeSignatureValue(mldsaSig, tradSig) -> bytes:
Produce a byte string encoding of the component signature values. 

DeserializeSignatureValue(bytes) -> (mldsaSig, tradSig):
Parse a byte string to recover the component signature values. 

Full definitions of serialization and deserialization algorithms can be found in Section 4.

[RFC9180]

2.1. Pre-Hashing
The ML-DSA algorithm as specified in  is not pre-hashed, meaning that the entire to-be-
signed message is passed into ML-DSA.Sign(sk, M, ctx) (see Algorithm 2 in ). While
there are some cryptographic advantages to designing a signature algorithm this way, it also has
some operational drawbacks, namely the performance and privacy implications of needing to
stream the entire to-be-signed message to the signing module or service, which is doubled in the

[FIPS.204]
[FIPS.204]
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context of a composite since the to-be-signed message needs to be streamed to both underlying
component algorithms. Also, "pure" (i.e., not pre-hashed) modes lack support for digesting the
message once and then signing the digest with multiple different keys or multiple different
context ctx values.

Composite ML-DSA takes a design approach that mirrors that of Algorithm 2 in  in that
the to-be-signed message representative M' contains a hash of the message PH( M ) instead of
the full message M:

This closely mirrors the construction of M' in Algorithm 4 of .

Given this design of Composite ML-DSA, it is possible to split the pre-hashing step out from the
signature generation process; see Section 10.5 for further discussion and sample algorithms.

Note that while the overall construction of Composite ML-DSA is similar to that of HashML-DSA,
the ML-DSA component inside the composite is "pure" ML-DSA; implementing this specification
does not require an implementation of HashML-DSA.

[FIPS.204]

M' :=  Prefix || Label || len(ctx) || ctx || PH( M )

[FIPS.204]

Prefix:

Label:

len(ctx):

ctx:

PH( M ):

2.2. Prefix, Label, and CTX
The to-be-signed message representative M', defined in Section 3.2, is created by concatenating
several values, including the pre-hashed message.

A fixed octet string that is the byte encoding of the ASCII string
"CompositeAlgorithmSignatures2025", which in hex is:

436F6D706F73697465416C676F726974686D5369676E61747572657332303235

See Section 9.4 for more information on the prefix.

A signature label that is specific to each composite algorithm. The signature label binds
the signature to the specific composite algorithm. Signature label values for each algorithm
are listed in Section 6.

A single unsigned byte encoding the length of the context.

The context bytes, which allow for applications to bind the signature to an application
context.

The hash of the message to be signed.

M' :=  Prefix || Label || len(ctx) || ctx || PH( M )

RFC 10073 Composite ML-DSA November 2026
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Each Composite ML-DSA algorithm has a unique signature label value that is used in
constructing the message representative M' in the Composite-ML-DSA.Sign() (Section 3.2) and 
Composite-ML-DSA.Verify() (Section 3.3). This helps protect against component signature
values being removed from the composite and used out of context of X.509; it also helps protect if
the prohibition on reusing key material between a composite and a non-composite or between
two composites is not adhered to.

Within Composite ML-DSA, values of Label are fully specified, and runtime-variable Label
values are not allowed. For authors of follow-on specifications that allow Label to be runtime-
variable, it should be pre-fixed with the length, len(Label) || Label, to prevent using this as
an injection site that could enable various cryptographic attacks.

The length of the to-be-signed message M' depends on the application context ctx provided at
runtime, but since ctx has a maximum length of 255 bytes, M' has a fixed maximum length that
depends on the output size of the hash function chosen as PH but can be computed per composite
algorithm.

3. Composite ML-DSA Functions
This section describes the Composite ML-DSA functions needed to instantiate the public API of a
digital signature scheme as defined in Section 2.

3.1. Key Generation
In order to maintain security properties of the composite, this specification strictly forbids
reusing component key material between composite and non-composite keys or between
multiple composite keys. This means that an invocation of Composite-ML-DSA.KeyGen()
perform, or otherwise guarantee, fresh generation of the key material for both underlying
algorithms and  reuse existing key material. See Section 9.3 for further discussion of
the security implications.

To generate a new key pair for composite schemes, the KeyGen() -> (pk, sk) function is used.
The KeyGen() function calls the two key generation functions of the component algorithms
independently. Multi-threaded, multi-process, or multi-module applications might choose to
execute the key generation functions in parallel for better key generation performance or
architectural modularity.

The following describes how to instantiate a KeyGen() function for a given composite algorithm
represented by <OID>.

MUST

MUST NOT

RFC 10073 Composite ML-DSA November 2026
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This key generation process makes use of the seed-based ML-DSA.KeyGen_internal(ξ), which is
defined in Algorithm 6 of . For FIPS-certification implications, see Section 10.2.

In order to ensure fresh keys, the key generation functions  be executed for both
component algorithms. Compliant parties  use, import, or export component keys that
are used in other contexts and combinations or by themselves as keys for standalone algorithm
use. For more details on the security considerations around key reuse, see Section 9.3.

If one of the component KeyGen() routines returns an error, then the Composite-ML-
DSA.KeyGen() routine  also return an error.

Composite-ML-DSA<OID>.KeyGen() -> (pk, sk)

Explicit inputs:

  None

Implicit inputs mapped from <OID>:

  ML-DSA     The underlying ML-DSA algorithm and
             parameter set, for example, "ML-DSA-65".

  Trad       The underlying traditional algorithm and
             parameter set, for example, "RSASSA-PSS"
             or "Ed25519".

Output:

  (pk, sk)   The composite key pair.

Key generation process:

  1. Generate component keys.

     mldsaSeed = Random(32)
     (mldsaPK, mldsaSK) = ML-DSA.KeyGen_internal(mldsaSeed)
     (tradPK, tradSK) = Trad.KeyGen()

  2. Check for component key generation failure.

     if NOT (mldsaPK, mldsaSK) or NOT (tradPK, tradSK):
       output "Key generation error"

  3. Output the composite public and private keys.

     pk = SerializePublicKey(mldsaPK, tradPK)
     sk = SerializePrivateKey(mldsaSeed, tradSK)
     return (pk, sk)

[FIPS.204]

MUST
MUST NOT

MUST
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3.1.1. Allowed Modifications to the Key Generation Process

Key generation is a process that is entirely internal to a cryptographic module, and as such, it is
often customized to fit the performance or operational requirements of the module. In cases
where the private keys never leave the module or are otherwise not required to interoperate
with other cryptographic modules, it is not required for interoperability for the private keys to
match the format described in this specification. Therefore, in general, implementations of
Composite ML-DSA  use an alternate key generation process so long as it generates
compatible public keys and so long as both component keys are freshly generated and not reused
in a standalone key or within another composite key. Below are some examples of modifications
that an implementer  make to the key generation process.

The following are some examples of modifications that an implementation could make to the key
generation process without affecting interoperability:

Modifying the process to additionally output the expanded mldsaSK or to make use of ML-
DSA.KeyGen_internal(mldsaSeed) as needed to expand the ML-DSA seed into an expanded
key prior to performing a signing operation. 
Modifying the process to have a deterministic key generation of one or both component keys
from a seed; for example, exposing an interface of Composite-ML-DSA<OID>.KeyGen(seed)
such that one component algorithm is generated from the seed and the other from random,
or the input seed is cryptographically expanded to produce seeds for both components.
Implementation details and security analysis of such a modified key generation process are
outside the scope of this document. 
Where interoperable private keys are not required, using a different private key
representation than the one given in Section 4.2. For example, storing the component keys in
separate cryptographic modules, in separate PKCS #8 objects, or in a format that preserves
the ML-DSA expanded key instead of the ML-DSA seed. The required modifications to the key
generation process, as well as the signature generation process below, to support these
private key representations are considered compliant with this specification so long as they
generate compatible public keys and so long as both component keys are freshly generated.
Note that when implementing Composite ML-DSA with a private key format that does not
preserve the ML-DSA seed, especially when implementing on top of a cryptographic module
that does not support seeds, it will be impossible to reconstruct a compliant seed-based
private key as described in Section 4.2. 

MAY

MAY

• 

• 

• 

3.2. Sign
The Sign() algorithm of Composite ML-DSA mirrors the construction of ML-DSA.Sign(sk, M,
ctx) defined in Algorithm 2 of Section 5.2 of . Composite ML-DSA exposes an API
similar to that of ML-DSA, despite the fact that it includes pre-hashing in a similar way to
HashML-DSA. Internally, it uses pure ML-DSA as the component algorithm since there is no
advantage to pre-hashing twice.

[FIPS.204]
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The following describes how to instantiate a Sign() function for a given Composite ML-DSA
algorithm represented by <OID>. See Section 2.1 for a discussion of the pre-hash function PH. See 
Section 2.2 for a discussion on the signature label Label and application context ctx. See Section
10.5 for a discussion of externalizing the pre-hashing step.

Composite-ML-DSA<OID>.Sign(sk, M, ctx) -> s

Explicit inputs:

  sk      Composite private key consisting of signing private keys
          for each component.

  M       The message to be signed, an octet string.

  ctx     The application context string used in the composite
          signature combiner, which defaults to the empty string.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

  PH      The function used to pre-hash M.

Output:

  s       The composite signature value.

Signature generation process:

  1. If len(ctx) > 255:
      return error

  2. Compute the message representative M'.
     As in FIPS 204, len(ctx) is encoded as a single unsigned byte.

        M' :=  Prefix || Label || len(ctx) || ctx || PH( M )

  3. Separate the private key into component keys
     and regenerate the ML-DSA key from the seed.

       (mldsaSeed, tradSK) = DeserializePrivateKey(sk)

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 13



Note that in Step 4 above, a timing side channel could be introduced depending on how errors
generated by the component primitives are handled at the composite layer. In particular, it could
leak which component signature algorithm failed. In general, it will be extremely difficult for a
composite implementation to mask timing side channels of this nature if the component
primitives themselves are not constant time, including error cases; thus, in general, there is not
much to do here, but it is mentioned anyway in case this observation is useful for a high-security
implementation.

Note that there are two different context strings ctx at play. The first is the application context 
ctx that is passed into Composite-ML-DSA.Sign and bound to the to-be-signed message M' in
Step 2. The second is the mldsa_ctx in Step 4 that is passed down into the underlying ML-
DSA.Sign(sk, M, ctx) as defined in Algorithm 2 of . Here, Composite ML-DSA itself is
the application that needs to be bound, and so the per-algorithm Label is used as the ctx for the
underlying ML-DSA primitive. Some implementations of the EdDSA component primitive can
also expose a ctx parameter, but even if present, this is not used by Composite ML-DSA.

It is possible to use component private keys stored in separate software or hardware keystores.
Variations in the process to accommodate particular private key storage mechanisms are
considered to be conformant to this specification so long as they produce the same output and
error handling as the process sketched above.

       (_, mldsaSK) = ML-DSA.KeyGen_internal(mldsaSeed)

  4. Generate the two component signatures independently by
     calculating the signature over M' according to their algorithm
     specifications.

       mldsaSig = ML-DSA.Sign( mldsaSK, M', mldsa_ctx=Label )
       tradSig = Trad.Sign( tradSK, M' )

  5. If either ML-DSA.Sign() or Trad.Sign() returns an error, then
     this process MUST return an error.

      if NOT mldsaSig or NOT tradSig:
        output "Signature generation error"

  6. Output the encoded composite signature value.

      s = SerializeSignatureValue(mldsaSig, tradSig)
      return s

[FIPS.204]

3.3. Verify
The Verify() algorithm of Composite ML-DSA mirrors the construction of ML-DSA.Verify(pk,
M, s, ctx) defined in Algorithm 3 of Section 5.3 of . Composite ML-DSA exposes an
API similar to that of ML-DSA, despite the fact that it includes pre-hashing in a similar way to
HashML-DSA. Internally, it uses pure ML-DSA as the component algorithm since there is no
advantage to pre-hashing twice.

[FIPS.204]
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Compliant applications  output "Valid signature" (true) if and only if all component
signatures were successfully validated and "Invalid signature" (false) otherwise.

The following describes how to instantiate a Verify() function for a given composite algorithm
represented by <OID>. See Section 2.1 for a discussion of the pre-hash function PH. See Section 2.2
for a discussion on the signature label Label and application context ctx. See Section 10.5 for a
discussion of externalizing the pre-hashing step.

MUST

Composite-ML-DSA<OID>.Verify(pk, M, s, ctx) -> true or false

Explicit inputs:

  pk      Composite public key consisting of verification public
          keys for each component.

  M       Message whose signature is to be verified, an octet
          string.

  s       A composite signature value to be verified.

  ctx     The application context string used in the composite
          signature combiner, which defaults to the empty string.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

  PH      The function used to pre-hash M.

Output:

  Validity (bool)   "Valid signature" (true) if the composite
                    signature is valid; "Invalid signature"
                    (false) otherwise.

Signature verification process:

  1. If len(ctx) > 255:
       return error

  2. Separate the keys and signatures.

     (mldsaPK, tradPK)       = DeserializePublicKey(pk)
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Note that in Step 4 above, the function fails early if the first component fails to verify. This is okay
since there are no timing attacks to consider as no private keys are involved in a signature
verification.

As with Composite-ML-DSA.Sign(), there are two different context strings ctx at play: the
application context ctx and the mldsa_ctx, which behave the same in Verify() as they do in 
Sign().

     (mldsaSig, tradSig)  = DeserializeSignatureValue(s)

   If an error occurs during deserialization, or if any of
   the component keys or signature values are not of the
   correct type or length for the given component algorithm,
   then output "Invalid signature" and stop.

  3. Compute a hash of the message.
     As in FIPS 204, len(ctx) is encoded as a single unsigned byte.

      M' = Prefix || Label || len(ctx) || ctx || PH( M )

  4. Check each component signature individually, according to its
     algorithm specification.
     If any fail, then the entire signature validation fails.

      if not ML-DSA.Verify( mldsaPK,
                            M',
                            mldsaSig,
                            mldsa_ctx=Label ) then
          output "Invalid signature"

      if not Trad.Verify( tradPK, M', tradSig ) then
          output "Invalid signature"

      if all succeeded, then
         output "Valid signature"

4. Serialization
This section presents routines for serializing and deserializing composite public keys, private
keys, and signature values to bytes via simple concatenation of the underlying encodings of the
component algorithms. The functions defined in this section are considered internal
implementation details and are referenced from within the public API definitions in Section 3.

Deserialization is possible because ML-DSA has fixed-length public keys, private keys (seeds), and
signature values as shown in Table 1. This table is similar to Table 2 in , but with a
different private key representation.

[FIPS.204]
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While ML-DSA has a single fixed-size representation for each of public key, private key (seed),
and signature, a traditional component algorithm might allow multiple valid encodings. For
example, standardized encodings exist for RSA keys both as a single private exponent d or in
Chinese Remainder Theorem from . In order to obtain
interoperability, composite algorithms  use the following encodings of the underlying
components:

ML-DSA: The private key  be the 32-byte seed value (ξ) specified in Section 5.1 of 
. The signature and public key format are encoded as specified in Section 7.2 of 
.

RSA: The public key  be encoded as RSAPublicKey with the (n,e) public key
representation as specified in  and the private key
representation as RSAPrivateKey as specified in  with version 0
and 'otherPrimeInfos' absent. An RSA signature  be encoded as specified in Sections 
8.1.1 (for RSASSA-PSS-SIGN) or 8.2.1 (for RSASSA-PKCS1-V1_5-SIGN) of .
ECDSA: The public key  be encoded as an uncompressed X9.62 , including
the leading byte 0x04 indicating uncompressed. This is consistent with the encoding of 
ECPoint as specified in  when no ASN.1 OCTET STRING wrapping is
present. A signature  be encoded as an Ecdsa-Sig-Value as specified in 

. The private key  be encoded as ECPrivateKey as specified in  with
the 'NamedCurve' parameter set to the OID of the curve, but without the 'publicKey' field.
EdDSA: The public key and signature  be encoded as per , and
the private key is a 32- or 57-byte raw value for Ed25519 and Ed448, respectively, which can
be converted to a CurvePrivateKey as specified in  by the addition of an OCTET
STRING wrapper.

All ASN.1 objects  be encoded using DER on serialization. For all serialization routines
below, when their output values are required to be carried in an ASN.1 structure, they are
wrapped as described in Section 5.1.

Even with fixed encodings for the traditional component, there might be slight differences in size
of the encoded value due to, for example, encoding rules that drop leading zeros. See Appendix A
for a table of maximum sizes for each composite algorithm and further discussion of the reason
for variations in these sizes.

Algorithm Public key Private key Signature

ML-DSA-44 1312 32 2420

ML-DSA-65 1952 32 3309

ML-DSA-87 2592 32 4627

Table 1: ML-DSA Sizes in Bytes

Appendix A.1.2 of [RFC8017]
MUST

• MUST
[FIPS.204]
[FIPS.204]

• MUST
Appendix A.1.1 of [RFC8017]

Appendix A.1.2 of [RFC8017]
MUST

[RFC8017]
• MUST [X9.62_2005]

Section 2.2 of [RFC5480]
MUST Section 2.2.3 of

[RFC3279] MUST [RFC5915]

• MUST Section 3 of [RFC8032]

[RFC8410]

SHALL
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The deserialization routines described below do not check for well-formedness of the
cryptographic material they are recovering. It is assumed that underlying cryptographic
primitives will catch malformed values and raise an appropriate error.

4.1. SerializePublicKey and DeserializePublicKey
The serialization routine for keys simply concatenates the public keys of the component
signature algorithms, as defined below:

Deserialization reverses this process. Each component key is deserialized according to their
respective specification as shown in Appendix B.

The following describes how to instantiate a DeserializePublicKey(bytes) function for a given
composite algorithm represented by <OID>.

Composite-ML-DSA.SerializePublicKey(mldsaPK, tradPK) -> bytes

Explicit inputs:

  mldsaPK The ML-DSA public key, which is bytes.

  tradPK  The traditional public key in the appropriate
          encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes   The encoded composite public key.

Serialization process:

  1. Combine and output the encoded public key.

     output mldsaPK || tradPK
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Composite-ML-DSA<OID>.DeserializePublicKey(bytes)
                                    -> (mldsaPK, tradPK)

Explicit inputs:

  bytes    An encoded composite public key.

Implicit inputs mapped from <OID>:

  ML-DSA   The underlying ML-DSA algorithm and
           parameter set to use, for example, "ML-DSA-65".

Output:

  mldsaPK  The ML-DSA public key, which is bytes.

  tradPK   The traditional public key in the appropriate
           encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded public key.
     The length of mldsaPK is known based on the
     size of the ML-DSA component key length specified
     by the OID.

     switch ML-DSA do
        case ML-DSA-44:
          mldsaPK = bytes[:1312]
          tradPK  = bytes[1312:]
        case ML-DSA-65:
          mldsaPK = bytes[:1952]
          tradPK  = bytes[1952:]
        case ML-DSA-87:
          mldsaPK = bytes[:2592]
          tradPK  = bytes[2592:]

     Note that while ML-DSA has fixed-length keys, RSA and
     ECDSA may not, depending on encoding, so rigorous
     length-checking of the overall composite key is not
     always possible.

  2. Output the component public keys.

     output (mldsaPK, tradPK)

4.2. SerializePrivateKey and DeserializePrivateKey
The serialization routine for keys simply concatenates the private keys of the component
signature algorithms, as defined below:
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Deserialization reverses this process. Each component key is deserialized according to their
respective specification as shown in Appendix B.

The following describes how to instantiate a DeserializePrivateKey(bytes) function. Since
ML-DSA private keys are 32 bytes for all parameter sets, this function does not need to be
parameterized.

Composite-ML-DSA.SerializePrivateKey(mldsaSeed, tradSK) -> bytes

Explicit inputs:

  mldsaSeed  The ML-DSA private key, which is the bytes of the seed.

  tradSK     The traditional private key in the appropriate
             encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes      The encoded composite private key.

Serialization process:

  1. Combine and output the encoded private key.

     output mldsaSeed || tradSK
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Composite-ML-DSA.DeserializePrivateKey(bytes) -> (mldsaSeed, tradSK)

Explicit inputs:

  bytes      An encoded composite private key.

Implicit inputs:

  None

Output:

  mldsaSeed  The ML-DSA private key, which is the bytes of the seed.

  tradSK     The traditional private key in the appropriate
             encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded key.

     mldsaSeed = bytes[:32]
     tradSK  = bytes[32:]

     Note that while ML-DSA has fixed-length keys, RSA and ECDSA
     may not, depending on encoding, so rigorous length-checking
     of the overall composite key is not always possible.

  2. Output the component private keys.

     output (mldsaSeed, tradSK)

4.3. SerializeSignatureValue and DeserializeSignatureValue
The serialization routine for the composite signature value simply concatenates the fixed-length
ML-DSA signature value with the signature value from the traditional algorithm, as defined
below:
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Deserialization reverses this process, raising an error in the event that the input is malformed.
Each component signature is deserialized according to their respective specification as shown in 
Appendix B.

The following describes how to instantiate a DeserializeSignatureValue(bytes) function for a
given composite algorithm represented by <OID>.

Composite-ML-DSA.SerializeSignatureValue(mldsaSig, tradSig) -> bytes

Explicit inputs:

  mldsaSig  The ML-DSA signature value, which is bytes.

  tradSig   The traditional signature value in the appropriate
            encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes     The encoded composite signature value.

Serialization process:

  1. Combine and output the encoded composite signature.

     output mldsaSig || tradSig
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Composite-ML-DSA<OID>.DeserializeSignatureValue(bytes)
                                            -> (mldsaSig, tradSig)

Explicit inputs:

  bytes   An encoded composite signature value.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set,
          for example, "ML-DSA-65".

Output:

  mldsaSig  The ML-DSA signature value, which is bytes.

  tradSig   The traditional signature value in the appropriate
            encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded signature.
     The length of the mldsaSig is known based on the size of
     the ML-DSA component signature length specified by the OID.

     switch ML-DSA do
        case ML-DSA-44:
          mldsaSig = bytes[:2420]
          tradSig  = bytes[2420:]
        case ML-DSA-65:
          mldsaSig = bytes[:3309]
          tradSig  = bytes[3309:]
        case ML-DSA-87:
          mldsaSig = bytes[:4627]
          tradSig  = bytes[4627:]

     Note that while ML-DSA has fixed-length signatures,
     RSA and ECDSA may not, depending on encoding, so rigorous
     length-checking is not always possible here.

  2. Output the component signature values.

     output (mldsaSig, tradSig)

5. Use Within X.509 and PKIX
This section, along with Sections 6 and 7, provides processing logic and the ASN.1 modules
necessary to use Composite ML-DSA within X.509 and PKIX protocols. Use within the
Cryptographic Message Syntax (CMS) will be covered in a separate specification.
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While Composite ML-DSA keys and signature values  be used raw, this section provides
conventions for using them within X.509 and other PKIX protocols such that Composite ML-DSA
can be used as a drop-in replacement for existing digital signature algorithms in PKCS #10 

, CMP , X.509 , and related protocols.

MAY

[RFC2986] [RFC9810] [RFC5280]

5.1. Encoding to DER
The serialization routines presented in Section 4 produce raw binary values. When these values
are required to be carried within a DER-encoded message format such as an X.509's 
subjectPublicKey and signatureValue BIT STRING  or a 
OneAsymmetricKey.privateKey OCTET STRING , then the BIT STRING or OCTET
STRING contains this raw byte string output of the appropriate serialization routine from Section
4 without further encoding.

When a Composite ML-DSA public key appears outside of a SubjectPublicKeyInfo type in an
environment that uses ASN.1 encoding, it could be encoded as an OCTET STRING by using the
Composite-ML-DSA-PublicKey type defined below.

Size constraints  be enforced, as appropriate per Appendix A.

[RFC5280]
[RFC5958]

Composite-ML-DSA-PublicKey ::= OCTET STRING

MAY

5.2. Key Usage Bits
The intended application for the key is indicated in the keyUsage certificate extension; see 

. If the keyUsage extension is present in a certificate that includes an
OID indicating a Composite ML-DSA algorithm in the SubjectPublicKeyInfo, then the subject
public key can only be used for verifying digital signatures on certificates or CRLs, or those used
in an entity authentication service, a data origin authentication service, an integrity service, and/
or a non-repudiation service that protects against the signing entity falsely denying some action.
This means that the keyUsage extension  have at least one of the following bits set:

digitalSignature 
nonRepudiation 
keyCertSign 
cRLSign 

ML-DSA subject public keys cannot be used to establish keys or encrypt data, so the keyUsage
extension  have any of the following bits set:

keyEncipherment 
dataEncipherment 
keyAgreement 
encipherOnly 
decipherOnly 

Section 4.2.1.3 of [RFC5280]

MUST

• 
• 
• 
• 

MUST NOT

• 
• 
• 
• 
• 
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Requirements about the keyUsage extension bits defined in  still apply.

Composite ML-DSA keys  be used in a "dual usage" mode because even if the traditional
component key supports both signing and encryption, the post-quantum algorithms do not, and
therefore, the overall composite algorithm does not. Implementations  use one
component of the composite for the purposes of digital signature and the other component for
the purposes of encryption or key establishment.

[RFC5280]

MUST NOT

MUST NOT

5.3. ASN.1 Definitions
Composite ML-DSA uses a substantially non-ASN.1-based encoding, as specified in Section 4.
However, as composite algorithms will be used within ASN.1-based X.509 and PKIX protocols,
some conventions for ASN.1 wrapping are necessary.

The following ASN.1 Information Object Classes are defined to allow for compact definitions of
each composite algorithm, leading to a smaller overall ASN.1 module.

As an example, the public key and signature algorithm types associated with id-MLDSA44-ECDSA-
P256-SHA256 are defined as:

Figure 1: ASN.1 Information Object Classes for Composite ML-DSA

pk-CompositeSignature {OBJECT IDENTIFIER:id}
    PUBLIC-KEY ::= {
      IDENTIFIER id
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign,
                                                             cRLSign}
      -- PRIVATE-KEY no ASN.1 wrapping --
    }

sa-CompositeSignature{OBJECT IDENTIFIER:id,
   PUBLIC-KEY:publicKeyType }
      SIGNATURE-ALGORITHM ::=  {
         IDENTIFIER id
         -- VALUE no ASN.1 wrapping --
         PARAMS ARE absent
         PUBLIC-KEYS {publicKeyType}
         SMIME-CAPS { IDENTIFIED BY id }
      }

pk-MLDSA44-ECDSA-P256-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-ECDSA-P256-SHA256 }

sa-MLDSA44-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-ECDSA-P256-SHA256,
       pk-MLDSA44-ECDSA-P256-SHA256 }
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The full set of key types defined by this specification can be found in the ASN.1 module in Section
7.

Use cases that require an interoperable encoding for composite private keys will often need to
place a composite private key inside a OneAsymmetricKey structure defined in , such as
when private keys are carried in PKCS #12 , CMP , or the Certificate Request
Message Format (CRMF) . The definition of OneAsymmetricKey is copied here for
convenience:

When a composite private key is conveyed inside a OneAsymmetricKey structure (version 1 of
which is also known as PrivateKeyInfo) , the privateKeyAlgorithm field  be set
to the corresponding composite algorithm identifier defined according to Section 6, and its
parameters field  be absent. The privateKey field  contain the OCTET STRING
representation of the serialized composite private key as per Section 4.2. The publicKey field
remains . If the publicKey field is present, it  be a composite public key as per 
Section 4.1.

Some applications might need to reconstruct the SubjectPublicKeyInfo or OneAsymmetricKey
objects corresponding to each component key individually, for example, if this is required for
invoking the underlying primitive. Section 6 provides the necessary mapping between
composites and their component algorithms for doing this reconstruction.

Component keys of a composite  be used in any other type of key or as a standalone
key. For more details on the security considerations around key reuse, see Section 9.3.

[RFC5958]
[RFC7292] [RFC9810]

[RFC4211]

Figure 2: OneAsymmetricKey as Defined in RFC 5958

 OneAsymmetricKey ::= SEQUENCE {
       version                   Version,
       privateKeyAlgorithm       PrivateKeyAlgorithmIdentifier,
       privateKey                PrivateKey,
       attributes            [0] Attributes OPTIONAL,
       ...,
       [[2: publicKey        [1] PublicKey OPTIONAL ]],
       ...
     }
  ...
  PrivateKey ::= OCTET STRING
                        -- Content varies based on type of key.  The
                        -- algorithm identifier dictates the format
                        -- of the key.

[RFC5958] SHALL

MUST SHALL

OPTIONAL MUST

MUST NOT

6. Algorithm Identifiers and Parameters
This section lists the algorithm identifiers and parameters for all Composite ML-DSA algorithms.

Full specifications for the referenced algorithms can be found in Appendix B.
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OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

RSASSA-PSS parameters:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

As the number of algorithms can be daunting, implementers who wish to implement only a
single composite algorithm should see Section 10.4 for a discussion of the best algorithm for the
most common use cases.

Labels are represented here as ASCII strings, but implementers  convert them to byte
strings according to their ASCII values prior to concatenating them with other byte values as
described in Section 2.2.

id-MLDSA44-RSA2048-PSS-SHA256
1.3.6.1.5.5.7.6.37 

COMPSIG-MLDSA44-RSA2048-PSS-SHA256 

SHA256 

ML-DSA-44 

RSA

id-RSASSA-PSS 

2048 

See Table 2. 

id-MLDSA44-RSA2048-PKCS15-SHA256
1.3.6.1.5.5.7.6.38 

COMPSIG-MLDSA44-RSA2048-PKCS15-SHA256 

SHA256 

ML-DSA-44 

RSA

sha256WithRSAEncryption 

2048 

id-MLDSA44-Ed25519-SHA512
1.3.6.1.5.5.7.6.39 

COMPSIG-MLDSA44-Ed25519-SHA512 

SHA512 

ML-DSA-44 

Ed25519

id-Ed25519 

MUST
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OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

RSASSA-PSS parameters:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

id-MLDSA44-ECDSA-P256-SHA256
1.3.6.1.5.5.7.6.40 

COMPSIG-MLDSA44-ECDSA-P256-SHA256 

SHA256 

ML-DSA-44 

ECDSA

ecdsa-with-SHA256 

secp256r1 

id-MLDSA65-RSA3072-PSS-SHA512
1.3.6.1.5.5.7.6.41 

COMPSIG-MLDSA65-RSA3072-PSS-SHA512 

SHA512 

ML-DSA-65 

RSA

id-RSASSA-PSS 

3072 

See Table 2. 

id-MLDSA65-RSA3072-PKCS15-SHA512
1.3.6.1.5.5.7.6.42 

COMPSIG-MLDSA65-RSA3072-PKCS15-SHA512 

SHA512 

ML-DSA-65 

RSA

sha256WithRSAEncryption 

3072 

id-MLDSA65-RSA4096-PSS-SHA512
1.3.6.1.5.5.7.6.43 

COMPSIG-MLDSA65-RSA4096-PSS-SHA512 

SHA512 

ML-DSA-65 
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Traditional algorithm:

Traditional signature algorithm:

RSA size:

RSASSA-PSS parameters:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

OID:

RSA

id-RSASSA-PSS 

4096 

See Table 3. 

id-MLDSA65-RSA4096-PKCS15-SHA512
1.3.6.1.5.5.7.6.44 

COMPSIG-MLDSA65-RSA4096-PKCS15-SHA512 

SHA512 

ML-DSA-65 

RSA

sha384WithRSAEncryption 

4096 

id-MLDSA65-ECDSA-P256-SHA512
1.3.6.1.5.5.7.6.45 

COMPSIG-MLDSA65-ECDSA-P256-SHA512 

SHA512 

ML-DSA-65 

ECDSA

ecdsa-with-SHA256 

secp256r1 

id-MLDSA65-ECDSA-P384-SHA512
1.3.6.1.5.5.7.6.46 

COMPSIG-MLDSA65-ECDSA-P384-SHA512 

SHA512 

ML-DSA-65 

ECDSA

ecdsa-with-SHA384 

secp384r1 

id-MLDSA65-ECDSA-brainpoolP256r1-SHA512
1.3.6.1.5.5.7.6.47 
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Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

COMPSIG-MLDSA65-ECDSA-BP256-SHA512 

SHA512 

ML-DSA-65 

ECDSA

ecdsa-with-SHA256 

brainpoolP256r1 

id-MLDSA65-Ed25519-SHA512
1.3.6.1.5.5.7.6.48 

COMPSIG-MLDSA65-Ed25519-SHA512 

SHA512 

ML-DSA-65 

Ed25519

id-Ed25519 

id-MLDSA87-ECDSA-P384-SHA512
1.3.6.1.5.5.7.6.49 

COMPSIG-MLDSA87-ECDSA-P384-SHA512 

SHA512 

ML-DSA-87 

ECDSA

ecdsa-with-SHA384 

secp384r1 

id-MLDSA87-ECDSA-brainpoolP384r1-SHA512
1.3.6.1.5.5.7.6.50 

COMPSIG-MLDSA87-ECDSA-BP384-SHA512 

SHA512 

ML-DSA-87 

ECDSA

ecdsa-with-SHA384 

brainpoolP384r1 

id-MLDSA87-Ed448-SHAKE256
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OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

RSASSA-PSS parameters:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

Traditional algorithm:

Traditional signature algorithm:

RSA size:

RSASSA-PSS parameters:

OID:

Label:

Pre-Hash function (PH):

ML-DSA variant:

1.3.6.1.5.5.7.6.51 

COMPSIG-MLDSA87-Ed448-SHAKE256 

SHAKE256/64 (see the "Note" at the end of this section for more
information) 

ML-DSA-87 

Ed448

id-Ed448 

id-MLDSA87-RSA3072-PSS-SHA512
1.3.6.1.5.5.7.6.52 

COMPSIG-MLDSA87-RSA3072-PSS-SHA512 

SHA512 

ML-DSA-87 

RSA

id-RSASSA-PSS 

3072 

See Table 2. 

id-MLDSA87-RSA4096-PSS-SHA512
1.3.6.1.5.5.7.6.53 

COMPSIG-MLDSA87-RSA4096-PSS-SHA512 

SHA512 

ML-DSA-87 

RSA

id-RSASSA-PSS 

4096 

See Table 3. 

id-MLDSA87-ECDSA-P521-SHA512
1.3.6.1.5.5.7.6.54 

COMPSIG-MLDSA87-ECDSA-P521-SHA512 

SHA512 

ML-DSA-87 
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Traditional algorithm:

Traditional signature algorithm:

ECDSA curve:

ECDSA

ecdsa-with-SHA512 

secp521r1 

For all RSA key types and sizes, the exponent is  to be 65537. Implementations 
 support only 65537 and reject other exponent values. Legacy RSA implementations that use

other values for the exponent  be used within a composite but need to be careful when
interoperating with other implementations.

Note: The pre-hash functions were chosen to roughly match the security level of the
stronger component. In the case of Ed25519 and Ed448, they match the hash
functions defined in : SHA512 for Ed25519ph and SHAKE256(x, 64), which
is SHAKE256 producing 64 bytes (512 bits) of output, for Ed448ph.

RECOMMENDED
MAY

MAY

[RFC8032]

6.1. RSASSA-PSS Parameters
Use of RSASSA-PSS  requires extra parameters to be specified.

The RSASSA-PSS-params ASN.1 type defined in  is not used in Composite ML-DSA
encodings since the parameter values are fixed by this specification. However, in the table below,
refer to the named fields of the RSASSA-PSS-params ASN.1 type in order to provide a mapping
between the use of RSASSA-PSS in Composite ML-DSA and .

When RSASSA-PSS is used at the 2048-bit or 3072-bit security level, RSASSA-PSS  be
instantiated with the following parameters:

When RSASSA-PSS is used at the 4096-bit security level, RSASSA-PSS  be instantiated with
the following parameters:

[RFC8017]

[RFC8017]

[RFC8017]

SHALL

RSASSA-PSS-params field Value

hashAlgorithm id-sha256

maskGenAlgorithm.algorithm id-mgf1

maskGenAlgorithm.parameters id-sha256

saltLength 32

trailerField 1

Table 2: RSASSA-PSS 2048 and 3072 Parameters

SHALL
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RSASSA-PSS-params field Value

hashAlgorithm id-sha384

maskGenAlgorithm.algorithm id-mgf1

maskGenAlgorithm.parameters id-sha384

saltLength 48

trailerField 1

Table 3: RSASSA-PSS 4096 Parameters

7. ASN.1 Module
This section includes the ASN.1 module  for Composite ML-DSA and uses the Basic
Encoding Rules (BER) and the Distinguished Encoding Rules (DER) . This module imports
objects from .

[X.680]
[X.690]

[RFC5912]

<CODE STARTS>

Composite-MLDSA-2025
  { iso(1) identified-organization(3) dod(6) internet(1)
        security(5) mechanisms(5) pkix(7) id-mod(0)
        id-mod-composite-mldsa-2025(127) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS
  PUBLIC-KEY, SIGNATURE-ALGORITHM, SMIME-CAPS, AlgorithmIdentifier{}
    FROM AlgorithmInformation-2009  -- RFC 5912
      { iso(1) identified-organization(3) dod(6) internet(1)
        security(5) mechanisms(5) pkix(7) id-mod(0)
        id-mod-algorithmInformation-02(58) }
;

--
-- Object Identifiers
--

--
-- Information Object Classes
--

pk-CompositeSignature {OBJECT IDENTIFIER:id}
    PUBLIC-KEY ::= {
      IDENTIFIER id
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
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      CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign,
                                                            cRLSign}
      -- PRIVATE-KEY no ASN.1 wrapping --
    }

sa-CompositeSignature{OBJECT IDENTIFIER:id,
   PUBLIC-KEY:publicKeyType }
      SIGNATURE-ALGORITHM ::=  {
         IDENTIFIER id
         -- VALUE no ASN.1 wrapping --
         PARAMS ARE absent
         PUBLIC-KEYS {publicKeyType}
         SMIME-CAPS { IDENTIFIED BY id }
      }

-- Composite ML-DSA

id-MLDSA44-RSA2048-PSS-SHA256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 37 }

pk-MLDSA44-RSA2048-PSS-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-RSA2048-PSS-SHA256}

sa-MLDSA44-RSA2048-PSS-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-RSA2048-PSS-SHA256,
       pk-MLDSA44-RSA2048-PSS-SHA256 }

id-MLDSA44-RSA2048-PKCS15-SHA256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 38 }

pk-MLDSA44-RSA2048-PKCS15-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-RSA2048-PKCS15-SHA256}

sa-MLDSA44-RSA2048-PKCS15-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-RSA2048-PKCS15-SHA256,
       pk-MLDSA44-RSA2048-PKCS15-SHA256 }

id-MLDSA44-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 39 }

pk-MLDSA44-Ed25519-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-Ed25519-SHA512}

sa-MLDSA44-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-Ed25519-SHA512,
       pk-MLDSA44-Ed25519-SHA512 }

id-MLDSA44-ECDSA-P256-SHA256 OBJECT IDENTIFIER ::= {
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   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 40 }

pk-MLDSA44-ECDSA-P256-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-ECDSA-P256-SHA256}

sa-MLDSA44-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-ECDSA-P256-SHA256,
       pk-MLDSA44-ECDSA-P256-SHA256 }

id-MLDSA65-RSA3072-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 41 }

pk-MLDSA65-RSA3072-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA3072-PSS-SHA512}

sa-MLDSA65-RSA3072-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA3072-PSS-SHA512,
       pk-MLDSA65-RSA3072-PSS-SHA512 }

id-MLDSA65-RSA3072-PKCS15-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 42 }

pk-MLDSA65-RSA3072-PKCS15-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA3072-PKCS15-SHA512}

sa-MLDSA65-RSA3072-PKCS15-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA3072-PKCS15-SHA512,
       pk-MLDSA65-RSA3072-PKCS15-SHA512 }

id-MLDSA65-RSA4096-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 43 }

pk-MLDSA65-RSA4096-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA4096-PSS-SHA512}

sa-MLDSA65-RSA4096-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA4096-PSS-SHA512,
       pk-MLDSA65-RSA4096-PSS-SHA512 }

id-MLDSA65-RSA4096-PKCS15-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 44 }

pk-MLDSA65-RSA4096-PKCS15-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA4096-PKCS15-SHA512}
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sa-MLDSA65-RSA4096-PKCS15-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA4096-PKCS15-SHA512,
       pk-MLDSA65-RSA4096-PKCS15-SHA512 }

id-MLDSA65-ECDSA-P256-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 45 }

pk-MLDSA65-ECDSA-P256-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-P256-SHA512}

sa-MLDSA65-ECDSA-P256-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-P256-SHA512,
       pk-MLDSA65-ECDSA-P256-SHA512 }

id-MLDSA65-ECDSA-P384-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 46 }

pk-MLDSA65-ECDSA-P384-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-P384-SHA512}

sa-MLDSA65-ECDSA-P384-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-P384-SHA512,
       pk-MLDSA65-ECDSA-P384-SHA512 }

id-MLDSA65-ECDSA-brainpoolP256r1-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 47 }

pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-brainpoolP256r1-SHA512}

sa-MLDSA65-ECDSA-brainpoolP256r1-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-brainpoolP256r1-SHA512,
       pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 }

id-MLDSA65-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 48 }

pk-MLDSA65-Ed25519-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-Ed25519-SHA512}

sa-MLDSA65-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-Ed25519-SHA512,
       pk-MLDSA65-Ed25519-SHA512 }
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id-MLDSA87-ECDSA-P384-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 49 }

pk-MLDSA87-ECDSA-P384-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-P384-SHA512}

sa-MLDSA87-ECDSA-P384-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-P384-SHA512,
       pk-MLDSA87-ECDSA-P384-SHA512 }

id-MLDSA87-ECDSA-brainpoolP384r1-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 50 }

pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-brainpoolP384r1-SHA512}

sa-MLDSA87-ECDSA-brainpoolP384r1-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-brainpoolP384r1-SHA512,
       pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 }

id-MLDSA87-Ed448-SHAKE256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 51 }

pk-MLDSA87-Ed448-SHAKE256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-Ed448-SHAKE256}

sa-MLDSA87-Ed448-SHAKE256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-Ed448-SHAKE256,
       pk-MLDSA87-Ed448-SHAKE256 }

id-MLDSA87-RSA3072-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 52 }

pk-MLDSA87-RSA3072-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-RSA3072-PSS-SHA512}

sa-MLDSA87-RSA3072-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-RSA3072-PSS-SHA512,
       pk-MLDSA87-RSA3072-PSS-SHA512 }

id-MLDSA87-RSA4096-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 53 }

pk-MLDSA87-RSA4096-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-RSA4096-PSS-SHA512}
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sa-MLDSA87-RSA4096-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-RSA4096-PSS-SHA512,
       pk-MLDSA87-RSA4096-PSS-SHA512 }

id-MLDSA87-ECDSA-P521-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 54 }

pk-MLDSA87-ECDSA-P521-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-P521-SHA512}

sa-MLDSA87-ECDSA-P521-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-P521-SHA512,
       pk-MLDSA87-ECDSA-P521-SHA512 }

SignatureAlgs SIGNATURE-ALGORITHM ::= {
  -- This expands SignatureAlgorithms from RFC 5912
  sa-MLDSA44-RSA2048-PSS-SHA256 |
  sa-MLDSA44-RSA2048-PKCS15-SHA256 |
  sa-MLDSA44-Ed25519-SHA512 |
  sa-MLDSA44-ECDSA-P256-SHA256 |
  sa-MLDSA65-RSA3072-PSS-SHA512 |
  sa-MLDSA65-RSA3072-PKCS15-SHA512 |
  sa-MLDSA65-RSA4096-PSS-SHA512 |
  sa-MLDSA65-RSA4096-PKCS15-SHA512 |
  sa-MLDSA65-ECDSA-P256-SHA512 |
  sa-MLDSA65-ECDSA-P384-SHA512 |
  sa-MLDSA65-ECDSA-brainpoolP256r1-SHA512 |
  sa-MLDSA65-Ed25519-SHA512 |
  sa-MLDSA87-ECDSA-P384-SHA512 |
  sa-MLDSA87-ECDSA-brainpoolP384r1-SHA512 |
  sa-MLDSA87-Ed448-SHAKE256 |
  sa-MLDSA87-RSA3072-PSS-SHA512 |
  sa-MLDSA87-RSA4096-PSS-SHA512 |
  sa-MLDSA87-ECDSA-P521-SHA512,
  ... }

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeyAlgorithms from RFC 5912
  pk-MLDSA44-RSA2048-PSS-SHA256 |
  pk-MLDSA44-RSA2048-PKCS15-SHA256 |
  pk-MLDSA44-Ed25519-SHA512 |
  pk-MLDSA44-ECDSA-P256-SHA256 |
  pk-MLDSA65-RSA3072-PSS-SHA512 |
  pk-MLDSA65-RSA3072-PKCS15-SHA512 |
  pk-MLDSA65-RSA4096-PSS-SHA512 |
  pk-MLDSA65-RSA4096-PKCS15-SHA512 |
  pk-MLDSA65-ECDSA-P256-SHA512 |
  pk-MLDSA65-ECDSA-P384-SHA512 |
  pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 |
  pk-MLDSA65-Ed25519-SHA512 |
  pk-MLDSA87-ECDSA-P384-SHA512 |
  pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 |
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  pk-MLDSA87-Ed448-SHAKE256 |
  pk-MLDSA87-RSA3072-PSS-SHA512 |
  pk-MLDSA87-RSA4096-PSS-SHA512 |
  pk-MLDSA87-ECDSA-P521-SHA512,
  ...
}

END

<CODE ENDS>

8. IANA Considerations

8.1. Module Registration
IANA has registered the following in the "SMI Security for PKIX Module Identifier" registry
(1.3.6.1.5.5.7.0):

Decimal Description Reference

127 id-mod-composite-mldsa-2025 RFC 10073

Table 4: New Registration in SMI Security for PKIX Module
Identifier Registry

8.2. Object Identifier Registrations
IANA has registered the following in the "SMI Security for PKIX Algorithms" registry:

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 39



Decimal Description Reference

37 id-MLDSA44-RSA2048-PSS-SHA256 RFC 10073

38 id-MLDSA44-RSA2048-PKCS15-SHA256 RFC 10073

39 id-MLDSA44-Ed25519-SHA512 RFC 10073

40 id-MLDSA44-ECDSA-P256-SHA256 RFC 10073

41 id-MLDSA65-RSA3072-PSS-SHA512 RFC 10073

42 id-MLDSA65-RSA3072-PKCS15-SHA512 RFC 10073

43 id-MLDSA65-RSA4096-PSS-SHA512 RFC 10073

44 id-MLDSA65-RSA4096-PKCS15-SHA512 RFC 10073

45 id-MLDSA65-ECDSA-P256-SHA512 RFC 10073

46 id-MLDSA65-ECDSA-P384-SHA512 RFC 10073

47 id-MLDSA65-ECDSA-brainpoolP256r1-SHA512 RFC 10073

48 id-MLDSA65-Ed25519-SHA512 RFC 10073

49 id-MLDSA87-ECDSA-P384-SHA512 RFC 10073

50 id-MLDSA87-ECDSA-brainpoolP384r1-SHA512 RFC 10073

51 id-MLDSA87-Ed448-SHAKE256 RFC 10073

52 id-MLDSA87-RSA3072-PSS-SHA512 RFC 10073

53 id-MLDSA87-RSA4096-PSS-SHA512 RFC 10073

54 id-MLDSA87-ECDSA-P521-SHA512 RFC 10073

Table 5: New Registrations in SMI Security for PKIX Algorithms Registry

9. Security Considerations
As this specification uses ML-DSA as a component of all composite algorithms, all security
considerations from  apply.[RFC9881]
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9.1. Why Hybrids?
In broad terms, a PQ/T hybrid can be used either to provide dual-algorithm security or to provide
migration flexibility. Both are discussed below.

Dual-algorithm security: The general idea is that the data is protected by two algorithms
such that an adversary would need to break both in order to compromise the data. As with
most of cryptography, this property is easy to state in general terms, but it becomes more
complicated when expressed in formalisms. Section 9.2 goes into more detail. One common
counter-argument against PQ/T hybrid signatures is that if an adversary can forge one of the
component algorithms, then why attack the hybrid-signed message at all when they could
simply forge a completely new message? The answer to this question must be found outside
the cryptographic primitives themselves, and instead in policy; once an algorithm is known
to be broken, it ought to be disallowed for single-algorithm use by cryptographic policy.
Meanwhile, hybrids involving that algorithm may continue to be used and to provide value,
motivated by the fact that when the composite public key is trusted by the verifier but the
component keys in isolation are not, a successful attack would require the adversary to forge
both halves of the composite signature.
Migration flexibility: Some PQ/T hybrids exist to provide a sort of "OR" mode, where the
application can choose to use one algorithm or the other, or both. The intention is that the
PQ/T hybrid mechanism builds in application backwards compatibility to allow legacy and
upgraded applications to coexist and communicate. The composites presented in this
specification do not provide this since they operate in a strict "AND" mode. They do,
however, provide codebase migration flexibility. Consider that an organization has today a
mature, validated, certified, hardened implementation of RSA or Elliptic Curve Cryptography
(ECC); composites allow them to add an ML-DSA implementation that immediately starts
providing benefits against long-term document integrity attacks even if that ML-DSA
implementation is still an experimental, non-validated, non-certified, non-hardened
implementation. More details of obtaining FIPS certification of a composite algorithm can be
found in Section 10.2.

• 

• 

9.2. EUF-CMA, SUF-CMA, and Non-Separability
First, a note about the security model under which this analysis is performed. This specification
strictly forbids reusing component key material between composite and non-composite keys or
between multiple composite keys. This specification also exists within the X.509 PKI architecture
where trust in a public verification key is assumed to be established either directly via a trust
store or via a certificate chain. That said, these are both policy mechanisms that are outside the
formal definitions of EUF-CMA and SUF-CMA under which a signature primitive must be
analyzed; therefore, this section considers attacks that may be mitigated partially or completely
within a strictly implemented PKI setting but that need to be considered when considering
Composite ML-DSA as a general-purpose signature primitive that could be used outside of the
X.509 setting.
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The second security model consideration is that composites are designed to provide value even if
one algorithm is broken, even if you do not know which. However, the security properties
offered by the composite signature can differ based on which algorithm you consider to be
broken.

9.2.1. EUF-CMA

A signature algorithm has Existential Unforgeability under Chosen Message Attack (EUF-CMA) if
an adversary that has access to a signing oracle cannot create a message-signature pair (M, Sig)
that would be accepted by the verifier for any message M that was not an input to a signing oracle
query.

In general, Composite ML-DSA will be EUF-CMA secure if at least one of the component
algorithms is EUF-CMA secure and PH is collision resistant. Any algorithm that creates an
existential forgery (M, (mldsaSig, tradSig)) for Composite ML-DSA can be converted into a
pair of algorithms that will create either existential forgeries (M', mldsaSig) and (M',
tradSig) for the component algorithms or a collision in PH.

However, the nature of the EUF-CMA security guarantee can still change if one of the component
algorithms is broken:

If the traditional component is broken, then Composite ML-DSA will remain EUF-CMA secure
against quantum adversaries.
If ML-DSA is broken, then Composite ML-DSA will only be EUF-CMA secure against classical
adversaries.

The same properties will hold for X.509 certificates that use Composite ML-DSA: A classical
adversary cannot forge a Composite ML-DSA signed certificate if at least one component
algorithm is classically EUF-CMA secure, and a quantum adversary cannot forge a Composite ML-
DSA signed certificate if ML-DSA remains quantumly EUF-CMA secure.

• 

• 

9.2.2. SUF-CMA

A signature algorithm has Strong Unforgeability under Chosen Message Attack (SUF-CMA) if an
adversary that has access to a signing oracle cannot create a message-signature pair (M, Sig)
that is not an output of a signing oracle query. This is a stronger property than EUF-CMA since
the message M does not need to be different. SUF-CMA security is also more complicated for
Composite ML-DSA than EUF-CMA.

A SUF-CMA failure in one component algorithm can lead to a SUF-CMA failure in the composite.
For example, an ECDSA signature can be trivially modified to produce a different signature that
is still valid for the same message, and this property passes directly through to Composite ML-
DSA with ECDSA.

Unfortunately, it is not generally sufficient for both component algorithms to be SUF-CMA secure.
If repeated calls to the signing oracle produce two valid message-signature pairs (M,
(mldsaSig1, tradSig1)) and (M, (mldsaSig2, tradSig2)) for the same message M, but
where mldsaSig1 != mldsaSig2 and tradSig1 != tradSig2, then the adversary can construct
a third pair (M, (mldsaSig1, tradSig2)) that will also be valid.
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Nevertheless, Composite ML-DSA will not be SUF-CMA secure, and Composite ML-DSA signed
X.509 certificates will not be strongly unforgeable, against quantum adversaries since a quantum
adversary will be able to break the SUF-CMA security of the traditional component.

Consequently, applications where SUF-CMA security is critical  use Composite ML-
DSA.

SHOULD NOT

9.2.3. Non-Separability

Weak Non-Separability (WNS) of a hybrid signature is defined in  as the
guarantee that an adversary cannot simply "remove" one of the component signatures without
evidence left behind.

Strong Non-Separability (SNS) is the stronger notion that an adversary cannot take a hybrid
signature and produce a component signature, with a potentially different message, that will be
accepted by the component verifier.

Composite ML-DSA signs a message M by passing M' as defined in Section 2.2 to the component
signature primitives. Consider an adversary that takes a composite signature (M, (mldsaSig,
tradSig)) and splits it into the component signatures (M', mldsaSig) and (M', tradSig). On
the traditional side, (M', tradSig) will verify correctly, but the static Prefix defined in Section
2.2 remains as evidence of the original composite. On the ML-DSA side, (M', mldsaSig) is signed
with ML-DSA's context value equal to the composite algorithm's Label, so it will fail to verify
under ML-DSA.Verify(M', ctx=""). Consequently, Composite ML-DSA will provide WNS for
both components and a limited form of SNS for the ML-DSA component. It can achieve stronger
non-separability in practice for both components if the prefix-based mitigation described in 
Section 9.4 is applied.

When used within X.509, the Label representing the signature algorithm is included in the signed
object so if one of the component signatures is removed from the Composite ML-DSA signature,
then the signed-over Label will still indicate the composite algorithm, and this will fail at the
X.509 processing layer. Composite ML-DSA therefore provides a version of SNS for X.509. The
prohibition on key reuse between composite and single-algorithm contexts discussed in Section
9.3 further strengthens the non-separability in practice.

Section 1.3.3 of [RFC9955]

9.3. Key Reuse
When using single-algorithm cryptography, the best practice is to always generate fresh key
material for each purpose, for example, when renewing a certificate or obtaining both a TLS and
S/MIME certificate for the same device. However, in practice, key reuse in such scenarios is not
always catastrophic to security and therefore is often tolerated. But this reasoning does not hold
in the PQ/T hybrid setting where key reuse fundamentally undermines the security of the hybrid
scheme.

Within the broader context of PQ/T hybrids, there are new attack surfaces that arise due to the
hybrid constructions that did not exist in single-algorithm contexts. One of these is key reuse
where the component keys within a hybrid are also used by themselves within a single-algorithm
context. For example, it might be tempting for an operator to take an already deployed RSA key
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pair and combine it with an ML-DSA key pair to form a hybrid key pair for use in a hybrid
algorithm. Within a hybrid signature context, this leads to a class of attacks referred to as
"stripping attacks" (discussed in Section 9.2) and may also open up risks from further cross-
protocol attacks. Despite the weak non-separability property offered by the composite signature
combiner, key reuse  be avoided to prevent the introduction of EUF-CMA vulnerabilities.

In addition, there is a further implication to key reuse regarding certificate revocation. Upon
receiving a new certificate enrollment request, many certification authorities (CAs) will check if
the requested public key has been previously revoked due to key compromise. Often, a CA will
perform this check by using the public key hash. Therefore, if one, or even both, components of a
composite have been previously revoked, the CA may only check the hash of the combined
composite key and not find the revocations. Therefore, because the possibility of key reuse exists
even though it is forbidden in this specification, CAs performing revocation checks on a
composite key  also check both component keys independently to verify that the
component keys have not been revoked.

The risks of key reuse can be somewhat mitigated, but not eliminated, by using an appropriate 
ctx value. For example, an application might use ctx=Foobar-dual-cert-sig to indicate that
this signature belongs to the Foobar protocol  where two certificates were used to
create a single composite signature. This specification does not endorse such uses, and per-
application security analysis is needed to determine the extent to which this provides mitigation,
if any.

MUST

SHOULD

[RFC3092]

9.4. Use of Prefix for Attack Mitigation
The Prefix value specified in Section 2.2 allows for cautious implementers to wrap their existing
traditional Verify() implementations with a guard that looks for messages starting with this
string and fails with an error -- i.e., this can act as an extra protection against taking a composite
signature and splitting it back into components. However, an implementation that does this will
be unable to perform a traditional signature and verification on a message that happens to start
with this string.

9.5. Policy for Deprecated and Acceptable Algorithms
Traditionally, a public key or certificate contains a single cryptographic algorithm. If and when
an algorithm becomes deprecated (for example, RSA-512 or SHA1), the path to deprecating it
through policy and removing it from operational environments is, at least in principle,
straightforward.

In the composite model, this is less obvious since a PQ/T hybrid is expected to still be considered
valid after the traditional component is deprecated for individual use. As such, a single
composite public key or certificate may contain a mixture of deprecated and non-deprecated
algorithms. In general, this should be manageable through policy by removing OIDs for the
standalone component algorithms while still allowing OIDs for composite algorithms. However,
complications may arise when the composite implementation needs to invoke the cryptographic
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module for a deprecated component algorithm. In particular, this could lead to complex
Cryptographic Bills of Materials that show implementations of deprecated algorithms still
present and being used.

10. Operational Considerations

10.1. Rationale for Choices
In generating the list of composite algorithms, the idea was to provide composite algorithms at
various security levels with varying performance characteristics.

The main design consideration in choosing pairings is to prioritize providing pairings of each
ML-DSA security level with commonly deployed traditional algorithms. This supports the design
goal of using composites as a stepping stone to efficiently deploy post-quantum on top of existing
hardened and certified traditional algorithm implementations. This was prioritized rather than
attempting to exactly match the security level of the post-quantum and traditional components,
which in general is difficult to do since there is no academic consensus on how to compare the
"bits of security" against classical adversaries and "qubits of security" against quantum
adversaries.

SHA2 is prioritized over SHA3 in order to facilitate implementations that do not have easy access
to SHA3 outside of the ML-DSA module. However, SHAKE256 is used with Ed448 since this is
already the recommended hash function chosen for Ed448ph in .

In some cases, multiple hash functions are used within the same composite algorithm. Consider,
for example, id-MLDSA65-ECDSA-P256-SHA512, which requires SHA512 as the overall composite
pre-hash in order to maintain the security level of ML-DSA-65 but uses SHA256 within the ecdsa-
with-SHA256 with secp256r1 traditional component. While this increases the implementation
burden of needing to carry multiple hash functions for a single composite algorithm, this aligns
with the design goal of choosing commonly implemented traditional algorithms, since ecdsa-
with-SHA256 with secp256r1 is far more common than, for example, ecdsa-with-SHA512
with secp256r1.

Full specifications for the referenced algorithms can be found in Appendix B.

[RFC8032]

10.2. FIPS Certification
This section gives guidance to implementers wishing to certify a composite implementation
under the Federal Information Processing Standards (FIPS) program run by US NIST.

This guidance is not authoritative and has not been endorsed by US NIST.

One of the primary design goals of this specification is for the overall composite algorithm to be
able to be considered FIPS approved even when one of the component algorithms is not.
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Implementers seeking FIPS certification of a composite signature algorithm where only one of
the component algorithms has been FIPS validated or FIPS approved should credit the FIPS-
validated component algorithm with full security strength, the non-FIPS-validated component
algorithm with zero security, and the overall composite should be considered at least as strong
and thus FIPS approved.

The composite algorithm has been designed to treat the underlying primitives as immutable
implementations and not impose any additional requirements on them that could require an
existing implementation of an underlying primitive to run in a mode different from the one
under which it was certified. For example, the KeyGen() defined in Section 3.1 invokes ML-
DSA.KeyGen_internal(seed), which might not be available in a cryptographic module running
in FIPS mode, but the process in Section 3.1 is only a suggestion, and the Composite ML-DSA key
generation  be implemented using a different available interface for ML-DSA.KeyGen().
However, using an interface that does not support a seed will prevent the implementation from
encoding the private key according to Section 4.2. Another example is pre-hashing; a pre-hash is
inherent to RSA, ECDSA, and ML-DSA (μ), and a composite makes no assumptions or
requirements about whether component-specific pre-hashing is done locally as part of the
composite or remotely as part of the component primitive.

Note also that Section 3.1 depicts the generation of the seed as mldsaSeed = Random(); when
implementing this for FIPS certification, this  be the direct output of a FIPS-approved
Deterministic Random Bit Generator (DRBG).

Note that composite algorithms provide a design pattern to provide utility in future situations
that require care to remain FIPS compliant, such as future cryptographic migrations, as well as
bridging across jurisdictions with non-intersecting cryptographic requirements.

MAY

MUST

10.3. Backwards Compatibility
The mechanisms specified in this document explicitly do not provide application backwards
compatibility; only upgraded systems will understand the OIDs defined in this specification.

If application backwards compatibility is required, then additional mechanisms will be needed.
Migration and interoperability concerns need to be thought about in the context of various types
of protocols that make use of X.509 and PKIX with relation to digital signature objects, from
online negotiated protocols such as TLS 1.3  and IKEv2  to non-negotiated
asynchronous protocols such as S/MIME signed email , document signing such as in the
context of the European eIDAS regulations , and publicly trusted code signing 

, as well as myriad other standardized and proprietary protocols and
applications that leverage CMS  signed structures. Composites simplify the protocol
design work because they can be implemented as a signature algorithm that fits into existing
systems.

[RFC9846] [RFC7296]
[RFC8551]

[eIDAS2014]
[codesigningbrsv3.8]

[RFC5652]
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10.4. Profiling Down the Number of Options
One daunting aspect of this specification is the number of composite algorithm combinations.
Each option has been specified because there is a community that has a direct application for it;
typically, this is because the traditional component is already deployed in a change-managed
environment or because that specific traditional component is required for regulatory reasons.

However, this large number of combinations leads to fracturing of the ecosystem into non-
interoperable subgroups when different communities choose non-overlapping subsets to
support, or it leads to spreading development resources too thin when trying to support all
options.

This specification does not list any particular composite algorithm as mandatory to implement;
however, organizations that operate within specific application domains are encouraged to
define profiles that select a small number of composites appropriate for that application domain.

For applications that do not have any regulatory requirements or legacy implementations to
consider, it is  to focus implementation effort on the following composite
algorithm, as it provides the best overall balance of performance and security:

id-MLDSA65-ECDSA-P256-SHA512

Listed below are a few other recommendations for specific scenarios.

In applications that require RSA, it is  to focus implementation effort on:

id-MLDSA65-RSA3072-PSS-SHA512

In applications that are performance and bandwidth sensitive, it is  to focus
implementation effort on:

id-MLDSA44-ECDSA-P256-SHA256

or

id-MLDSA44-Ed25519-SHA512

In applications that only allow NIST PQC Level 5, it is  to focus implementation
effort on:

id-MLDSA87-ECDSA-P384-SHA512

In applications that require the signature primitive to provide SUF-CMA, it is  to
focus implementation effort on:

id-MLDSA65-Ed25519-SHA512

RECOMMENDED

RECOMMENDED

RECOMMENDED

RECOMMENDED

RECOMMENDED

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 47



10.5. External Pre-Hashing
Implementers  externalize the pre-hash computation outside the module that computes 
Composite-ML-DSA.Sign() in an analogous way to how pre-hash signing is used for RSA, ECDSA,
or HashML-DSA. Such a modification to the Composite-ML-DSA.Sign() algorithm is considered
compliant to this specification so long as it produces the same output and error conditions.

Below is a suggested implementation for splitting the pre-hashing and signing between two
parties.

MAY

Composite-ML-DSA<OID>.Prehash(M) ->  ph

Explicit inputs:

  M       The message to be signed, an octet string.

Implicit inputs mapped from <OID>:

  PH      The hash function to use for pre-hashing.

Output:

   ph     The pre-hash, which equals PH ( M )

Process:

1. Compute the pre-hash of the message using the hash function
   defined by PH:

   ph = PH ( M )

2. Output ph.
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Composite-ML-DSA<OID>.Sign_ph(sk, ph, ctx) -> s

Explicit inputs:

  sk      Composite private key consisting of signing private keys
          for each component.

  ph      The pre-hash digest over the message.

  ctx     The message context string used in the composite
          signature combiner, which defaults to the empty string.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

Process:

   1.  Identical to Composite-ML-DSA<OID>.Sign (sk, M, ctx) but
       replace the internally generated PH( M ) from Step 2 of
       Composite-ML-DSA<OID>.Sign (sk, M, ctx) with ph, which is
       input into this function.

10.6. Interoperability of Legacy Algorithms
The legacy component algorithms, particularly RSA and ECDSA, can themselves have
interoperability issues that will propagate to become interoperability issues in the composite. For
example, an RSA exponent of 65537 is  in this specification, but other values are
possible.

Implementations are encouraged to be lenient when parsing the key material of the legacy
algorithm. In particular, the recommendation is to use existing implementations of the legacy
algorithms that already handle all the variation seen in the wild.

RECOMMENDED
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Size values marked with an asterisk (*) in the table below are not fixed but are maximum
possible values for the composite key or signature. Implementations should be careful when
performing length checking based on such values.

Non-hybrid ML-DSA is included for reference.

Algorithm Public key Private key Signature

id-ML-DSA-44 1312 32 2420

id-ML-DSA-65 1952 32 3309

id-ML-DSA-87 2592 32 4627

id-MLDSA44-RSA2048-PSS-SHA256 1582* 1226* 2676

id-MLDSA44-RSA2048-PKCS15-SHA256 1582* 1226* 2676

id-MLDSA44-Ed25519-SHA512 1344 64 2484

id-MLDSA44-ECDSA-P256-SHA256 1377 83 2492*

id-MLDSA65-RSA3072-PSS-SHA512 2350* 1802* 3693

id-MLDSA65-RSA3072-PKCS15-SHA512 2350* 1802* 3693

id-MLDSA65-RSA4096-PSS-SHA512 2478* 2383* 3821

id-MLDSA65-RSA4096-PKCS15-SHA512 2478* 2383* 3821

id-MLDSA65-ECDSA-P256-SHA512 2017 83 3381*

id-MLDSA65-ECDSA-P384-SHA512 2049 96 3413*

id-MLDSA65-ECDSA-brainpoolP256r1-SHA512 2017 84 3381*

id-MLDSA65-Ed25519-SHA512 1984 64 3373

id-MLDSA87-ECDSA-P384-SHA512 2689 96 4731*

id-MLDSA87-ECDSA-brainpoolP384r1-SHA512 2689 100 4731*

id-MLDSA87-Ed448-SHAKE256 2649 89 4741

id-MLDSA87-RSA3072-PSS-SHA512 2990* 1802* 5011

id-MLDSA87-RSA4096-PSS-SHA512 3118* 2383* 5139

id-MLDSA87-ECDSA-P521-SHA512 2725 114 4766*

Table 6: Maximum Size Values of Composite ML-DSA
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Appendix B. Component Algorithm Reference
This section provides references to the full specification of the algorithms used in the composite
constructions.

Component Signature
Algorithm ID

OID Specification

id-ML-DSA-44 2.16.840.1.101.3.4.3.17

id-ML-DSA-65 2.16.840.1.101.3.4.3.18

id-ML-DSA-87 2.16.840.1.101.3.4.3.19

id-Ed25519 1.3.101.112 , 

id-Ed448 1.3.101.113 , 

ecdsa-with-SHA256 1.2.840.10045.4.3.2 , , , 
, , 

ecdsa-with-SHA384 1.2.840.10045.4.3.3 , , , 
, , 

ecdsa-with-SHA512 1.2.840.10045.4.3.4 , , , 
, , 

sha256WithRSAEncryption 1.2.840.113549.1.1.11

sha384WithRSAEncryption 1.2.840.113549.1.1.12

id-RSASSA-PSS 1.2.840.113549.1.1.10

Table 7: Component Signature Algorithms Used in Composite Constructions

[FIPS.204]

[FIPS.204]

[FIPS.204]

[RFC8032] [RFC8410]

[RFC8032] [RFC8410]

[RFC3279] [RFC5915] [RFC5758]
[RFC5480] [SEC1] [X9.62_2005]

[RFC3279] [RFC5915] [RFC5758]
[RFC5480] [SEC1] [X9.62_2005]

[RFC3279] [RFC5915] [RFC5758]
[RFC5480] [SEC1] [X9.62_2005]

[RFC8017]

[RFC8017]

[RFC8017]

Elliptic CurveID OID Specification

secp256r1 1.2.840.10045.3.1.7 , 

secp384r1 1.3.132.0.34 , , 

secp521r1 1.3.132.0.35 , , 

brainpoolP256r1 1.3.36.3.3.2.8.1.1.7

brainpoolP384r1 1.3.36.3.3.2.8.1.1.11

Table 8: Elliptic Curves Used in Composite Constructions

[RFC6090] [SEC2]

[RFC5480] [RFC6090] [SEC2]

[RFC5480] [RFC6090] [SEC2]

[RFC5639]

[RFC5639]
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HashID OID Specification

id-sha256 2.16.840.1.101.3.4.2.1

id-sha384 2.16.840.1.101.3.4.2.2

id-sha512 2.16.840.1.101.3.4.2.3

id-shake256 2.16.840.1.101.3.4.2.12

id-mgf1 1.2.840.113549.1.1.8

Table 9: Hash Algorithms Used in Pre-Hashed Composite
Constructions to Build PH Elements

[RFC6234]

[RFC6234]

[RFC6234]

[FIPS.202]

[RFC8017]

Appendix C. Component AlgorithmIdentifiers for Public Keys
and Signatures
Many cryptographic libraries are X.509 focused and do not expose interfaces to instantiate a
public key from raw bytes, but only from a SubjectPublicKeyInfo structure as you would find in
an X.509 certificate; therefore, implementing a composite in those libraries requires
reconstructing the SPKI for each component algorithm. In order to aid implementers and reduce
interoperability issues, this section lists out the full public key and signature AlgorithmIdentifiers
for each component algorithm.

For newer algorithms like Ed25519 or ML-DSA, the AlgorithmIdentifiers are the same for Public
Key and Signature. Older algorithms have different AlgorithmIdentifiers for keys and signatures
and are specified separately here for each component.

ML-DSA-44

AlgorithmIdentifier of Public Key and Signature

ASN.1:

DER:

ML-DSA-65

AlgorithmIdentifier of Public Key and Signature

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-44   -- (2 16 840 1 101 3 4 3 17)
   }

  30 0B 06 09 60 86 48 01 65 03 04 03 11
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ASN.1:

DER:

ML-DSA-87

AlgorithmIdentifier of Public Key and Signature

ASN.1:

DER:

RSASSA-PSS 2048 & 3072

AlgorithmIdentifier of Public Key

Note that it is suggested here to use id-RSASSA-PSS (1.2.840.113549.1.1.10) as the public key OID
for RSASSA-PSS, although most implementations also would accept rsaEncryption
(1.2.840.113549.1.1.1), and some might in fact prefer or require it.

ASN.1:

DER:

AlgorithmIdentifier of Signature

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-65   -- (2 16 840 1 101 3 4 3 18)
   }

  30 0B 06 09 60 86 48 01 65 03 04 03 12

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-87   -- (2 16 840 1 101 3 4 3 19)
   }

  30 0B 06 09 60 86 48 01 65 03 04 03 13

  algorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS   -- (1.2.840.113549.1.1.10)
    }

  30 0B 06 09 2A 86 48 86 F7 0D 01 01 0A
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ASN.1:

DER:

RSASSA-PSS 4096

AlgorithmIdentifier of Public Key

ASN.1:

DER:

AlgorithmIdentifier of Signature

ASN.1:

  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS,   -- (1.2.840.113549.1.1.10)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm id-sha256,   -- (2.16.840.1.101.3.4.2.1)
        parameters NULL
        },
      AlgorithmIdentifier ::= {
        algorithm id-mgf1,       -- (1.2.840.113549.1.1.8)
        parameters AlgorithmIdentifier ::= {
          algorithm id-sha256,   -- (2.16.840.1.101.3.4.2.1)
          parameters NULL
          }
        },
      saltLength 32
      }
    }

  30 41 06 09 2A 86 48 86 F7 0D 01 01 0A 30 34 A0
  0F 30 0D 06 09 60 86 48 01 65 03 04 02 01 05 00
  A1 1C 30 1A 06 09 2A 86 48 86 F7 0D 01 01 08 30
  0D 06 09 60 86 48 01 65 03 04 02 01 05 00 A2 03
  02 01 20

  algorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS   -- (1.2.840.113549.1.1.10)
    }

  30 0B 06 09 2A 86 48 86 F7 0D 01 01 0A
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DER:

RSASSA-PKCS1-v1_5 2048 & 3072

AlgorithmIdentifier of Public Key

ASN.1:

DER:

AlgorithmIdentifier of Signature

ASN.1:

  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS,   -- (1.2.840.113549.1.1.10)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm id-sha384,   -- (2.16.840.1.101.3.4.2.2)
        parameters NULL
        },
      AlgorithmIdentifier ::= {
        algorithm id-mgf1,       -- (1.2.840.113549.1.1.8)
        parameters AlgorithmIdentifier ::= {
          algorithm id-sha384,   -- (2.16.840.1.101.3.4.2.2)
          parameters NULL
          }
        },
      saltLength 48
      }
    }

  30 41 06 09 2A 86 48 86 F7 0D 01 01 0A 30 34 A0
  0F 30 0D 06 09 60 86 48 01 65 03 04 02 02 05 00
  A1 1C 30 1A 06 09 2A 86 48 86 F7 0D 01 01 08 30
  0D 06 09 60 86 48 01 65 03 04 02 02 05 00 A2 03
  02 01 30

  algorithm AlgorithmIdentifier ::= {
    algorithm rsaEncryption,   -- (1.2.840.113549.1.1.1)
    parameters NULL
    }

  30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00
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DER:

RSASSA-PKCS1-v1_5 4096

AlgorithmIdentifier of Public Key

ASN.1:

DER:

AlgorithmIdentifier of Signature

ASN.1:

DER:

ECDSA NIST P256

AlgorithmIdentifier of Public Key

ASN.1:

  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm sha256WithRSAEncryption,   -- (1.2.840.113549.1.1.11)
    parameters NULL
    }

  30 0D 06 09 2A 86 48 86 F7 0D 01 01 0D 05 00

  algorithm AlgorithmIdentifier ::= {
    algorithm rsaEncryption,   -- (1.2.840.113549.1.1.1)
    parameters NULL
    }

  30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00

  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm sha384WithRSAEncryption,   -- (1.2.840.113549.1.1.12)
    parameters NULL
    }

  30 0D 06 09 2A 86 48 86 F7 0D 01 01 0C 05 00
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DER:

AlgorithmIdentifier of Signature

ASN.1:

DER:

ECDSA NIST P384

AlgorithmIdentifier of Public Key

ASN.1:

DER:

AlgorithmIdentifier of Signature

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp256r1   -- (1.2.840.10045.3.1.7)
        }
      }
    }

  30 13 06 07 2A 86 48 CE 3D 02 01 06 08 2A 86 48 CE 3D 03 01 07

  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA256   -- (1.2.840.10045.4.3.2)
    }

  30 0A 06 08 2A 86 48 CE 3D 04 03 02

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp384r1   -- (1.3.132.0.34)
        }
      }
    }

  30 10 06 07 2A 86 48 CE 3D 02 01 06 05 2B 81 04 00 22
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ASN.1:

DER:

ECDSA NIST P521

AlgorithmIdentifier of Public Key

ASN.1:

DER:

AlgorithmIdentifier of Signature

ASN.1:

DER:

ECDSA Brainpool-P256

AlgorithmIdentifier of Public Key

  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA384   -- (1.2.840.10045.4.3.3)
    }

  30 0A 06 08 2A 86 48 CE 3D 04 03 03

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp521r1   -- (1.3.132.0.35)
        }
      }
    }

  30 10 06 07 2A 86 48 CE 3D 02 01 06 05 2B 81 04 00 23

  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA512   -- (1.2.840.10045.4.3.4)
    }

  30 0A 06 08 2A 86 48 CE 3D 04 03 04

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 62



ASN.1:

DER:

AlgorithmIdentifier of Signature

ASN.1:

DER:

ECDSA Brainpool-P384

AlgorithmIdentifier of Public Key

ASN.1:

DER:

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm brainpoolP256r1   -- (1.3.36.3.3.2.8.1.1.7)
        }
      }
    }

  30 14 06 07 2A 86 48 CE 3D 02 01 06 09 2B 24 03
  03 02 08 01 01 07

  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA256   -- (1.2.840.10045.4.3.2)
    }

  30 0A 06 08 2A 86 48 CE 3D 04 03 02

  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm brainpoolP384r1   -- (1.3.36.3.3.2.8.1.1.11)
        }
      }
    }
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AlgorithmIdentifier of Signature

ASN.1:

DER:

Ed25519

AlgorithmIdentifier of Public Key and Signature

ASN.1:

DER:

Ed448

AlgorithmIdentifier of Public Key and Signature

ASN.1:

DER:

  30 14 06 07 2A 86 48 CE 3D 02 01 06 09 2B 24 03
  03 02 08 01 01 0B

  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA384   -- (1.2.840.10045.4.3.3)
    }

  30 0A 06 08 2A 86 48 CE 3D 04 03 03

  algorithm AlgorithmIdentifier ::= {
    algorithm id-Ed25519   -- (1.3.101.112)
    }

  30 05 06 03 2B 65 70

  algorithm AlgorithmIdentifier ::= {
    algorithm id-Ed448   -- (1.3.101.113)
    }

  30 05 06 03 2B 65 71
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Appendix D. Message Representative Examples
This section provides examples of constructing the message representative M', showing all
intermediate values. This is intended to be useful for debugging purposes.

The input message for this example is the hex string "00 01 02 03 04 05 06 07 08 09".

Each input component is shown. Note that values are shown as hex encoded for display purposes
only; they are actually raw binary values.

Prefix is the fixed constant defined in Section 2.2.
Label is the specific signature label for this composite algorithm, as defined in Section 6.
len(ctx) is the length of the message context string, which is 00 when no context is used.
ctx is the message context string used in the composite signature combiner. It is empty in
this example.
PH(M) is the output of hashing the message M.

Finally, the fully assembled M' is given, which is simply the concatenation of the above values.

First is an example of constructing the message representative M' for MLDSA65-ECDSA-P256-
SHA512 without a context string ctx.

• 
• 
• 
• 

• 
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Second is an example of constructing the message representative M' for MLDSA65-ECDSA-P256-
SHA512 with a context string ctx.

The inputs are similar to the first example with the exception that there is an 8-byte context
string 'ctx'.

Example of id-MLDSA65-ECDSA-P256-SHA512 construction of M'.

# Inputs:

M: 00010203040506070809
ctx: <empty>

# Components of M':

Prefix:
436f6d706f73697465416c676f726974686d5369676e61747572657332303235

Label: COMPSIG-MLDSA65-ECDSA-P256-SHA512

len(ctx): 00

ctx: <empty>
PH(M): 0f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f
9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f90353
3

# Outputs:
# M' = Prefix || Label || len(ctx) || ctx || PH(M)

M': 436f6d706f73697465416c676f726974686d5369676e6174757265733230323
5434f4d505349472d4d4c44534136352d45434453412d503235362d534841353132
000f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f9a3f2
02f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f903533
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Example of id-MLDSA65-ECDSA-P256-SHA512 construction of M'.

# Inputs:

M: 00010203040506070809
ctx: 0813061205162623

# Components of M':

Prefix:
436f6d706f73697465416c676f726974686d5369676e61747572657332303235

Label: COMPSIG-MLDSA65-ECDSA-P256-SHA512

len(ctx): 08

ctx: 0813061205162623

PH(M): 0f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f
9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f90353
3

# Outputs:
# M' = Prefix || Label || len(ctx) || ctx || PH(M)

M': 436f6d706f73697465416c676f726974686d5369676e6174757265733230323
5434f4d505349472d4d4c44534136352d45434453412d503235362d534841353132
0808130612051626230f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c
3523a20974f9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d85
4c342f903533

tcId:

pk:

x5c:

Appendix E. Test Vectors
The following test vectors are provided in a format similar to the NIST Automated Cryptographic
Validation Protocol (ACVP) Known Answer Tests (KATs).

The structure is that a global message m is signed over in all test cases. m is the ASCII string "The
quick brown fox jumps over the lazy dog."

For all test vectors, one sample signature is provided that was computed over an empty ctx
string, and one computed over the ctx string "The lethargic, colorless dog sat beneath the
energetic, stationary fox."

Each test case has the following values:

the name of the algorithm.

the raw verification public key.

a self-signed X.509 certificate of the public key.
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sk:

sk_pkcs8:

s:

sWithContext:

the raw signature private key.

the signature private key in a PKCS #8 object.

the signature value computed over m with an empty ctx string.

the signature value computed over m with the provided ctx string.

Implementers should be able to perform the following tests using the test vectors below:

Load the public key pk or certificate x5c and use it to verify the signature s over the message
m.
Validate the self-signed certificate x5c.
Load the signing private key sk or sk_pkcs8 and use it to produce a new signature that can
be verified using the provided pk or x5c.

Test vectors are provided for each underlying ML-DSA algorithm in isolation for the purposes of
debugging.

Due to the length of the test vectors, some readers will prefer to retrieve the copy from GitHub
that is not word wrapped . The reference implementation written in Python that
generated them is also available.

1. 

2. 
3. 

[TestVectors]

{
"m": "VGhlIHF1aWNrIGJyb3duIGZveCBqdW1wcyBvdmVyIHRoZSBsYXp5IGRvZy4=",
"ctx": "VGhlIGxldGhhcmdpYywgY29sb3JsZXNzIGRvZyBzYXQgYmVuZWF0aCB0aGUg
ZW5lcmdldGljLCBzdGF0aW9uYXJ5IGZveC4=",
"tests": [
{
"tcId": "id-ML-DSA-44",
"pk": "EWoNgliCgU7GOoTqJ1BCV4WR/izOHNrm717rEbJ0FfMMH+38K7zEVhsZrm00bRFC 10073 Composite ML-DSA November 2026
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FtB2Q8HyuRyTRYisciNCXW7a4G3WFZqEbN3sQoBrgi4/1a6SZ9x4v2NB3Ylz/+5/K4Ic
oXQ7YOIo6qsHFMOd2/zrcmmGUh+Apb/PM13ZB1l2KqGUjJiY8pxCQtij20hHKq2cN+Gr
WaYwWmgvAk9wlxR7zK63dpQXKldykPhFDl+XqmfEFAEHq7mbgxMtv+auA==",
"x5c": "MIIPjDCCBgKgAwIBAgIUfBL+fTjkvp10eezFK6d4FCUGw1gwCwYJYIZIAWUDRFC 10073 Composite ML-DSA November 2026
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",
"sk": "HAhWcYP1/1xeu2cmwHGCWrGMgF/TTzR4yppE/s8z6Y4=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMRBCKAIBwIVnGD9f9cXrtnJsBxglqxjIB
f0080eMqaRP7PM+mO",
"s": "mt5kaIWbf8VC4wDBAnw2jUaffnfmaRLp9H/cMh2YyF135hzMM5xJA2JQGQ+0QuRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "d2nRH/bO4tcl+7DaA4NpHXJ+QVnL2WQKk0svtjjiVCdBqnDut24RFC 10073 Composite ML-DSA November 2026
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+DGb9k08uw0oEELb7FNllPsDqrwMmsC37cnMbV2D7EMCES0apXT2muCkZWjFBrDVO2nB
pW0eVib09AJ6FmSexCCfQwDYc4zII4g8kThJu3SoI+ayEEVS1G9iZrC+Je05L3m48Zqq
HCJNfXbv8wP495kKk9slyzZMkCPkNZKHvvAxqrzxyatr4G2ksjG8izpmGOAJ5g1k8Axc
Ii1PKdZqojPtbbfKMvRPQLqQss0M09J9W2PzC0/cMfFdVbD2ZAenxqBkHD8OdmSCvuG6
1GqQFddSV7M/he9Ye+iRbr0D9K0jRwl8/e6IagLs0TV80XKfAyOVDEUesvTuAzs4o7m/
5d88QERgyTk9Yh6SwtMfS+wEeQWd1fomNl+/0AQIhN1VbY3F4fYSFjpelxMjN0dj+DiE
qODtDRkdTWYqcnZ6m9/7/AAAAAAAAAAAAAAAAAAAAAA4ZLkA="
},
{
"tcId": "id-ML-DSA-65",
"pk": "CehMzdl/hDYK2onXrTgctj5b/N3QrpXfkrhTSPsKRSHelQgjO4IaoK3COkZaO",
"x5c": "MIIVhTCCCIKgAwIBAgIUOcHM7EB9Nopgm7PXwUMUYUlvbZkwCwYJYIZIAWUDRFC 10073 Composite ML-DSA November 2026
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",
"sk": "J99savK3IWkld8k0UedxNuQCpLDv96cdJKkXIKo6pXE=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMSBCKAICffbGrytyFpJXfJNFHncTbkAqS
w7/enHSSpFyCqOqVx",
"s": "UFXqB7QFgN9SMrRUJaSkvGyTDank52coI4S/4hEI9kmViUwuV9bk/4ag7yGOjZRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "+nMdTXRmExDbJUOaFgkLd5FA7jR57z/PGLNcX6XBNT4Si+/rXkc
ap4vFCNv8jTXPrfLTWhUl2dEgAsTVg8CnawbcYme+pQuFIODfsokJFjf36ONF3LmbuHE
6gt0pLrnJCpAXaIv9VzLL6fS3e5Oruv4EmgpGXF2z9HJX0A3odM5k3FHGd3obuEUkHZh
zzigrzUWZySr91/ZGWK0bJ1G4Cuji/qaSZwaiR9bhXOyokxMV+VJq/RaYLJQjm1ir+sZ
NellEibMEp4Q5FFIxcbZqeRawncgP7Uj/vb0/BZjIhYMxhWpABEsU5laHow3x474Xgz1
Ty+qmSKykKVxfy4XJw46N3QDDFuGddXM9QVJY2vp31O0ywMYziu5P81worROLQETzLsz
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i9k9ncnR6hZXtG0dm6AtUjLfIyQcfZ2htcIiJuMrY5gFrfKcAAAAAAAAAAAAAAAAAAAA
ABQ0RFyMn"
},
{
"tcId": "id-ML-DSA-87",
"pk": "mD4U67kyG3jQWYM4oSnbVdvMZULnqNZCIwAuz4JJ1UFrpDlG/R+Kb10TTG9Qi",
"x5c": "MIIdKzCCCwKgAwIBAgIUU8Ew8WFOWPrYs6ypxZhy9ygyUhEwCwYJYIZIAWUD
BAMTMDYxDTALBgNVBAoMBElFVEYxDjAMBgNVBAsMBUxBTVBTMRUwEwYDVQQDDAxpZC1N

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 77


RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 78


RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 79


",
"sk": "B/jrKc1CGwOK3CY7/k9Q/Ish38dPTfzzXQ2rMLaF3Ok=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMTBCKAIAf46ynNQhsDitwmO/5PUPyLId/
HT038810NqzC2hdzp",
"s": "XcWjJfq92g6Y4B69ANNPZEmQVr16ior6tkJm7osNwdTcSm8rGGAt8/Oa7Q4xOFRFC 10073 Composite ML-DSA November 2026
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6uXU5OxJKRZzWNfjh6eo2AMV0SS6JBpYsejxc/UE86sPsojYqR3+BvAHtRPmPY1t5E8Q
mgNUQ+saJ2mgTXwXeOsmj2Rul0h5BWq1Eh1rDPDAATtY1EF6IbGy8OpQL2lCC3gdVbiM
g+8KtjcvaA1eVV/0aUQjEGe9YMNIcsqNjj6ykKhNxg+DmHzvheNDxIgk6zAKPXgmiBWF
13F5niUhjCklOf35LaxkzK+3gGTRet0rDTsrmfy7NngqzrqNplsdk12LoyAHO9rx7yDv
3SKEFpE8+TSiieh3V+dWqq1mDJTVMpUyMgWVJA2vpzKUhphvT/coLEqC3RuknjAu44kC
h6zZCotWilK9oUGV9kb3GIksDGESMxa5yr/19qbprBABAlgdUSSG+SqKnOECQxc5LP09
4KDhwmNUFFbqkVRVuIkaLhAAAAAAAAAAAAAAAAAAAAAAAKERYbIiozOg==",
"sWithContext": "bQNOjVn48qkgJAgN8JCBTP3fJUYpT1d16Wbd2fkHE9RcEw5tRKhRFC 10073 Composite ML-DSA November 2026
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=
="
},
{
"tcId": "id-MLDSA44-RSA2048-PSS-SHA256",
"pk": "Ll22mDa1wg0KVq2Jf39IbdzTKeCd1gv4yIRnpXLrj1CZsOBCqBcmiSEyAi868RFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIRuTCCBzCgAwIBAgIUTTHWFAYUq8fnjKZrFARLHi1GsmQwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "NPkBm9FU2TX1CaijKEhnsJ9yRbP+Ov+1E+fjPqvkix0wggSjAgEAAoIBAQDUW
GUOzXqpodxWXYo/WpR+jN36PtPJ5WGEUOT1HLT1Oa9jPBjP/Z1aYCX9BDxV30+6vTfPS
eb5ncVT7bwcXoDIL0kxZphaB+0lhapYUYICBxLkL/UEgy5fxlWfMznw+m9Fu416CJd5W
VJ0nqxQT0pv+5rHCNL9xvepuEozIqpee0z9Yxbo2AdaUQ0h+N9KKJITr9otnTgJ3c5Ao
Nsaygapr9rFAmGRbI/JxvgSceIGAmftYHFLqGi6scO05PuNLK9pQMZx8cr1uE9TYSj9O
whOLY937CpwXuEzeziPUpLSoo3jUDhY/bGAYrAtnySszxEn1AYp6qVkC46lXKmryw+XA
gMBAAECggEAWF+Nd3Km6TA27i6x2ZoOEPj5bSt2oyD2y8WK9EQFP8XJK4iYXv+S3EkFp
l576dUtbm9PadK88QfrVvmq/zeJa0batFeZcma4GJSfh3AspkFhaFxZIY6i3zNA8Se1p
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",
"sk_pkcs8": "MIIE2gIBADAKBggrBgEFBQcGJQSCBMc0+QGb0VTZNfUJqKMoSGewn3J",
"s": "K3167JfsF2hZcpx/5W4ddFiWydJAKp4uNYHzUzTB/3QlLZnQRSkYB0ZHwpyq7IRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "kQvpYphC8wTss2o0eoDbvap5TMqdIPqtUJFHk6PpICE7Du/hrj4RFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA44-RSA2048-PKCS15-SHA256",
"pk": "9nmRVtjCGCqc0d1nt3RMDcGLBnqiM3WXvfSoh+C9UkabsnqKOgL/Z7jSg2jBrRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIRvzCCBzagAwIBAgIUJb6AFvof6k4sDBOS+0QAuMP73UMwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "eFObttIdBg+c1tQAupqdt60bgeNRlZHihfeiQnmPgjQwggSkAgEAAoIBAQDTbRFC 10073 Composite ML-DSA November 2026
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AJ4XaBNGwrpxvBDKQaJqMiKpFK5Kq+/HZC9HqvT+pyqz9ZuWbEcziSy1muaNGZnVDwck
hRWVh6hpnYrJdFi7ekm7bBoxOS41NlnqL3DzyF4R25ZdO1YEAdki2yYd4XQtBstsQKBg
QC9OmG9Bf8JCBHBg8078jb4yiCQMBnAYkhkJW9HSWWwm8PPwLuN7XuLkN15L8ibJoygQ
inAEpEjIePCl+pPQSgPaqk22ciVpqXbXZ3fTgYjMQscawynWse8mJeLGDjeW09wYy6aD
CVw3wCOwDQkI+wZRA26LMKLa5ElGVdzOOi/8wKBgHvgzZ099bE/8pi7JNyLQ80ETXfpw
f+E/FaOUKMR/pUmTGlYWS1O2NzdD0CFjRTjWdkEbeKgVD2fOZjT3LzW15OuDFwh7hv1z
VQegjWCR52EFgG55MxYY4igXUMCFh2ljrCLzXHnvRBZ9JModSESDxQFv93Nd6XumhWXz
9Rm3i86",
"sk_pkcs8": "MIIE2wIBADAKBggrBgEFBQcGJgSCBMh4U5u20h0GD5zW1AC6mp23rRu",
"s": "I8WTMuk7C0WsDBOG33bz3nsurihatMh9oklXWB0ViuMlM4+7DdWqF5y8yLyWZIRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "lXtFSwhamCx8lblXhenVcO1UqF193C43kw6snIWRGDkFIXgSR4IRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA44-Ed25519-SHA512",
"pk": "FlplaQIgVuYEA04nN9VXyMWK4XDhRhnaGaWO6FqoCtiDr5rL89omEFSIf811X",
"x5c": "MIIQAzCCBjqgAwIBAgIUG8k6aug4m/rdCRJK44MC8oR8OLwwCgYIKwYBBQUH
BicwQzENMAsGA1UECgwESUVURjEOMAwGA1UECwwFTEFNUFMxIjAgBgNVBAMMGWlkLU1M
RFNBNDQtRWQyNTUxOS1TSEE1MTIwHhcNMjYwMTA2MTEwODAwWhcNMzYwMTA3MTEwODAw
WjBDMQ0wCwYDVQQKDARJRVRGMQ4wDAYDVQQLDAVMQU1QUzEiMCAGA1UEAwwZaWQtTUxE
U0E0NC1FZDI1NTE5LVNIQTUxMjCCBVEwCgYIKwYBBQUHBicDggVBABZaZWkCIFbmBANO
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",
"sk": "AdjfWRUtikTjmiXmd17xigBEsg5YwsQ0asN8J9FSF2xb6mwkVGF7+0hHnrixO
3EamBFrc/fsrDD68d2bT6F9aA==",
"sk_pkcs8": "MFECAQAwCgYIKwYBBQUHBicEQAHY31kVLYpE45ol5nde8YoARLIOWML
ENGrDfCfRUhdsW+psJFRhe/tIR564sTtxGpgRa3P37Kww+vHdm0+hfWg=",
"s": "jf3ldp/wzf7aHNAWXPULSa7WoqVbFXac+zkQpMtFRz/dQd8bbXrttS+XKo7F/zRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "16QOR8ygVCYwhcop8DrFlrolDN9WWlr1FqhFp9bNJuFbXzZLoMVRFC 10073 Composite ML-DSA November 2026
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g9AnMguJzy+qLdkj9n93/1VshFwf5uTjdGUBxXClRMDlnJUf3VL7c2MYoEAQlGKULbNA
uci0CCxNbe4zD4AsTN5evtMbX4PHy8xksMTY+RUhQYnh/gqrN2ff8AgU1ODlBYWhsbXB
ymZqkp7Cz9wAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAgUJTj58hwuB2hJl7Dzze2CSxt
J6vPILyue6EC8WWg7EocSMmqVGdGPosayh5fFFCmYnrMRJKER/VVQLyanEE30/KkA"
},
{
"tcId": "id-MLDSA44-ECDSA-P256-SHA256",
"pk": "0tSxxXlGivbpfkDz/vQHy2wXg/XjioXxaKESOD3TRscEjU3FIQIXrPnmCyxik",
"x5c": "MIIQMTCCBmGgAwIBAgIUXYGnlFi1Z8pEkmKWi2QqGD7tXEUwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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z3KBhSIRyPb7kihV+q30zpWZGzlH+S05",
"sk": "xzZ5w/4wfHqh6i+9R+QBQ0AFstNaWic0z2QeoqnL3sUwMQIBAQQguU52CacXa
rr71KNPq65CsJHkTZ5G5n/KVmwqGIpjxl+gCgYIKoZIzj0DAQc=",
"sk_pkcs8": "MGQCAQAwCgYIKwYBBQUHBigEU8c2ecP+MHx6oeovvUfkAUNABbLTWlo
nNM9kHqKpy97FMDECAQEEILlOdgmnF2q6+9SjT6uuQrCR5E2eRuZ/ylZsKhiKY8ZfoAo
GCCqGSM49AwEH",
"s": "LFNNw2nxnkFRfSfII6NkByAp4GZpm5eAKdN/+F1TtWgDrepFyVJy/WsVcstFXI",
"sWithContext": "VZY7tTr09GB3Z7DoxaEJfFLA/EwnF89U6WOU+uNG5l1ONiNs1eF
TEU+8toFaixFh6uyb8dCNsnBPN7HOSoIxAq7W12LVoRJZLIGVsneKuJFbiT3ppIR5OOL
jJIYVulkPfZVpqPrYIZCR1dk5r754mhP/I+7jsNSMNjMae5iNKxQEEINwLn29UHCrDk9
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"
},
{
"tcId": "id-MLDSA65-RSA3072-PSS-SHA512",
"pk": "hDojmxlfrJYNuadjr6Hz5OTFF4YmaeIaCCf1mT6IjaoGPh02ZeDz5cxXmO1XQ
jND9QlI5bYVWTTgBfF5rzNesbl6GFtl9jdf0SBG87u+ueNOxNEZasxlzqfpfK+DcLf3c
c/yU5pwbIayi7kaQmLzvB/5XfoBPkZtYKS6qnwje8SNj3Y9y39skXxd9thNryCNubH3s
I2CK2inRl5XckfVqLvPUAShNufix/aNbHntigsrokjBRj0AplJREnx61GFcTXXWKaVqF
ezZCtc979b2sBQErVgE44RdqCn+jfO5UFRgfKIs3M3qb6gA3bV8iFUl8f4RAMJUBKWRz
Pz2QMJBVSe2GUBnKtDfWHkeEpHsYzIXba1KSSYPP6PUeoE5CViSki6/pz7n3SgeWKT6I
2rVMOEKxpPf44OuItdSVG/7Fd0GjtccXixX83HxvanTDa+DlZR3s5TcA86Y8FTJxIeSr
K43gyIXlSfy4shRaKgC/MtdIncBIVi2nnkuPKXm86vRtCe5qK3bUMTI47OECO/RKgTBG

RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 100


",
"x5c": "MIIYsjCCCjCgAwIBAgIUFphT4SkhQSFm9j+2IBQwN2SFtYUwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "AcTWT0vAo5VtHTBmm4VVjVwZfJGR1Q3PwR5VIkkuAnEwggbiAgEAAoIBgQC3ARFC 10073 Composite ML-DSA November 2026
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",
"sk_pkcs8": "MIIHGQIBADAKBggrBgEFBQcGKQSCBwYBxNZPS8CjlW0dMGabhVWNXBlRFC 10073 Composite ML-DSA November 2026
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rG6xNAoHAT7s/BO/TKT69jU/HuPRG14ra2m59xzXoDL5hvhvM9lzNb0BMSMjkP3hXSO/
GidDtdJLhv9FPqcvxsqZozwFKxkCH/sfcf1oBmZYkcn8HJVqwsMtgmHsUc91FgU6Suts
NKACOWec5BjBSzxaBL33jz/i8G6Vh2DN0wYFAz4kjLqD0AcvMUC/9J7uRdtlUi+oVKRX
ZyFUQ/NytShA341M4uMlzp/v1WaJgINJ9ILh7lrKiJm23UZFtwt1MUs9D+KV8",
"s": "v/0Dbcxur9kKmYZq2zIXVGS3Wwks5qSVrEBDhGXJVvGdRrO0rMGM/Cff1BR/QRRFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 105


",
"sWithContext": "55YQxkcTy8XQ/rAC5TnxETWp5YWe9HH/xZbk6agNtN7JdKXIcRhRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-RSA3072-PKCS15-SHA512",
"pk": "nXGKFc+w7d1xMqz6pja+gFkjBdcdmFAIxP5iOANUoBp/PINoYDQT8+TWKbhkfRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIYuDCCCjagAwIBAgIUU9ez5LqaRt6ltiVb2n8gXQ1YCS4wCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "tl5boR63qVroiNFG4igrv+L2HBwHE+NlJFLlgQbUF2MwggbkAgEAAoIBgQCOORFC 10073 Composite ML-DSA November 2026
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",
"sk_pkcs8": "MIIHGwIBADAKBggrBgEFBQcGKgSCBwi2XluhHrepWuiI0UbiKCu/4vY=",
"s": "WEjvBrVVOtK/3Ae+lCgZg71GhbtHalQfBHuMx7iBgBGawmnsOmrR/O+m+L5URfRFC 10073 Composite ML-DSA November 2026
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qP4aRzO4+5OsPklqlPRkBLdt+1GFEsgzrYgn3AmYIk2zc5FFyLhKxza6gAJbx2oTplSs
RPdS6sq3Bi21WmZ4UNXol9pvfCXotPdjyjitJg5GZI85lNPm9l1CcTOY2y+p8/EY4BHk
ixZsseOLT7gY+KiZZKcp3KHdJB9t9FR9lvm+D0OKcllFo4kBzTyPX/wa0PE0M+1gflXw
9Z3tgCWVk/H3lSKIy2r+rCBMOr2EKqpBVfqWUl15WKXHGI4YEnl/5zV9x5Yl0T+cgz9I
dtzdXmB4pNEyGg20JUNP3wkkUxSCAWTfy4HVn1jddlj5PxaMXtURiUpu9Oxd1qNUZNen
mcOe+BnE026YJx6TIFBVh6Jc7dMz/nbDSn",
"sWithContext": "1PKwrlLkdCgo9FYiU1kM8qQUqnGgKBzua0T/bahOzdBC+MVL9UFRFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 113


"
},
{
"tcId": "id-MLDSA65-RSA4096-PSS-SHA512",
"pk": "by+GWNIhKxJn7rje7wdPah56qawknw/7H2HY7hl27Qcy5kE/N01EqkZz6LoQNRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIZsjCCCrCgAwIBAgIUERyFvGQgvQtt4SjDAzFqXygoj8MwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "xHlakAlFaKe5fPk9bSwPIpJI7eSVnvzitdQcfD+dK+wwggkoAgEAAoICAQDCgRFC 10073 Composite ML-DSA November 2026
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",
"sk_pkcs8": "MIIJXwIBADAKBggrBgEFBQcGKwSCCUzEeVqQCUVop7l8+T1tLA8ikkjRFC 10073 Composite ML-DSA November 2026
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JgrF8+EH7tKGeEbkg9MYEEPR8MjFTimjTKcqD3b0dv4qP1DKnOs3eSz0LXQsPgzB9FNv
pP6ZJTEDtYiXv9Z4qbUImrN4kzjvplrAE3UdNpBZeJJIL04b20XsvDBAtJnIGUeAkpbk
gjutDCKJfDz2NRwKCAQAceaGHxiMfC2g4E9y6ZmuLFTldk8+w0XeexZA3AP4wva4bwxZ
IxB4T5ixi/U9FTM/IxtXqO7edH+TSUmV93+CmkCGNeb4yoNXUTppQ2s8tsZwhK0JmBzp
8IKaMPAVn7ORAKVIeM8ToodGCJ/eE2BkkVllw0aYVKfRH5RcwSwje0lNpYunhUsOiDYE
Je5DQohV43C92vyEDNHbcSZBDnxV1cHFVeS89IJquhla7MFsep4leekn1cPxiCbM8d0d
HE857/0qscdXjnDb/QhlajNoo0YpTjiUmAfrfLzc95nbQFlbXoT50PKCE6xzblDC+1Rw
2gDBmyZ4J2G2ZOfIJzIwE",
"s": "esW7dl1Gj4A+RPg2I5dKGXkuAgE3lKHr3/2FyMBIEeKYFPss6ucgm7z2pyvzdpRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "JDlbtzluC1lH3Tam92nId7esPj/jn96GPYHZYnKvXlcFFttgGukRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-RSA4096-PKCS15-SHA512",
"pk": "8bnpV1xI+dtfZriP9qe3CZW2O9+V88CwLBG2AyM0c/sOjbxzzdfJzARraoEwYRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIZuDCCCragAwIBAgIUAPshotDotk4Ks2d+J/o5S+7c8GkwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "/GvgYQOsPEtmOPS9dakZ3wH3Cig+xnSaTuvNo0xBsQ0wggknAgEAAoICAQC1h
i5ZcZXqhhqGiF0h7l4mRDsHrdTo7hgTOIuuqMrLIaYIpuCC7HYDWKt5r7PQ89YQ+dj2q
z7KRHQj2rljNkbBM+nzGk+gHTC5JbnUjyOYLsuVVfcWwYuvGQqL0xSYiC3L/LFzoJffx
q3qG2tUEi2abtOL35iUsgy0a6QcPSTdBS3Jw74cM8PlDSyL+OsElV3gfAq/Fzp9HrW97
Di9LqFAI7UgADsAwBJHkpLDDntRKP+RK3jlvrz15ZObHawEzyIW8UIpZiDSuAm0MuPZa
9EmKcgoAWs9P0+t5gUMhYAQQ74Z1mWidT8iOAlUkwprbhFnfXBHUzz0xKT/SfU8pLk6b

RFC 10073 Composite ML-DSA November 2026
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",
"sk_pkcs8": "MIIJXgIBADAKBggrBgEFBQcGLASCCUv8a+BhA6w8S2Y49L11qRnfAfcRFC 10073 Composite ML-DSA November 2026
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",
"s": "ytsOXnfqoclXD0Qcx4LYbq39OVYPKr0W970e6wb99Puj9GlA+AIVTe0wBE46F0RFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "ezPjM2/DxLRvCkyilJ1jR1tTu+in1HuJ6HwSeJf+u9rvqf88jdPRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-ECDSA-P256-SHA512",
"pk": "rZTyCYFJUpLF11m+9/qkC78DAVczaSbhDdEglXcvFBYGJ9RUVIZyf6xy1Yw9Q",
"x5c": "MIIWKzCCCOGgAwIBAgIUW0MoLO0np7/Ch09mfDIxAm9wH3AwCgYIKwYBBQUH
Bi0wRjENMAsGA1UECgwESUVURjEOMAwGA1UECwwFTEFNUFMxJTAjBgNVBAMMHGlkLU1M
RFNBNjUtRUNEU0EtUDI1Ni1TSEE1MTIwHhcNMjYwMTA2MTEwODAyWhcNMzYwMTA3MTEw
ODAyWjBGMQ0wCwYDVQQKDARJRVRGMQ4wDAYDVQQLDAVMQU1QUzElMCMGA1UEAwwcaWQt
TUxEU0E2NS1FQ0RTQS1QMjU2LVNIQTUxMjCCB/IwCgYIKwYBBQUHBi0DggfiAK2U8gmB
SVKSxddZvvf6pAu/AwFXM2km4Q3RIJV3LxQWBifUVFSGcn+sctWMPUOtnSDMI2J9sA+K

RFC 10073 Composite ML-DSA November 2026
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",
"sk": "bsdcWusLmyFNumCKr944e8i+AxpGXddgx9fH69Yo49owMQIBAQQgmEOXvMQ5w
GDvUQnM5wuW3XNaM9DuU6F6uZepzORqyqugCgYIKoZIzj0DAQc=",
"sk_pkcs8": "MGQCAQAwCgYIKwYBBQUHBi0EU27HXFrrC5shTbpgiq/eOHvIvgMaRl3
XYMfXx+vWKOPaMDECAQEEIJhDl7zEOcBg71EJzOcLlt1zWjPQ7lOhermXqczkasqroAo
GCCqGSM49AwEH",
"s": "Z2cXSmyeY+LB6sYY3fPKYRjhisbdrjPXpdWnbLpB9vCyqNnHDvOa2/gL+FpGcj
6U/jCmj+SfINkARM9q19ob/AO9/zwt4tGX0roK1Na4f7tVSSXF0Zax5OssBIQizCrJSi
law4YDPdBEv1fVBwhZbg6nAbnnXko9RJb6KAlY43AGS6nd0LeMTjiH2Y+UMO+Xd2YDzH
k5PdAlDhxag5i9YY/oO+mxPrYEc1Khf/ARDJJivRgZqS/DsdKB+n6a4FihpZLaWNirrI
QhAojM2Iv7YLm+DirQ4obhIbwo9xt775nYGVlwsK+L2+h4uXidYQChVA8uF3SVEnZDl2

RFC 10073 Composite ML-DSA November 2026
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MOeheWUD4gt/fSl2OT+JBQI24KhF6cI4lIyWUUHcYUOij2ucsZt3EqxuzyMz9erbDK7B
AXIEFegbG0tdbj5u4hKCqprskNJkhecn/tHyksL4SV4gAAAAAAAAAAAAAABAsYHiUsME
UCIQDjDGCQCsAckjqaKf1W6a3d6b+cVZPGB9DWGJ526JHVlAIgbk6WbcRlk71g9ay0cj
nnV57SD9jlFuGe1Ll0N/g6oSA=",
"sWithContext": "oHXylglVknUKV5ZzGdY29ZcVAruptT8vnoOzTl7F0ryNbDC8RxyRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-ECDSA-P384-SHA512",
"pk": "tdGwjOkGFVBJ2pm+CpTYs2weCCfZVqFJJdD7Xicesj1Z+bnu+RJriSqrde5it",
"x5c": "MIIWazCCCQGgAwIBAgIUEjaXBZrvZZ10VCdx0cYv3mUxs/MwCgYIKwYBBQUH

RFC 10073 Composite ML-DSA November 2026
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",
"sk": "GBzZVGrgCtjNd7FtNzoxmzXVEcHki9NScm7fSsJokqAwPgIBAQQwHgigRN8us
gijZwZRq9Xo0wu5aeauYgfkTTKGmPFfoomz4FJBpwmk5oRVHB8eyrtHoAcGBSuBBAAi"
,
"sk_pkcs8": "MHECAQAwCgYIKwYBBQUHBi4EYBgc2VRq4ArYzXexbTc6MZs11RHB5Iv

RFC 10073 Composite ML-DSA November 2026
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TUnJu30rCaJKgMD4CAQEEMB4IoETfLrIIo2cGUavV6NMLuWnmrmIH5E0yhpjxX6KJs+B
SQacJpOaEVRwfHsq7R6AHBgUrgQQAIg==",
"s": "h/1YyBhPhCx/bWXDY27cLN4ZRI1MrusyQk2799YY5fSt1PH7sXIoIAG2pSMtm+RFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "AKQJEKdrDu1G9LiA9Fh8kJUWaH0sFV7fU+u4X6lXou95UiU8FTORFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-ECDSA-brainpoolP256r1-SHA512",
"pk": "qy+xBiomV+u6zDyLzKjPr0M3O2lFQYKU0Z9r7kzSW258fB8I/HQXpP/4c5P/TRFC 10073 Composite ML-DSA November 2026
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pNXHgUqflODN5SR90/h67le7c0XnvDeoLKJuoi8+2dAK8Lbz4TGOAWLY59brQDmqwKqw
8jQr+iwFtJ7IlJhj5MdM0Mdc9/crkqW9ItkZQ3CB2LXLVzOApPtL5AtVTYi0Ltzk55on
X3UcEZFBajbwo/dttTek7HVK24rfZpvBX2+n8gslBIsdPRXhkA0gPE25RhwcShamc983
5egcWjasuLplqDOt/FPwUP6a70ejo9cDCCYz0ZC2GCedI1GbwZ/zCJ3giIK6bxiAZLqL
YNETy33x+JOvnrRKVb3UcxjrxkEc74boGWo/cK6r+wq0OgquUB2F7ysoU5DKCtbIMuUk
iYrlf8ETZEAK7zNvwACz4hCi6k/5/Ln/QZVfhDft63BnQ==",
"x5c": "MIIWQDCCCPegAwIBAgIUaEnQXbeVQ5cZoJuYJoXe3oEO3QAwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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AAAAAAAAAAAAAAAAAAAAAAAAAAQIDhAXGjBFAiEAhMExfEBAAFrssOdgBRto72gi3xSk
vch1/n2Dm3rxVg0CIBOhaqs8PUqoYeKo4vPKA45kdAmyCA4OzJZlX3ZpogRl",
"sk": "IQp1j8gIDkGwD9GlIF6cLzcN9dKeIsr2xb4KW/c4JUcwMgIBAQQgjnC6/VN7S
McIVUeJpWVqOH7vHMWSEKQLTUzah+w9mnqgCwYJKyQDAwIIAQEH",
"sk_pkcs8": "MGUCAQAwCgYIKwYBBQUHBi8EVCEKdY/ICA5BsA/RpSBenC83DfXSniL
K9sW+Clv3OCVHMDICAQEEII5wuv1Te0jHCFVHiaVlajh+7xzFkhCkC01M2ofsPZp6oAs
GCSskAwMCCAEBBw==",
"s": "ZKI2hFc1lbxDhRrx5+TXisGUHhi3ey3CJdWqvWz9wPLB+ARqBxX04GN8s3yCakRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "7Ds2ERU8mBQqrWNqH1RAwVceZv86rkxCBnYyC65X+iOLPKXDA6DRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA65-Ed25519-SHA512",
"pk": "lJHqFchj4m+jxLow4ARGz/Vgrwa0hpIrPMgTOBx6DouPmdO0P88unCWMDtG4ZRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIV/DCCCLqgAwIBAgIUZqRb5vWjxJFTRqlAjlz+D3KeciwwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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fwzp7FwhFojQ2GztpN1FCVNlbuMxlF+NtXohWOekTOUbaVQYmQlJhBlquLhooaNKuryE
X6447rEiVnjXcSC+I0WcS7j0x/WTtcjO4Fa3cSle9EIZUC/sGSari8TlGaz8kOEn0GKq
JPr8/8whRFkcMneC/XazKz16jarV5OX1HCU7U9rw9wAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAQMIChMa0W/bgHSyoiN2SJcL44JLFdwV1GGrpThD/qP483RgU5Tgy0e5
bGLEHriTw9B4pk65K3TO/EiKsLqOBmZK8vXUDg==",
"sk": "I6V4IFKJVV5l3fVnYBy0cV+1k6d5ao9x1mjDvKh22Tdg6XQfX7imizxJC5Pkq
g5dgiBu87jiJC4bz0cp8uFGqg==",
"sk_pkcs8": "MFECAQAwCgYIKwYBBQUHBjAEQCOleCBSiVVeZd31Z2ActHFftZOneWq
PcdZow7yodtk3YOl0H1+4pos8SQuT5KoOXYIgbvO44iQuG89HKfLhRqo=",
"s": "Fxh/AyW+vDUEOBaRjZgvhcgBJWxZG7F3srk+MQFAn86a2iNyE4ao4VordDdneeRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "r3ma4PVEUN3jyVhD0ZKc5dSZ0fBvPveY7Tj5MeNZi/qtUpQKdyTRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA87-ECDSA-P384-SHA512",
"pk": "VJ3mQ7kwpzVTIf9jMh3pRI1y+baUMFVfm9czHDJ/yqV9m797G/ARvNXDFf+s1RFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIeETCCC4GgAwIBAgIUC20XzvAlMLTtLgJIn+JJDvhn9c8wCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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Ounsworth, et al. Standards Track Page 151


RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 152



GyUrMzBmAjEAy11LBhpuNtI1m7N0tsfMi5i1XdpbmLREGIiNjslLkac98av0aXoTWnFR
rCvNffDoAjEAjGwgyeE+epqorKSPQ9YFTQ2BXxe6mx6vyjZ33M2Qg6RNoYgii93XV5Tq
PyhuRDyh",
"sk": "yCBUZVCkA6UiJYJdYS8gXsRQEnbPGZbvvVQWeWE9UoMwPgIBAQQwSCmFoWj68
Zr/KCGPh/W9yQwiv0/Sa0HIqKhYdA0S5Nt4Kg+FjcZGjUJNK3aSxtGPoAcGBSuBBAAi"
,
"sk_pkcs8": "MHECAQAwCgYIKwYBBQUHBjEEYMggVGVQpAOlIiWCXWEvIF7EUBJ2zxm
W771UFnlhPVKDMD4CAQEEMEgphaFo+vGa/yghj4f1vckMIr9P0mtByKioWHQNEuTbeCo
PhY3GRo1CTSt2ksbRj6AHBgUrgQQAIg==",
"s": "x8ta9TIW7+Abwj8OIpW6c2JCg7ad/oBYMDimauy/0v0Qu9VZQMWWC9XIGMrU2QRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "imPui7FJsM9p7AiJTlb9ep5FlXQXFAIgl6eRkhbCKTfFsE+95IiRFC 10073 Composite ML-DSA November 2026
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="
},
{
"tcId": "id-MLDSA87-ECDSA-brainpoolP384r1-SHA512",
"pk": "HAN2zXLF0r9XxXuEsPY7T8D8fXk+S3yuSM1pHW1L4hBGfWgTHMGxljPzsDO0sRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIeJTCCC5egAwIBAgIUDRtlQRUouxHp3avudsNdVUAxuBwwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 157


RFC 10073 Composite ML-DSA November 2026
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",
"sk": "LM7G+JMPMv0YNysC87onvWaSAygI0q8Ji+V5DMxYGW4wQgIBAQQwBMcCBKGKs
IevLPveYvm+1f/Y4ZEejHTcEREm0qaXRqH/M4YmdUI6Y76/apBumRItoAsGCSskAwMCC

RFC 10073 Composite ML-DSA November 2026
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AEBCw==",
"sk_pkcs8": "MHUCAQAwCgYIKwYBBQUHBjIEZCzOxviTDzL9GDcrAvO6J71mkgMoCNK
vCYvleQzMWBluMEICAQEEMATHAgShirCHryz73mL5vtX/2OGRHox03BERJtKml0ah/zO
GJnVCOmO+v2qQbpkSLaALBgkrJAMDAggBAQs=",
"s": "j8FNyt3W/zxqrcokGq0MxDk8ls0Nyo2aP+eyyibNNBniPRV3QFOM3h6kodOFo2RFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "NYOAabWqQZXj+AFv1Im6mK+9lD7rfOQfYK9UUPuO2lO4Cl4MSlQRFC 10073 Composite ML-DSA November 2026
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="
},
{
"tcId": "id-MLDSA87-Ed448-SHAKE256",
"pk": "5DGvszcdLLQLBtD48ypskVo/XbbDl4h3If3xdulc+NqaPgokr2jFNfy64sDGhRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIId7TCCC1OgAwIBAgIUF5v44A++VMkHZqL4o/3MbEQrBvMwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "cvodaRlkcpyalK+R9rqUSD95CNbLedGQ/ls9u5sVo9fJE1xKda+msIkoZg7WZ
IASEGW1KfueHwKx/i6G3jiIndchxOl12t7AiIaMupaEgZtneMHfuPKlFgY=",
"sk_pkcs8": "MGoCAQAwCgYIKwYBBQUHBjMEWXL6HWkZZHKcmpSvkfa6lEg/eQjWy3n
RkP5bPbubFaPXyRNcSnWvprCJKGYO1mSAEhBltSn7nh8Csf4uht44iJ3XIcTpddrewIi
GjLqWhIGbZ3jB37jypRYG",
"s": "6Ee2aGK+8ZebApp+wiRoszatM2NOG8hzOBAQeIi8fdIE15aP4PuO++JvWNKM0+
ZnKp5GwQHpVnj6JwcbYVGDN58UBDETPBksfYv8smTaqvMAylGgY11avw1PkcDc18EDG5
9Vb8Z7ovgab7l143As5eQ1+gPsjZqvrmBChL5Pmwypj1B72ZLXOrLTpLnwpIX+Duihah

RFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "e4JTJu+7qObp9YzFkcHh4JzYVDPMG24m2gOFm5RX+Vz4y2GA5+aRFC 10073 Composite ML-DSA November 2026
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RFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA87-RSA3072-PSS-SHA512",
"pk": "yNZ84X0bbi1CpYzeZ8pVWb7f/YBxxnCln1W6UAQDwEW8x+ESwyvvsrra18LFwRFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIgWDCCDLCgAwIBAgIUCVCEiXXymVjwOLPlDj+o76qxuSgwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 171


RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 172


RFC 10073 Composite ML-DSA November 2026

Ounsworth, et al. Standards Track Page 173



itxeVPCoJf+5NcXDrnW4jy6phwOiSiQoXJ4ZxndNanKOSuC8JZzpwPYplnj/+g3ipVjq
PBXS+I84SRvCLh+TrNjUKwEPpRHa+9exMzJtnNQehoADjcSn5cDVQaLIKAs5EHAtC/qH
yFGIVy8Bw0InZubOzOK0Xz6L2pXN+ajqCDZulfyRefdyuXE8F7PEObYWHi4BynTJHpIs
qYfca65esSLVwBar/p11uWozdmEYAnITqxeCfA==",
"sk": "FirLQx496w1zaUZUD4Q9/7sUv5V9W8kFXeLzqBLaDJcwggbjAgEAAoIBgQDjV",
"sk_pkcs8": "MIIHGgIBADAKBggrBgEFBQcGNASCBwcWKstDHj3rDXNpRlQPhD3/uxSRFC 10073 Composite ML-DSA November 2026
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==",
"s": "9FXavDjGpxQXvRlTB2EQLS/A0UDBWeQOLAaOVpCNXh8f4HdvN5oH2gqjy4QYYPRFC 10073 Composite ML-DSA November 2026
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5f43DqfT084Vp9xg3Epl+ksg==",
"sWithContext": "lcjjRDrgq+BirwXrlcioIF2kylNInEs4LO13MpGYMBfVJSJHpgJRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA87-RSA4096-PSS-SHA512",
"pk": "rPBxLKE6Ev+LiySdDq2KqXQhW2etLWZzbV+GWg1e2uRjS5V3zfrKTDBX1rhF3RFC 10073 Composite ML-DSA November 2026
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",
"x5c": "MIIhWDCCDTCgAwIBAgIUHAcjsFi0UKGWqWF2DQZobhrhs1QwCgYIKwYBBQUHRFC 10073 Composite ML-DSA November 2026
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",
"sk": "eDEzgPNAsY0aF9WFeTNbZGBwEgb080murcMulf360v4wggkoAgEAAoICAQCzARFC 10073 Composite ML-DSA November 2026
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",
"sk_pkcs8": "MIIJXwIBADAKBggrBgEFBQcGNQSCCUx4MTOA80CxjRoX1YV5M1tkYHARFC 10073 Composite ML-DSA November 2026
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",
"s": "3OeU2Bcn1HUZC3DWtsJEOx5V8q0UojD7JVxvHqIZuzAQ+zE00GsmS0vXRL+SKYRFC 10073 Composite ML-DSA November 2026
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DSWGRahrEqzEgjz+p+TfHLn4tqZEvyHUrpXJ6KHTF2ZW9pzWLoQDfn0uZAlv1hjO+CGC
pA9WAvux7ZH6cwGlkNpA+UgahH7kxLDCC7FUilUmvO13R3YNdQPMzNBHdgGZ1Hot3D99
U8C0X2LDlf+14MsyVClaKX6GcNkpPlGCJdqso8Dnuxt5pTLP7Y26COddClMu0fPsls+w
3DgoCGUpEc51KgZyz6jP5KEphXbd51KjzBeLmtrgr9AP8IuJeAWtzFRWJFZWwJQimRvh
hHpljkrMP+eCDK8sJz78WjeMbt55M2y7itHokDxDf/wZXv8AyXo03ESaNhEg5rCVhr5P
s99o7mmdhY3AJttN6HOgJFZ4LKKZntVoI4wI37wcr6bJQHgYZ4vwTQr6PXJG7Ocdmydh
30+GrAMzoWZdPPjuBZuzAuqCnEh3Eya+Q5Wy6VKaI08+IesJ4TcZLxOqjg",
"sWithContext": "ToOMhY5sKmKiTFLT19i/bD51irQUjIeKGJBBdrvwPXTc7YghCokRFC 10073 Composite ML-DSA November 2026
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"
},
{
"tcId": "id-MLDSA87-ECDSA-P521-SHA512",
"pk": "Rq3lfdnHzXIJmWgpWqUxzFUCfO7HmrXG/EZOOD6qvKpYWmTzS8NWI/QtkYlyF
oFPxj0/WxbQbv/pFiBkijuf6Ou6XpM7HZtUzyybNfUa1R9aN0HNVkLNPbb8M6Ricpe38
IBw+dt+5DIrgGq5PU86bCx1CTdDuNXTz/WxXxTMOjo7g2PDwLyaGCVl/8zd7Lyu9ZZHn
JOX4UnmbgpZKpeLiXdKPhTqI87/0WxKNLFq/v4hrzYm38bdNU5qGu1whEc6KF6VG7WyT
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",
"x5c": "MIIeWDCCC6WgAwIBAgIUM76USZRItUZBBqMZuFGKphhdSgcwCgYIKwYBBQUH
BjYwRjENMAsGA1UECgwESUVURjEOMAwGA1UECwwFTEFNUFMxJTAjBgNVBAMMHGlkLU1M
RFNBODctRUNEU0EtUDUyMS1TSEE1MTIwHhcNMjYwMTA2MTEwODA0WhcNMzYwMTA3MTEw
ODA0WjBGMQ0wCwYDVQQKDARJRVRGMQ4wDAYDVQQLDAVMQU1QUzElMCMGA1UEAwwcaWQt
TUxEU0E4Ny1FQ0RTQS1QNTIxLVNIQTUxMjCCCrYwCgYIKwYBBQUHBjYDggqmAEat5X3Z
x81yCZloKVqlMcxVAnzux5q1xvxGTjg+qryqWFpk80vDViP0LZGJchaBT8Y9P1sW0G7/
6RYgZIo7n+jrul6TOx2bVM8smzX1GtUfWjdBzVZCzT22/DOkYnKXt/CAcPnbfuQyK4Bq
uT1POmwsdQk3Q7jV08/1sV8UzDo6O4Njw8C8mhglZf/M3ey8rvWWR5yTl+FJ5m4KWSqX
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",
"sk": "i6WXRYb3bZgYjyZTAkTzGOG3RxqlKx7H5mvjE4sASjAwUAIBAQRCAPV/kCyal
JFpSWFTmSR7inkTFwk15OcdfGNDHROW9GWcbS45POp6wX9XWcPb423uihFk2484/dlTJ
3sdDpCXGgFgoAcGBSuBBAAj",
"sk_pkcs8": "MIGDAgEAMAoGCCsGAQUFBwY2BHKLpZdFhvdtmBiPJlMCRPMY4bdHGqU
rHsfma+MTiwBKMDBQAgEBBEIA9X+QLJqUkWlJYVOZJHuKeRMXCTXk5x18Y0MdE5b0ZZx
tLjk86nrBf1dZw9vjbe6KEWTbjzj92VMnex0OkJcaAWCgBwYFK4EEACM=",
"s": "GrOwaKBqBUvkBKlG0qlu+fHXv8IZSoslHMRKgUeUIxJ9tHlDt5hnD4njfiS2HsRFC 10073 Composite ML-DSA November 2026
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",
"sWithContext": "aG/0H/RnureRTzIZhvAzuqS2Ke8e4bLNyBFXKCpXZWn+k+oa5HsRFC 10073 Composite ML-DSA November 2026
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"
}
]
}
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       Introduction
       The advent of quantum computing poses a significant threat to current cryptographic systems because traditional cryptographic signature algorithms such as RSA, DSA, and their elliptic curve variants will become vulnerable to quantum attacks ( ).
Unlike previous migrations between cryptographic algorithms, this migration gives us the foresight that traditional cryptographic algorithms will be broken in the future but will remain strong in the interim; the only uncertainty is around the timing. However, there are also some novel challenges.
For instance, the aggressive migration timelines may require deploying Post-Quantum Cryptography (PQC) algorithms before their implementations have been fully hardened or certified, and dual-algorithm data protection may be desirable over a longer time period to hedge against security vulnerabilities and other implementation flaws in the new implementations.
       Cautious implementers may opt to combine cryptographic algorithms in such a way that an adversary would need to break all of them simultaneously to compromise the protected data. These mechanisms are referred to as "Post-Quantum Traditional (PQ/T) hybrids"  .
       This specification defines a specific instantiation of the PQ/T hybrid paradigm called "composite" where multiple cryptographic algorithms are combined to form a single signature algorithm. The composite algorithm presents a single public key and signature value such that it can be treated as a single atomic algorithm at the protocol level. This provides a property referred to as "protocol backwards compatibility" since it can be applied to protocols that are not explicitly hybrid aware. The idea of a composite was first presented in  .
Composite algorithms retain some security even if one of their component algorithms is broken, which is discussed in detail in  .
This specification creates PQ/T hybrids with the Module-Lattice-Based Digital Signature Algorithm (ML-DSA), defined in   as the Post-Quantum (PQ) component.
Instantiations of the Composite ML-DSA scheme are provided based on ML-DSA, RSASSA-PSS, RSASSA-PKCS1-v1_5, ECDSA, Ed25519, and Ed448.
The full list of algorithms registered by this specification is provided in  .
Backwards compatibility in the sense of upgraded systems continuing to interoperate with legacy systems is not directly covered in this specification, but it is the subject of  .
       Certain jurisdictions have recommended that ML-DSA be used exclusively within a PQ/T hybrid framework. The use of a composite scheme provides a straightforward implementation of hybrid solutions compatible with (and advocated by) some governments and cybersecurity agencies    .
       Some implementers show interest in deploying composites for regulatory reasons; for example,
in some situations, it might be easier to re-certify an existing product by adding Post-Quantum via a PQ/T hybrid to an already compliant solution without changing the traditional component, compared with replacing the traditional component.
Serving this use case, more than any other design requirement, is what motivates the large number of algorithm combinations in this specification: The goal is to provide a stepping stone from which any cryptographic algorithm an organization has deployed today can evolve or transition.
       While this specification registers a large number of composite algorithms, it is expected that organizations will choose to deploy a single composite algorithm, or a small number of composite algorithms, that meet the needs of their environment and operational constraints, and very few implementers will need to concern themselves with the entire list. This specification does not specify any mandatory-to-implement algorithms, but   provides a short list of recommended composite algorithms for common use cases.
       Composite ML-DSA is applicable in PKIX-related applications that would otherwise use ML-DSA but where it is acceptable to have a signature primitive with the weaker property of Existential Unforgeability under Chosen Message Attack (EUF-CMA) instead of the stronger property of Strong Unforgeability under Chosen Message Attack (SUF-CMA), which Composite ML-DSA does not offer.
       
         Conventions and Terminology
         
    The key words " MUST", " MUST NOT",
    " REQUIRED", " SHALL", " SHALL NOT",
    " SHOULD", " SHOULD NOT",
    " RECOMMENDED", " NOT RECOMMENDED",
    " MAY", and " OPTIONAL" in this document are to be
    interpreted as described in BCP 14     when, and only when, they appear in all capitals, as
    shown here.
        
         This specification is consistent with the terminology defined in  .
Some relevant definitions from   are copied here for easier reading.
In addition, the following terminology is used throughout this specification:
         
            Algorithm:
           The usage of the term "algorithm" within this
  specification generally refers to any function that
  has a registered Object Identifier (OID) for
  use within an ASN.1 AlgorithmIdentifier.
            Application Backwards Compatibility:
           A property indicating whether an upgraded and non-upgraded application can successfully establish communication.
            Composite Cryptographic Element:
           
             The definition in   is as follows:
             A cryptographic element that incorporates multiple component
    cryptographic elements of the same type for use in a
    multi-algorithm scheme, such that the resulting composite
    cryptographic element is exposed as a singular interface
    of the same type as the component cryptographic elements.
    
             For example, this could be an asymmetric algorithm such as
    "ML-DSA-65" or "RSASSA-PSS".
          
            DER:
           Distinguished Encoding Rules, as defined in  .
            ECDSA:
           The Elliptic Curve Digital Signature Algorithm defined in  .
            EdDSA, Ed25519, and Ed448:
           The Edwards-curve Digital Signature Algorithm (EdDSA)
  defined in  , with two parameter sets: Ed25519 and Ed448.
            ML-DSA:
           The Module-Lattice-Based Digital Signature Algorithm defined in  .
            PKI:
           Public Key Infrastructure, as defined in  .
            Post-Quantum Traditional (PQ/T) Hybrid Scheme:
           
               defines a PQ/T hybrid scheme as follows:
             A multi-algorithm scheme where at least one component algorithm
  is a post-quantum algorithm and at least one is a traditional algorithm.
          
            Protocol Backwards Compatibility:
           A property whereby a new feature
  can be added to a protocol without requiring any changes to the
  protocol's specification and only minimal changes to its
  implementations.
  Typically, this means that the new feature fits within a defined
  extension point of the protocol instead of requiring a structural
  change to the protocol.
  This is notable because many PQ/T hybrids require modification of
  the protocol to make it "hybrid aware", whereas this specification
  presents it as a standalone algorithm and thus can take advantage of
  existing cryptographic agility mechanisms.
            RSA:
           The Rivest-Shamir-Adleman cryptosystem, used in this specification as the Probabilistic Signature Scheme (RSASSA-PSS) defined in  .
            Signature:
           A digital cryptographic signature, making no assumptions
            about which algorithm.
        
      
       
         Notations
         The algorithm descriptions use Python-like syntax. The following symbols deserve special mention:
         
            ||
           represents concatenation of two byte arrays.
            [:]
           represents byte array slicing.
            (a, b)
           represents a pair of values  a and  b. Typically, this indicates that a function returns multiple values; the exact conveyance mechanism (tuple, struct, output parameters, etc.) is left to the implementer.
            (a, _)
           represents a pair of values where one (the second one in this case) is ignored.
            func(a) -> b
           represents a function named  func that takes  a as input and produces  b.
            Func<TYPE>()
           represents a function that is parameterized by  <TYPE> meaning that the function's implementation will have minor differences depending on the underlying TYPE. Typically, this means that a function will need to look up different constants or use different underlying cryptographic primitives depending on which composite algorithm it is implementing.
        
      
       
         Composite Design Philosophy
         Composite algorithms, as defined in this specification, follow the definition in   and should be regarded as a single algorithm that performs a single cryptographic operation typical of a digital signature algorithm. This generally means that the complexity of combining algorithms can and should be handled by the cryptographic library or cryptographic module. The design intent is that protocols such as PKCS #10  , the Certificate Management Protocol (CMP)  , X.509  , the Cryptographic Message Syntax (CMS)  , and the Trust Anchor Format   can treat composite algorithms as they would any other algorithm without the protocol layer to have any "hybrid awareness". This is a property referred to as "protocol backwards compatibility".
         Discussion of the specific choices of algorithm pairings can be found in  .
         In terms of security properties, the document considers the following two security properties: Existential Unforgeability under Chosen Message Attack (EUF-CMA) and Strong Unforgeability under Chosen Message Attack (SUF-CMA), which are discussed more rigorously in Sections   and  . As a simplified summary, Composite ML-DSA will be EUF-CMA secure if at least one of its component algorithms is EUF-CMA secure and the pre-hashed message representative  PH is collision resistant. SUF-CMA security of Composite ML-DSA is more complicated. While some of the algorithm combinations defined in this specification are likely to be SUF-CMA secure against classical adversaries, none are SUF-CMA secure against a quantum adversary. This means that replacing an ML-DSA signature with a Composite ML-DSA signature is a reduction in security and should not be used in applications sensitive to the difference between SUF-CMA and EUF-CMA security. Composite ML-DSA is  NOT RECOMMENDED for use in applications where it has not been shown that EUF-CMA is acceptable. Further discussion can be found in  .
      
    
     
       Overview of the Composite ML-DSA Signature Scheme
       Composite ML-DSA is a PQ/T hybrid signature scheme that combines ML-DSA as specified in   and   with one of the RSASSA-PKCS1-v1_5 or RSASSA-PSS algorithms defined in  , the Elliptic Curve Digital Signature Algorithm (ECDSA) scheme defined in Section 6 of  , or Ed25519/Ed448 defined in  . The two component signatures are combined into a composite algorithm via a "signature combiner" function, which performs pre-hashing and prepends several signature label values to the message prior to passing it to the component algorithms. Composite ML-DSA achieves weak non-separability as well as several other security properties, which are described in the Security Considerations in  .
       Composite signature schemes are defined as cryptographic primitives that match the API of a generic signature scheme, which consists of three algorithms:
       
          KeyGen() -> (pk, sk):
         A probabilistic key generation algorithm
that generates a public key  pk and a secret key  sk. Some cryptographic modules may also expose a  KeyGen(seed) -> (pk, sk), which generates  pk and  sk deterministically from a seed. This specification assumes a seed-based key generation for ML-DSA.
          Sign(sk, M) -> s:
         A signing algorithm that takes
 as input a secret key  sk and a message  M, and outputs a signature  s. Signing routines may take additional parameters such as a context string or a hash function to use for pre-hashing the message.
          Verify(pk, M, s) -> true or false:
         A verification algorithm
that takes as input a public key  pk, a message  M, and a signature  s, and outputs  true if the signature verifies correctly and outputs  false or an error otherwise. Verification routines may take additional parameters such as a context string or a hash function to use for pre-hashing the message.
      
       The following algorithms are defined for serializing and deserializing component values and are provided as internal functions for use by the public functions KeyGen(), Sign(), and Verify(). These algorithms are inspired by similar algorithms in  .
       
          SerializePublicKey(mldsaPK, tradPK) -> bytes:
         Produce a byte string encoding of the component public keys.
          DeserializePublicKey(bytes) -> (mldsaPK, tradPK):
         Parse a byte string to recover the component public keys.
          SerializePrivateKey(mldsaSeed, tradSK) -> bytes:
         Produce a byte string encoding of the component private keys. Note that the seed for key generation is used as the interoperable private key format for ML-DSA.
          DeserializePrivateKey(bytes) -> (mldsaSeed, tradSK):
         Parse a byte string to recover the component private keys.
          SerializeSignatureValue(mldsaSig, tradSig) -> bytes:
         Produce a byte string encoding of the component signature values.
          DeserializeSignatureValue(bytes) -> (mldsaSig, tradSig):
         Parse a byte string to recover the component signature values.
      
       Full definitions of serialization and deserialization algorithms can be found in  .
       
         Pre-Hashing
         The ML-DSA algorithm as specified in   is not pre-hashed, meaning that the entire to-be-signed message is passed into  ML-DSA.Sign(sk, M, ctx) (see Algorithm 2 in  ).
While there are some cryptographic advantages to designing a signature algorithm this way, it also has some operational drawbacks, namely the performance and privacy implications of needing to stream the entire to-be-signed message to the signing module or service, which is doubled in the context of a composite since the to-be-signed message needs to be streamed to both underlying component algorithms. Also, "pure" (i.e., not pre-hashed) modes lack support for digesting the message once and then signing the digest with multiple different keys or multiple different context  ctx values.
         Composite ML-DSA takes a design approach that mirrors that of Algorithm 2 in   in that the to-be-signed message representative  M' contains a hash of the message  PH( M ) instead of the full message  M:
         
M' :=  Prefix || Label || len(ctx) || ctx || PH( M )
         This closely mirrors the construction of  M' in Algorithm 4 of  .
         Given this design of Composite ML-DSA, it is possible to split the pre-hashing step out from the signature generation process; see   for further discussion and sample algorithms.
         Note that while the overall construction of Composite ML-DSA is similar to that of HashML-DSA, the ML-DSA component inside the composite is "pure" ML-DSA; implementing this specification does not require an implementation of HashML-DSA.
      
       
         Prefix, Label, and CTX
         The to-be-signed message representative  M', defined in  , is created by concatenating several values, including the pre-hashed message.
         
M' :=  Prefix || Label || len(ctx) || ctx || PH( M )
         
           Prefix:
           
             A fixed octet string that is the byte encoding of the ASCII
            string "CompositeAlgorithmSignatures2025", which in hex is:
             436F6D706F73697465416C676F726974686D5369676E61747572657332303235
             See   for more information on the prefix.
          
           Label:
           
             A signature label that is specific to each composite algorithm. The signature label binds the signature to the specific composite algorithm. Signature label values for each algorithm are listed in  .
          
           len(ctx):
           
             A single unsigned byte encoding the length of the context.
          
           ctx:
           
             The context bytes, which allow for applications to bind the signature to an application context.
          
           PH( M ):
           
             The hash of the message to be signed.
          
        
         Each Composite ML-DSA algorithm has a unique signature label value that is used in constructing the message representative  M' in the  Composite-ML-DSA.Sign() ( ) and  Composite-ML-DSA.Verify() ( ). This helps protect against component signature values being removed from the composite and used out of context of X.509; it also helps protect if the prohibition on reusing key material between a composite and a non-composite or between two composites is not adhered to.
         Within Composite ML-DSA, values of  Label are fully specified, and runtime-variable  Label values are not allowed. For authors of follow-on specifications that allow  Label to be runtime-variable, it should be pre-fixed with the length,  len(Label) || Label, to prevent using this as an injection site that could enable various cryptographic attacks.
         The length of the to-be-signed message  M' depends on the application context  ctx provided at runtime, but since  ctx has a maximum length of 255 bytes,  M' has a fixed maximum length that depends on the output size of the hash function chosen as  PH but can be computed per composite algorithm.
      
    
     
       Composite ML-DSA Functions
       This section describes the Composite ML-DSA functions needed to instantiate the public API of a digital signature scheme as defined in  .
       
         Key Generation
         In order to maintain security properties of the composite, this specification
strictly forbids reusing component key material between composite and
non-composite keys or between multiple composite keys. This means that an invocation of  Composite-ML-DSA.KeyGen()  MUST perform, or otherwise guarantee, fresh generation of the key material for both underlying algorithms and  MUST NOT reuse existing key material. See   for further discussion of the security implications.
         To generate a new key pair for composite schemes, the  KeyGen() -> (pk, sk) function is used. The KeyGen() function calls the two key generation functions of the component algorithms independently. Multi-threaded, multi-process, or multi-module applications might choose to execute the key generation functions in parallel for better key generation performance or architectural modularity.
         The following describes how to instantiate a  KeyGen() function for a given composite algorithm represented by  <OID>.
         
Composite-ML-DSA<OID>.KeyGen() -> (pk, sk)

Explicit inputs:

  None

Implicit inputs mapped from <OID>:

  ML-DSA     The underlying ML-DSA algorithm and
             parameter set, for example, "ML-DSA-65".

  Trad       The underlying traditional algorithm and
             parameter set, for example, "RSASSA-PSS"
             or "Ed25519".

Output:

  (pk, sk)   The composite key pair.


Key generation process:

  1. Generate component keys.

     mldsaSeed = Random(32)
     (mldsaPK, mldsaSK) = ML-DSA.KeyGen_internal(mldsaSeed)
     (tradPK, tradSK) = Trad.KeyGen()

  2. Check for component key generation failure.

     if NOT (mldsaPK, mldsaSK) or NOT (tradPK, tradSK):
       output "Key generation error"

  3. Output the composite public and private keys.

     pk = SerializePublicKey(mldsaPK, tradPK)
     sk = SerializePrivateKey(mldsaSeed, tradSK)
     return (pk, sk)
         This key generation process makes use of the seed-based  ML-DSA.KeyGen_internal(ξ), which is defined in Algorithm 6 of  . For FIPS-certification implications, see  .
         In order to ensure fresh keys, the key generation functions  MUST be executed for both component algorithms. Compliant parties  MUST NOT use, import, or export component keys that are used in other contexts and combinations or by themselves as keys for standalone algorithm use. For more details on the security considerations around key reuse, see  .
         If one of the component  KeyGen() routines returns an error, then the   Composite-ML-DSA.KeyGen() routine  MUST also return an error.
         
           Allowed Modifications to the Key Generation Process
           Key generation is a process that is entirely internal to a cryptographic module, and as such, it is often customized to fit the performance or operational requirements of the module. In cases where the private keys never leave the module or are otherwise not required to interoperate with other cryptographic modules, it is not required for interoperability for the private keys to match the format described in this specification. Therefore, in general, implementations of Composite ML-DSA  MAY use an alternate key generation process so long as it generates compatible public keys and so long as both component keys are freshly generated and not reused in a standalone key or within another composite key. Below are some examples of modifications that an implementer  MAY make to the key generation process.
           The following are some examples of modifications that an implementation could make to the key generation process without affecting interoperability:
           
             Modifying the process to additionally output the expanded  mldsaSK or to make use of  ML-DSA.KeyGen_internal(mldsaSeed) as needed to expand the ML-DSA seed into an expanded key prior to performing a signing operation.
             Modifying the process to have a deterministic key generation of one or both component keys from a seed; for example, exposing an interface of  Composite-ML-DSA<OID>.KeyGen(seed) such that one component algorithm is generated from the seed and the other from random, or the input seed is cryptographically expanded to produce seeds for both components. Implementation details and security analysis of such a modified key generation process are outside the scope of this document.
             Where interoperable private keys are not required, using a different private key representation than the one given in  . For example, storing the component keys in separate cryptographic modules, in separate PKCS #8 objects, or in a format that preserves the ML-DSA expanded key instead of the ML-DSA seed. The required modifications to the key generation process, as well as the signature generation process below, to support these private key representations are considered compliant with this specification so long as they generate compatible public keys and so long as both component keys are freshly generated. Note that when implementing Composite ML-DSA with a private key format that does not preserve the ML-DSA seed, especially when implementing on top of a cryptographic module that does not support seeds, it will be impossible to reconstruct a compliant seed-based private key as described in  .
          
        
      
       
         Sign
         The  Sign() algorithm of Composite ML-DSA mirrors the construction of  ML-DSA.Sign(sk, M, ctx) defined in Algorithm 2 of Section 5.2 of  .
Composite ML-DSA exposes an API similar to that of ML-DSA, despite the fact that it includes pre-hashing in a similar way to HashML-DSA.
Internally, it uses pure ML-DSA as the component algorithm since there is no advantage to pre-hashing twice.
         The following describes how to instantiate a  Sign() function for a given Composite ML-DSA algorithm represented by  <OID>. See   for a discussion of the pre-hash function  PH. See   for a discussion on the signature label  Label and application context  ctx. See   for a discussion of externalizing the pre-hashing step.
         
Composite-ML-DSA<OID>.Sign(sk, M, ctx) -> s

Explicit inputs:

  sk      Composite private key consisting of signing private keys
          for each component.

  M       The message to be signed, an octet string.

  ctx     The application context string used in the composite
          signature combiner, which defaults to the empty string.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

  PH      The function used to pre-hash M.


Output:

  s       The composite signature value.


Signature generation process:

  1. If len(ctx) > 255:
      return error

  2. Compute the message representative M'.
     As in FIPS 204, len(ctx) is encoded as a single unsigned byte.

        M' :=  Prefix || Label || len(ctx) || ctx || PH( M )

  3. Separate the private key into component keys
     and regenerate the ML-DSA key from the seed.

       (mldsaSeed, tradSK) = DeserializePrivateKey(sk)
       (_, mldsaSK) = ML-DSA.KeyGen_internal(mldsaSeed)

  4. Generate the two component signatures independently by
     calculating the signature over M' according to their algorithm
     specifications.

       mldsaSig = ML-DSA.Sign( mldsaSK, M', mldsa_ctx=Label )
       tradSig = Trad.Sign( tradSK, M' )

  5. If either ML-DSA.Sign() or Trad.Sign() returns an error, then
     this process MUST return an error.

      if NOT mldsaSig or NOT tradSig:
        output "Signature generation error"

  6. Output the encoded composite signature value.

      s = SerializeSignatureValue(mldsaSig, tradSig)
      return s
         Note that in Step 4 above, a timing side channel could be introduced depending
on how errors generated by the component primitives are handled at the composite layer.
In particular, it could leak which component signature algorithm failed.
In general, it will be extremely difficult for a composite implementation to
mask timing side channels of this nature if the component primitives themselves
are not constant time, including error cases; thus, in general, there is not much to do
here, but it is mentioned anyway in case this observation is useful for a high-security
implementation.
         Note that there are two different context strings  ctx at play. The first is the application context  ctx that is passed into  Composite-ML-DSA.Sign and bound to the to-be-signed message  M' in Step 2. The second is the  mldsa_ctx in Step 4 that is passed down into the underlying  ML-DSA.Sign(sk, M, ctx) as defined in Algorithm 2 of  . Here, Composite ML-DSA itself is the application that needs to be bound, and so the per-algorithm Label is used as the  ctx for the underlying ML-DSA primitive. Some implementations of the EdDSA component primitive can also expose a  ctx parameter, but even if present, this is not used by Composite ML-DSA.
         It is possible to use component private keys stored in separate software or hardware keystores. Variations in the process to accommodate particular private key storage mechanisms are considered to be conformant to this specification so long as they produce the same output and error handling as the process sketched above.
      
       
         Verify
         The  Verify() algorithm of Composite ML-DSA mirrors the construction of  ML-DSA.Verify(pk, M, s, ctx) defined in Algorithm 3 of Section 5.3 of  .
Composite ML-DSA exposes an API similar to that of ML-DSA, despite the fact that it includes pre-hashing in a similar way to HashML-DSA.
Internally, it uses pure ML-DSA as the component algorithm since there is no advantage to pre-hashing twice.
         Compliant applications  MUST output "Valid signature" (true) if and only if all component signatures were successfully validated and "Invalid signature" (false) otherwise.
         The following describes how to instantiate a  Verify() function for a given composite algorithm represented by  <OID>. See   for a discussion of the pre-hash function  PH. See   for a discussion on the signature label  Label and application context  ctx. See   for a discussion of externalizing the pre-hashing step.
         
Composite-ML-DSA<OID>.Verify(pk, M, s, ctx) -> true or false

Explicit inputs:

  pk      Composite public key consisting of verification public
          keys for each component.

  M       Message whose signature is to be verified, an octet
          string.

  s       A composite signature value to be verified.

  ctx     The application context string used in the composite
          signature combiner, which defaults to the empty string.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

  PH      The function used to pre-hash M.

Output:

  Validity (bool)   "Valid signature" (true) if the composite
                    signature is valid; "Invalid signature"
                    (false) otherwise.

Signature verification process:

  1. If len(ctx) > 255:
       return error

  2. Separate the keys and signatures.

     (mldsaPK, tradPK)       = DeserializePublicKey(pk)
     (mldsaSig, tradSig)  = DeserializeSignatureValue(s)

   If an error occurs during deserialization, or if any of
   the component keys or signature values are not of the
   correct type or length for the given component algorithm,
   then output "Invalid signature" and stop.

  3. Compute a hash of the message.
     As in FIPS 204, len(ctx) is encoded as a single unsigned byte.

      M' = Prefix || Label || len(ctx) || ctx || PH( M )

  4. Check each component signature individually, according to its
     algorithm specification.
     If any fail, then the entire signature validation fails.

      if not ML-DSA.Verify( mldsaPK,
                            M',
                            mldsaSig,
                            mldsa_ctx=Label ) then
          output "Invalid signature"

      if not Trad.Verify( tradPK, M', tradSig ) then
          output "Invalid signature"

      if all succeeded, then
         output "Valid signature"
         Note that in Step 4 above, the function fails early if the first
component fails to verify.  This is okay since there are no timing 
attacks to consider as no private keys are involved in a
signature verification.
         As with  Composite-ML-DSA.Sign(), there are two different context strings  ctx at play: the application context  ctx and the  mldsa_ctx, which behave the same in  Verify() as they do in  Sign().
      
    
     
       Serialization
       This section presents routines for serializing and deserializing composite public keys, private keys, and signature values to bytes via simple concatenation of the underlying encodings of the component algorithms.
The functions defined in this section are considered internal implementation details and are referenced from within the public API definitions in  .
       Deserialization is possible because ML-DSA has fixed-length public keys, private keys (seeds), and signature values as shown in  . This table is similar to Table 2 in  , but with a different private key representation.
       
         ML-DSA Sizes in Bytes
         
           
             Algorithm
             Public key
             Private key
             Signature
          
        
         
           
             ML-DSA-44
             1312
             32
             2420
          
           
             ML-DSA-65
             1952
             32
             3309
          
           
             ML-DSA-87
             2592
             32
             4627
          
        
      
       While ML-DSA has a single fixed-size representation for each of public key, private key (seed), and signature, a traditional component algorithm might allow multiple valid encodings. For example, standardized encodings exist for RSA keys both as a single private exponent  d or in Chinese Remainder Theorem from  . In order to obtain interoperability, composite algorithms  MUST use the following encodings of the underlying components:
       
         
            ML-DSA: The private key  MUST be the 32-byte seed value (ξ) specified in Section 5.1 of  .  The signature and public key format are encoded as specified in Section 7.2 of  .
        
         
            RSA: The public key  MUST be encoded as RSAPublicKey with the  (n,e) public key representation as specified in   and the private key representation as RSAPrivateKey as specified in   with version 0 and 'otherPrimeInfos' absent.  An RSA signature  MUST be encoded as specified in Sections   (for RSASSA-PSS-SIGN) or   (for RSASSA-PKCS1-V1_5-SIGN) of  .
        
         
            ECDSA: The public key  MUST be encoded as an uncompressed X9.62  , including the leading byte  0x04 indicating uncompressed. This is consistent with the encoding of  ECPoint as specified in   when no ASN.1 OCTET STRING wrapping is present. A signature  MUST be encoded as an  Ecdsa-Sig-Value as specified in  . The private key  MUST be encoded as ECPrivateKey as specified in   with the 'NamedCurve' parameter set to the OID of the curve, but without the 'publicKey' field.
        
         
            EdDSA: The public key and signature  MUST be encoded as per  , and the private key is a 32- or 57-byte raw value for Ed25519 and Ed448, respectively, which can be converted to a CurvePrivateKey as specified in   by the addition of an OCTET STRING wrapper.
        
      
       All ASN.1 objects  SHALL be encoded using DER on serialization. For all serialization routines below, when their output values are required to be carried in an ASN.1 structure, they are wrapped as described in  .
       Even with fixed encodings for the traditional component, there might be slight differences in size of the encoded value due to, for example, encoding rules that drop leading zeros. See   for a table of maximum sizes for each composite algorithm and further discussion of the reason for variations in these sizes.
       The deserialization routines described below do not check for well-formedness of the cryptographic material they are recovering. It is assumed that underlying cryptographic primitives will catch malformed values and raise an appropriate error.
       
         SerializePublicKey and DeserializePublicKey
         The serialization routine for keys simply concatenates the public keys of the component signature algorithms, as defined below:
         
Composite-ML-DSA.SerializePublicKey(mldsaPK, tradPK) -> bytes

Explicit inputs:

  mldsaPK The ML-DSA public key, which is bytes.

  tradPK  The traditional public key in the appropriate
          encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes   The encoded composite public key.

Serialization process:

  1. Combine and output the encoded public key.

     output mldsaPK || tradPK
         Deserialization reverses this process. Each component key is deserialized according to their respective specification as shown in  .
         The following describes how to instantiate a  DeserializePublicKey(bytes) function for a given composite algorithm represented by  <OID>.
         
Composite-ML-DSA<OID>.DeserializePublicKey(bytes)
                                    -> (mldsaPK, tradPK)

Explicit inputs:

  bytes    An encoded composite public key.

Implicit inputs mapped from <OID>:

  ML-DSA   The underlying ML-DSA algorithm and
           parameter set to use, for example, "ML-DSA-65".

Output:

  mldsaPK  The ML-DSA public key, which is bytes.

  tradPK   The traditional public key in the appropriate
           encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded public key.
     The length of mldsaPK is known based on the
     size of the ML-DSA component key length specified
     by the OID.

     switch ML-DSA do
        case ML-DSA-44:
          mldsaPK = bytes[:1312]
          tradPK  = bytes[1312:]
        case ML-DSA-65:
          mldsaPK = bytes[:1952]
          tradPK  = bytes[1952:]
        case ML-DSA-87:
          mldsaPK = bytes[:2592]
          tradPK  = bytes[2592:]

     Note that while ML-DSA has fixed-length keys, RSA and
     ECDSA may not, depending on encoding, so rigorous
     length-checking of the overall composite key is not
     always possible.

  2. Output the component public keys.

     output (mldsaPK, tradPK)
      
       
         SerializePrivateKey and DeserializePrivateKey
         The serialization routine for keys simply concatenates the private keys of the component signature algorithms, as defined below:
         
Composite-ML-DSA.SerializePrivateKey(mldsaSeed, tradSK) -> bytes

Explicit inputs:

  mldsaSeed  The ML-DSA private key, which is the bytes of the seed.

  tradSK     The traditional private key in the appropriate
             encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes      The encoded composite private key.


Serialization process:

  1. Combine and output the encoded private key.

     output mldsaSeed || tradSK
         Deserialization reverses this process. Each component key is deserialized according to their respective specification as shown in  .
         The following describes how to instantiate a  DeserializePrivateKey(bytes) function. Since ML-DSA private keys are 32 bytes for all parameter sets, this function does not need to be parameterized.
         
Composite-ML-DSA.DeserializePrivateKey(bytes) -> (mldsaSeed, tradSK)

Explicit inputs:

  bytes      An encoded composite private key.

Implicit inputs:

  None

Output:

  mldsaSeed  The ML-DSA private key, which is the bytes of the seed.

  tradSK     The traditional private key in the appropriate
             encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded key.

     mldsaSeed = bytes[:32]
     tradSK  = bytes[32:]

     Note that while ML-DSA has fixed-length keys, RSA and ECDSA
     may not, depending on encoding, so rigorous length-checking
     of the overall composite key is not always possible.

  2. Output the component private keys.

     output (mldsaSeed, tradSK)
      
       
         SerializeSignatureValue and DeserializeSignatureValue
         The serialization routine for the composite signature value simply concatenates the fixed-length ML-DSA signature value with the signature value from the traditional algorithm, as defined below:
         
Composite-ML-DSA.SerializeSignatureValue(mldsaSig, tradSig) -> bytes

Explicit inputs:

  mldsaSig  The ML-DSA signature value, which is bytes.

  tradSig   The traditional signature value in the appropriate
            encoding for the underlying component algorithm.

Implicit inputs:

  None

Output:

  bytes     The encoded composite signature value.

Serialization process:

  1. Combine and output the encoded composite signature.

     output mldsaSig || tradSig
         Deserialization reverses this process, raising an error in the event that the input is malformed.  Each component signature is deserialized according to their respective specification as shown in  .
         The following describes how to instantiate a  DeserializeSignatureValue(bytes) function for a given composite algorithm represented by  <OID>.
         
Composite-ML-DSA<OID>.DeserializeSignatureValue(bytes)
                                            -> (mldsaSig, tradSig)

Explicit inputs:

  bytes   An encoded composite signature value.

Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set,
          for example, "ML-DSA-65".

Output:

  mldsaSig  The ML-DSA signature value, which is bytes.

  tradSig   The traditional signature value in the appropriate
            encoding for the underlying component algorithm.

Deserialization process:

  1. Parse each constituent encoded signature.
     The length of the mldsaSig is known based on the size of
     the ML-DSA component signature length specified by the OID.

     switch ML-DSA do
        case ML-DSA-44:
          mldsaSig = bytes[:2420]
          tradSig  = bytes[2420:]
        case ML-DSA-65:
          mldsaSig = bytes[:3309]
          tradSig  = bytes[3309:]
        case ML-DSA-87:
          mldsaSig = bytes[:4627]
          tradSig  = bytes[4627:]

     Note that while ML-DSA has fixed-length signatures,
     RSA and ECDSA may not, depending on encoding, so rigorous
     length-checking is not always possible here.

  2. Output the component signature values.

     output (mldsaSig, tradSig)
      
    
     
       Use Within X.509 and PKIX
       This section, along with Sections   and  , provides processing logic and the ASN.1 modules necessary to use Composite ML-DSA within X.509 and PKIX protocols. Use within the Cryptographic Message Syntax (CMS) will be covered in a separate specification.
       While Composite ML-DSA keys and signature values  MAY be used raw, this section provides conventions for using them within X.509 and other PKIX protocols such that Composite ML-DSA can be used as a drop-in replacement for existing digital signature algorithms in PKCS #10  , CMP  , X.509  , and related protocols.
       
         Encoding to DER
         The serialization routines presented in   produce raw binary values. When these values are required to be carried within a DER-encoded message format such as an X.509's  subjectPublicKey and  signatureValue BIT STRING   or a  OneAsymmetricKey.privateKey OCTET STRING  , then the BIT STRING or OCTET STRING contains this raw byte string output of the appropriate serialization routine from   without further encoding.
         When a Composite ML-DSA
public key appears outside of a  SubjectPublicKeyInfo type in an
environment that uses ASN.1 encoding, it could be encoded as an OCTET
STRING by using the Composite-ML-DSA-PublicKey type defined below.
         
Composite-ML-DSA-PublicKey ::= OCTET STRING
         Size constraints  MAY be enforced, as appropriate per  .
      
       
         Key Usage Bits
         The intended application for the key is indicated in the  keyUsage
certificate extension; see  . If the
 keyUsage extension is present in a certificate that includes an OID
indicating a Composite ML-DSA algorithm in the  SubjectPublicKeyInfo,
then the subject public key can only be used
for verifying digital signatures on certificates or CRLs, or those used in an
entity authentication service, a data origin authentication service, an
integrity service, and/or a non-repudiation service that protects against
the signing entity falsely denying some action. This means that the
 keyUsage extension  MUST have at least one of the following bits set:
         
           digitalSignature
           nonRepudiation
           keyCertSign
           cRLSign
        
         ML-DSA subject public keys cannot be used to establish keys or encrypt data, so the
 keyUsage extension  MUST NOT have any of the following bits set:
         
           keyEncipherment
           dataEncipherment
           keyAgreement
           encipherOnly
           decipherOnly
        
         Requirements about the  keyUsage extension bits defined in  
still apply.
         Composite ML-DSA keys  MUST NOT be used in a "dual usage" mode because even if the
traditional component key supports both signing and encryption,
the post-quantum algorithms do not, and therefore, the overall composite algorithm does not.
Implementations  MUST NOT use one component of the composite for the purposes of digital signature and the other component for the purposes of encryption or key establishment.
      
       
         ASN.1 Definitions
         Composite ML-DSA uses a substantially non-ASN.1-based encoding, as specified in  . However, as composite algorithms will be used within ASN.1-based X.509 and PKIX protocols, some conventions for ASN.1 wrapping are necessary.
         The following ASN.1 Information Object Classes are defined to allow for compact definitions of each composite algorithm, leading to a smaller overall ASN.1 module.
         
           ASN.1 Information Object Classes for Composite ML-DSA
           
pk-CompositeSignature {OBJECT IDENTIFIER:id}
    PUBLIC-KEY ::= {
      IDENTIFIER id
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign,
                                                             cRLSign}
      -- PRIVATE-KEY no ASN.1 wrapping --
    }

sa-CompositeSignature{OBJECT IDENTIFIER:id,
   PUBLIC-KEY:publicKeyType }
      SIGNATURE-ALGORITHM ::=  {
         IDENTIFIER id
         -- VALUE no ASN.1 wrapping --
         PARAMS ARE absent
         PUBLIC-KEYS {publicKeyType}
         SMIME-CAPS { IDENTIFIED BY id }
      }

        
         As an example, the public key and signature algorithm types associated with  id-MLDSA44-ECDSA-P256-SHA256 are defined as:
         
pk-MLDSA44-ECDSA-P256-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-ECDSA-P256-SHA256 }

sa-MLDSA44-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-ECDSA-P256-SHA256,
       pk-MLDSA44-ECDSA-P256-SHA256 }
         The full set of key types defined by this specification can be found in the ASN.1 module in  .
         Use cases that require an interoperable encoding for composite private keys will often need to place a composite private key inside a  OneAsymmetricKey structure defined in  , such as when private keys are carried in PKCS #12  , CMP  , or the Certificate Request Message Format (CRMF)  . The definition of  OneAsymmetricKey is copied here for convenience:
         
           OneAsymmetricKey as Defined in RFC 5958
           
 OneAsymmetricKey ::= SEQUENCE {
       version                   Version,
       privateKeyAlgorithm       PrivateKeyAlgorithmIdentifier,
       privateKey                PrivateKey,
       attributes            [0] Attributes OPTIONAL,
       ...,
       [[2: publicKey        [1] PublicKey OPTIONAL ]],
       ...
     }
  ...
  PrivateKey ::= OCTET STRING
                        -- Content varies based on type of key.  The
                        -- algorithm identifier dictates the format
                        -- of the key.

        
         When a composite private key is conveyed inside a  OneAsymmetricKey structure (version 1 of which is also known as PrivateKeyInfo)  , the  privateKeyAlgorithm field  SHALL be set to the corresponding composite algorithm identifier defined according to  , and its parameters field  MUST be absent.  The  privateKey field  SHALL contain the OCTET STRING representation of the serialized composite private key as per  . The  publicKey field remains  OPTIONAL. If the  publicKey field is present, it  MUST be a composite public key as per  .
         Some applications might need to reconstruct the  SubjectPublicKeyInfo or  OneAsymmetricKey objects corresponding to each component key individually, for example, if this is required for invoking the underlying primitive.   provides the necessary mapping between composites and their component algorithms for doing this reconstruction.
         Component keys of a composite  MUST NOT be used in any other type of key or as a standalone key.  For more details on the security considerations around key reuse, see  .
      
    
     
       Algorithm Identifiers and Parameters
       This section lists the algorithm identifiers and parameters for all Composite ML-DSA algorithms.
       Full specifications for the referenced algorithms can be found in  .
       As the number of algorithms can be daunting, implementers who wish to implement only a single composite algorithm should see   for a discussion of the best algorithm for the most common use cases.
       Labels are represented here as ASCII strings, but implementers  MUST convert them to byte strings according to their ASCII values prior to concatenating them with other byte values as described in  .
       
         id-MLDSA44-RSA2048-PSS-SHA256
         
           
             OID:
             1.3.6.1.5.5.7.6.37
             Label:
             COMPSIG-MLDSA44-RSA2048-PSS-SHA256
             Pre-Hash function (PH):
             SHA256
             ML-DSA variant:
             ML-DSA-44
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 id-RSASSA-PSS
                 RSA size:
                 2048
                 RSASSA-PSS parameters:
                 See  .
              
            
          
        
         id-MLDSA44-RSA2048-PKCS15-SHA256
         
           
             OID:
             1.3.6.1.5.5.7.6.38
             Label:
             COMPSIG-MLDSA44-RSA2048-PKCS15-SHA256
             Pre-Hash function (PH):
             SHA256
             ML-DSA variant:
             ML-DSA-44
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 sha256WithRSAEncryption
                 RSA size:
                 2048
              
            
          
        
         id-MLDSA44-Ed25519-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.39
             Label:
             COMPSIG-MLDSA44-Ed25519-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-44
             Traditional algorithm:
             
               Ed25519
               
                 Traditional signature algorithm:
                 id-Ed25519
              
            
          
        
         id-MLDSA44-ECDSA-P256-SHA256
         
           
             OID:
             1.3.6.1.5.5.7.6.40
             Label:
             COMPSIG-MLDSA44-ECDSA-P256-SHA256
             Pre-Hash function (PH):
             SHA256
             ML-DSA variant:
             ML-DSA-44
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA256
                 ECDSA curve:
                 secp256r1
              
            
          
        
         id-MLDSA65-RSA3072-PSS-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.41
             Label:
             COMPSIG-MLDSA65-RSA3072-PSS-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 id-RSASSA-PSS
                 RSA size:
                 3072
                 RSASSA-PSS parameters:
                 See  .
              
            
          
        
         id-MLDSA65-RSA3072-PKCS15-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.42
             Label:
             COMPSIG-MLDSA65-RSA3072-PKCS15-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 sha256WithRSAEncryption
                 RSA size:
                 3072
              
            
          
        
         id-MLDSA65-RSA4096-PSS-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.43
             Label:
             COMPSIG-MLDSA65-RSA4096-PSS-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 id-RSASSA-PSS
                 RSA size:
                 4096
                 RSASSA-PSS parameters:
                 See  .
              
            
          
        
         id-MLDSA65-RSA4096-PKCS15-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.44
             Label:
             COMPSIG-MLDSA65-RSA4096-PKCS15-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 sha384WithRSAEncryption
                 RSA size:
                 4096
              
            
          
        
         id-MLDSA65-ECDSA-P256-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.45
             Label:
             COMPSIG-MLDSA65-ECDSA-P256-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA256
                 ECDSA curve:
                 secp256r1
              
            
          
        
         id-MLDSA65-ECDSA-P384-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.46
             Label:
             COMPSIG-MLDSA65-ECDSA-P384-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA384
                 ECDSA curve:
                 secp384r1
              
            
          
        
         id-MLDSA65-ECDSA-brainpoolP256r1-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.47
             Label:
             COMPSIG-MLDSA65-ECDSA-BP256-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA256
                 ECDSA curve:
                 brainpoolP256r1
              
            
          
        
         id-MLDSA65-Ed25519-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.48
             Label:
             COMPSIG-MLDSA65-Ed25519-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-65
             Traditional algorithm:
             
               Ed25519
               
                 Traditional signature algorithm:
                 id-Ed25519
              
            
          
        
         id-MLDSA87-ECDSA-P384-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.49
             Label:
             COMPSIG-MLDSA87-ECDSA-P384-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA384
                 ECDSA curve:
                 secp384r1
              
            
          
        
         id-MLDSA87-ECDSA-brainpoolP384r1-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.50
             Label:
             COMPSIG-MLDSA87-ECDSA-BP384-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA384
                 ECDSA curve:
                 brainpoolP384r1
              
            
          
        
         id-MLDSA87-Ed448-SHAKE256
         
           
             OID:
             1.3.6.1.5.5.7.6.51
             Label:
             COMPSIG-MLDSA87-Ed448-SHAKE256
             Pre-Hash function (PH):
             SHAKE256/64 (see the "Note" at the end of this section for more information)
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               Ed448
               
                 Traditional signature algorithm:
                 id-Ed448
              
            
          
        
         id-MLDSA87-RSA3072-PSS-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.52
             Label:
             COMPSIG-MLDSA87-RSA3072-PSS-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 id-RSASSA-PSS
                 RSA size:
                 3072
                 RSASSA-PSS parameters:
                 See  .
              
            
          
        
         id-MLDSA87-RSA4096-PSS-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.53
             Label:
             COMPSIG-MLDSA87-RSA4096-PSS-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               RSA
               
                 Traditional signature algorithm:
                 id-RSASSA-PSS
                 RSA size:
                 4096
                 RSASSA-PSS parameters:
                 See  .
              
            
          
        
         id-MLDSA87-ECDSA-P521-SHA512
         
           
             OID:
             1.3.6.1.5.5.7.6.54
             Label:
             COMPSIG-MLDSA87-ECDSA-P521-SHA512
             Pre-Hash function (PH):
             SHA512
             ML-DSA variant:
             ML-DSA-87
             Traditional algorithm:
             
               ECDSA
               
                 Traditional signature algorithm:
                 ecdsa-with-SHA512
                 ECDSA curve:
                 secp521r1
              
            
          
        
      
       For all RSA key types and sizes, the exponent is  RECOMMENDED to be 65537. Implementations  MAY support only 65537 and reject other exponent values. Legacy RSA implementations that use other values for the exponent  MAY be used within a composite but need to be careful when interoperating with other implementations.
       
         Note: The pre-hash functions were chosen to roughly match the security level of the stronger component. In the case of Ed25519 and Ed448, they match the hash functions defined in  : SHA512 for Ed25519ph and SHAKE256(x, 64), which is SHAKE256 producing 64 bytes (512 bits) of output, for Ed448ph.
      
       
         RSASSA-PSS Parameters
         Use of RSASSA-PSS   requires extra parameters to be specified.
         The RSASSA-PSS-params ASN.1 type defined in   is not used in Composite ML-DSA encodings since the parameter values are fixed by this specification. However, in the table below, refer to the named fields of the RSASSA-PSS-params ASN.1 type in order to provide a mapping between the use of RSASSA-PSS in Composite ML-DSA and  .
         When RSASSA-PSS is used at the 2048-bit or 3072-bit security level, RSASSA-PSS  SHALL be instantiated with the following parameters:
         
           RSASSA-PSS 2048 and 3072 Parameters
           
             
               RSASSA-PSS-params field
               Value
            
          
           
             
               hashAlgorithm
               id-sha256
            
             
               maskGenAlgorithm.algorithm
               id-mgf1
            
             
               maskGenAlgorithm.parameters
               id-sha256
            
             
               saltLength
               32
            
             
               trailerField
               1
            
          
        
         When RSASSA-PSS is used at the 4096-bit security level, RSASSA-PSS  SHALL be instantiated with the following parameters:
         
           RSASSA-PSS 4096 Parameters
           
             
               RSASSA-PSS-params field
               Value
            
          
           
             
               hashAlgorithm
               id-sha384
            
             
               maskGenAlgorithm.algorithm
               id-mgf1
            
             
               maskGenAlgorithm.parameters
               id-sha384
            
             
               saltLength
               48
            
             
               trailerField
               1
            
          
        
      
    
     
       ASN.1 Module
       This section includes the ASN.1 module   for Composite ML-DSA and uses the Basic Encoding Rules (BER) and the Distinguished Encoding Rules (DER)  . This module imports objects from  .
       
<CODE STARTS>

Composite-MLDSA-2025
  { iso(1) identified-organization(3) dod(6) internet(1)
        security(5) mechanisms(5) pkix(7) id-mod(0)
        id-mod-composite-mldsa-2025(127) }


DEFINITIONS IMPLICIT TAGS ::= BEGIN

EXPORTS ALL;

IMPORTS
  PUBLIC-KEY, SIGNATURE-ALGORITHM, SMIME-CAPS, AlgorithmIdentifier{}
    FROM AlgorithmInformation-2009  -- RFC 5912
      { iso(1) identified-organization(3) dod(6) internet(1)
        security(5) mechanisms(5) pkix(7) id-mod(0)
        id-mod-algorithmInformation-02(58) }
;

--
-- Object Identifiers
--

--
-- Information Object Classes
--

pk-CompositeSignature {OBJECT IDENTIFIER:id}
    PUBLIC-KEY ::= {
      IDENTIFIER id
      -- KEY no ASN.1 wrapping --
      PARAMS ARE absent
      CERT-KEY-USAGE { digitalSignature, nonRepudiation, keyCertSign,
                                                            cRLSign}
      -- PRIVATE-KEY no ASN.1 wrapping --
    }

sa-CompositeSignature{OBJECT IDENTIFIER:id,
   PUBLIC-KEY:publicKeyType }
      SIGNATURE-ALGORITHM ::=  {
         IDENTIFIER id
         -- VALUE no ASN.1 wrapping --
         PARAMS ARE absent
         PUBLIC-KEYS {publicKeyType}
         SMIME-CAPS { IDENTIFIED BY id }
      }


-- Composite ML-DSA

id-MLDSA44-RSA2048-PSS-SHA256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 37 }

pk-MLDSA44-RSA2048-PSS-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-RSA2048-PSS-SHA256}

sa-MLDSA44-RSA2048-PSS-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-RSA2048-PSS-SHA256,
       pk-MLDSA44-RSA2048-PSS-SHA256 }


id-MLDSA44-RSA2048-PKCS15-SHA256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 38 }

pk-MLDSA44-RSA2048-PKCS15-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-RSA2048-PKCS15-SHA256}

sa-MLDSA44-RSA2048-PKCS15-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-RSA2048-PKCS15-SHA256,
       pk-MLDSA44-RSA2048-PKCS15-SHA256 }


id-MLDSA44-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 39 }

pk-MLDSA44-Ed25519-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-Ed25519-SHA512}

sa-MLDSA44-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-Ed25519-SHA512,
       pk-MLDSA44-Ed25519-SHA512 }


id-MLDSA44-ECDSA-P256-SHA256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 40 }

pk-MLDSA44-ECDSA-P256-SHA256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA44-ECDSA-P256-SHA256}

sa-MLDSA44-ECDSA-P256-SHA256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA44-ECDSA-P256-SHA256,
       pk-MLDSA44-ECDSA-P256-SHA256 }


id-MLDSA65-RSA3072-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 41 }

pk-MLDSA65-RSA3072-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA3072-PSS-SHA512}

sa-MLDSA65-RSA3072-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA3072-PSS-SHA512,
       pk-MLDSA65-RSA3072-PSS-SHA512 }


id-MLDSA65-RSA3072-PKCS15-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 42 }

pk-MLDSA65-RSA3072-PKCS15-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA3072-PKCS15-SHA512}

sa-MLDSA65-RSA3072-PKCS15-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA3072-PKCS15-SHA512,
       pk-MLDSA65-RSA3072-PKCS15-SHA512 }


id-MLDSA65-RSA4096-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 43 }

pk-MLDSA65-RSA4096-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA4096-PSS-SHA512}

sa-MLDSA65-RSA4096-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA4096-PSS-SHA512,
       pk-MLDSA65-RSA4096-PSS-SHA512 }


id-MLDSA65-RSA4096-PKCS15-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 44 }

pk-MLDSA65-RSA4096-PKCS15-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-RSA4096-PKCS15-SHA512}

sa-MLDSA65-RSA4096-PKCS15-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-RSA4096-PKCS15-SHA512,
       pk-MLDSA65-RSA4096-PKCS15-SHA512 }


id-MLDSA65-ECDSA-P256-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 45 }

pk-MLDSA65-ECDSA-P256-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-P256-SHA512}

sa-MLDSA65-ECDSA-P256-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-P256-SHA512,
       pk-MLDSA65-ECDSA-P256-SHA512 }


id-MLDSA65-ECDSA-P384-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 46 }

pk-MLDSA65-ECDSA-P384-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-P384-SHA512}

sa-MLDSA65-ECDSA-P384-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-P384-SHA512,
       pk-MLDSA65-ECDSA-P384-SHA512 }


id-MLDSA65-ECDSA-brainpoolP256r1-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 47 }

pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-ECDSA-brainpoolP256r1-SHA512}

sa-MLDSA65-ECDSA-brainpoolP256r1-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-ECDSA-brainpoolP256r1-SHA512,
       pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 }


id-MLDSA65-Ed25519-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 48 }

pk-MLDSA65-Ed25519-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA65-Ed25519-SHA512}

sa-MLDSA65-Ed25519-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA65-Ed25519-SHA512,
       pk-MLDSA65-Ed25519-SHA512 }


id-MLDSA87-ECDSA-P384-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 49 }

pk-MLDSA87-ECDSA-P384-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-P384-SHA512}

sa-MLDSA87-ECDSA-P384-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-P384-SHA512,
       pk-MLDSA87-ECDSA-P384-SHA512 }


id-MLDSA87-ECDSA-brainpoolP384r1-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 50 }

pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-brainpoolP384r1-SHA512}

sa-MLDSA87-ECDSA-brainpoolP384r1-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-brainpoolP384r1-SHA512,
       pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 }


id-MLDSA87-Ed448-SHAKE256 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 51 }

pk-MLDSA87-Ed448-SHAKE256 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-Ed448-SHAKE256}

sa-MLDSA87-Ed448-SHAKE256 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-Ed448-SHAKE256,
       pk-MLDSA87-Ed448-SHAKE256 }


id-MLDSA87-RSA3072-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 52 }

pk-MLDSA87-RSA3072-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-RSA3072-PSS-SHA512}

sa-MLDSA87-RSA3072-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-RSA3072-PSS-SHA512,
       pk-MLDSA87-RSA3072-PSS-SHA512 }


id-MLDSA87-RSA4096-PSS-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 53 }

pk-MLDSA87-RSA4096-PSS-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-RSA4096-PSS-SHA512}

sa-MLDSA87-RSA4096-PSS-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-RSA4096-PSS-SHA512,
       pk-MLDSA87-RSA4096-PSS-SHA512 }


id-MLDSA87-ECDSA-P521-SHA512 OBJECT IDENTIFIER ::= {
   iso(1) identified-organization(3) dod(6) internet(1) security(5)
   mechanisms(5) pkix(7) alg(6) 54 }

pk-MLDSA87-ECDSA-P521-SHA512 PUBLIC-KEY ::=
  pk-CompositeSignature{ id-MLDSA87-ECDSA-P521-SHA512}

sa-MLDSA87-ECDSA-P521-SHA512 SIGNATURE-ALGORITHM ::=
    sa-CompositeSignature{
       id-MLDSA87-ECDSA-P521-SHA512,
       pk-MLDSA87-ECDSA-P521-SHA512 }


SignatureAlgs SIGNATURE-ALGORITHM ::= {
  -- This expands SignatureAlgorithms from RFC 5912
  sa-MLDSA44-RSA2048-PSS-SHA256 |
  sa-MLDSA44-RSA2048-PKCS15-SHA256 |
  sa-MLDSA44-Ed25519-SHA512 |
  sa-MLDSA44-ECDSA-P256-SHA256 |
  sa-MLDSA65-RSA3072-PSS-SHA512 |
  sa-MLDSA65-RSA3072-PKCS15-SHA512 |
  sa-MLDSA65-RSA4096-PSS-SHA512 |
  sa-MLDSA65-RSA4096-PKCS15-SHA512 |
  sa-MLDSA65-ECDSA-P256-SHA512 |
  sa-MLDSA65-ECDSA-P384-SHA512 |
  sa-MLDSA65-ECDSA-brainpoolP256r1-SHA512 |
  sa-MLDSA65-Ed25519-SHA512 |
  sa-MLDSA87-ECDSA-P384-SHA512 |
  sa-MLDSA87-ECDSA-brainpoolP384r1-SHA512 |
  sa-MLDSA87-Ed448-SHAKE256 |
  sa-MLDSA87-RSA3072-PSS-SHA512 |
  sa-MLDSA87-RSA4096-PSS-SHA512 |
  sa-MLDSA87-ECDSA-P521-SHA512,
  ... }

PublicKeys PUBLIC-KEY ::= {
  -- This expands PublicKeyAlgorithms from RFC 5912
  pk-MLDSA44-RSA2048-PSS-SHA256 |
  pk-MLDSA44-RSA2048-PKCS15-SHA256 |
  pk-MLDSA44-Ed25519-SHA512 |
  pk-MLDSA44-ECDSA-P256-SHA256 |
  pk-MLDSA65-RSA3072-PSS-SHA512 |
  pk-MLDSA65-RSA3072-PKCS15-SHA512 |
  pk-MLDSA65-RSA4096-PSS-SHA512 |
  pk-MLDSA65-RSA4096-PKCS15-SHA512 |
  pk-MLDSA65-ECDSA-P256-SHA512 |
  pk-MLDSA65-ECDSA-P384-SHA512 |
  pk-MLDSA65-ECDSA-brainpoolP256r1-SHA512 |
  pk-MLDSA65-Ed25519-SHA512 |
  pk-MLDSA87-ECDSA-P384-SHA512 |
  pk-MLDSA87-ECDSA-brainpoolP384r1-SHA512 |
  pk-MLDSA87-Ed448-SHAKE256 |
  pk-MLDSA87-RSA3072-PSS-SHA512 |
  pk-MLDSA87-RSA4096-PSS-SHA512 |
  pk-MLDSA87-ECDSA-P521-SHA512,
  ...
}

END

<CODE ENDS>


    
     
       IANA Considerations
       
         Module Registration
         IANA has registered the following in the "SMI Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0):
         
           New Registration in SMI Security for PKIX Module Identifier Registry
           
             
               Decimal
               Description
               Reference
            
          
           
             
               127
               id-mod-composite-mldsa-2025
               RFC 10073
            
          
        
      
       
         Object Identifier Registrations
         IANA has registered the following in the "SMI Security for PKIX Algorithms" registry:
         
           New Registrations in SMI Security for PKIX Algorithms Registry
           
             
               Decimal
               Description
               Reference
            
          
           
             
               37
               id-MLDSA44-RSA2048-PSS-SHA256
               RFC 10073
            
             
               38
               id-MLDSA44-RSA2048-PKCS15-SHA256
               RFC 10073
            
             
               39
               id-MLDSA44-Ed25519-SHA512
               RFC 10073
            
             
               40
               id-MLDSA44-ECDSA-P256-SHA256
               RFC 10073
            
             
               41
               id-MLDSA65-RSA3072-PSS-SHA512
               RFC 10073
            
             
               42
               id-MLDSA65-RSA3072-PKCS15-SHA512
               RFC 10073
            
             
               43
               id-MLDSA65-RSA4096-PSS-SHA512
               RFC 10073
            
             
               44
               id-MLDSA65-RSA4096-PKCS15-SHA512
               RFC 10073
            
             
               45
               id-MLDSA65-ECDSA-P256-SHA512
               RFC 10073
            
             
               46
               id-MLDSA65-ECDSA-P384-SHA512
               RFC 10073
            
             
               47
               id-MLDSA65-ECDSA-brainpoolP256r1-SHA512
               RFC 10073
            
             
               48
               id-MLDSA65-Ed25519-SHA512
               RFC 10073
            
             
               49
               id-MLDSA87-ECDSA-P384-SHA512
               RFC 10073
            
             
               50
               id-MLDSA87-ECDSA-brainpoolP384r1-SHA512
               RFC 10073
            
             
               51
               id-MLDSA87-Ed448-SHAKE256
               RFC 10073
            
             
               52
               id-MLDSA87-RSA3072-PSS-SHA512
               RFC 10073
            
             
               53
               id-MLDSA87-RSA4096-PSS-SHA512
               RFC 10073
            
             
               54
               id-MLDSA87-ECDSA-P521-SHA512
               RFC 10073
            
          
        
      
    
     
       Security Considerations
       As this specification uses ML-DSA as a component of all composite algorithms, all security considerations from   apply.
       
         Why Hybrids?
         In broad terms, a PQ/T hybrid can be used either to provide dual-algorithm security or to provide migration flexibility. Both are discussed below.
         
           
             
	     Dual-algorithm security: The general idea is that
	    the data is protected by two algorithms such that an adversary
	    would need to break both in order to compromise the data. As with
	    most of cryptography, this property is easy to state in general
	    terms, but it becomes more complicated when expressed in
	    formalisms.   goes into
	    more detail. One common counter-argument against PQ/T hybrid
	    signatures is that if an adversary can forge one of the component
	    algorithms, then why attack the hybrid-signed message at all when
	    they could simply forge a completely new message? The answer to
	    this question must be found outside the cryptographic primitives
	    themselves, and instead in policy; once an algorithm is known to
	    be broken, it ought to be disallowed for single-algorithm use by
		cryptographic policy. Meanwhile, hybrids involving that algorithm may
	    continue to be used and to provide value, motivated by the fact
	    that when the composite public key is trusted by the verifier
	    but the component keys in isolation are not, a successful attack
        would require the adversary to forge both halves of the composite signature.
          
           
             
	       Migration flexibility: Some PQ/T hybrids exist
	      to provide a sort of "OR" mode, where the application can choose
	      to use one algorithm or the other, or both. The intention is that
	      the PQ/T hybrid mechanism builds in application backwards
	      compatibility to allow legacy and upgraded applications to
	      coexist and communicate. The composites presented in this
	      specification do not provide this since they operate in a strict
	      "AND" mode. They do, however, provide codebase migration
	      flexibility. Consider that an organization has today a mature,
	      validated, certified, hardened implementation of RSA or Elliptic Curve Cryptography (ECC);
	      composites allow them to add an ML-DSA implementation that
	      immediately starts providing benefits against long-term document
	      integrity attacks even if that ML-DSA implementation is still an
	      experimental, non-validated, non-certified, non-hardened
	      implementation. More details of obtaining FIPS certification of
	      a composite algorithm can be found in  .
            
          
        
      
       
         EUF-CMA, SUF-CMA, and Non-Separability
         First, a note about the security model under which this analysis is performed. This specification strictly forbids reusing component key material between composite and non-composite keys or between multiple composite keys. This specification also exists within the X.509 PKI architecture where trust in a public verification key is assumed to be established either directly via a trust store or via a certificate chain. That said, these are both policy mechanisms that are outside the formal definitions of EUF-CMA and SUF-CMA under which a signature primitive must be analyzed; therefore, this section considers attacks that may be mitigated partially or completely within a strictly implemented PKI setting but that need to be considered when considering Composite ML-DSA as a general-purpose signature primitive that could be used outside of the X.509 setting.
         The second security model consideration is that composites are designed to provide value even if one algorithm is broken, even if you do not know which. However, the security properties offered by the composite signature can differ based on which algorithm you consider to be broken.
         
           EUF-CMA
           A signature algorithm has Existential Unforgeability under Chosen Message Attack (EUF-CMA) if an adversary that has access to a signing oracle cannot create a message-signature pair  (M, Sig) that would be accepted by the verifier for any message  M that was not an input to a signing oracle query.
           In general, Composite ML-DSA will be EUF-CMA secure if at least one of the component algorithms is EUF-CMA secure and PH is collision resistant. Any algorithm that creates an existential forgery  (M, (mldsaSig, tradSig)) for Composite ML-DSA can be converted into a pair of algorithms that will create either existential forgeries  (M', mldsaSig) and  (M', tradSig) for the component algorithms or a collision in PH.
           However, the nature of the EUF-CMA security guarantee can still change if one of the component algorithms is broken:
           
             
               If the traditional component is broken, then Composite ML-DSA will remain EUF-CMA secure against quantum adversaries.
            
             
               If ML-DSA is broken, then Composite ML-DSA will only be EUF-CMA secure against classical adversaries.
            
          
           The same properties will hold for X.509 certificates that use Composite ML-DSA: A classical adversary cannot forge a Composite ML-DSA signed certificate if at least one component algorithm is classically EUF-CMA secure, and a quantum adversary cannot forge a Composite ML-DSA signed certificate if ML-DSA remains quantumly EUF-CMA secure.
        
         
           SUF-CMA
           A signature algorithm has Strong Unforgeability under Chosen Message Attack (SUF-CMA) if an adversary that has access to a signing oracle cannot create a message-signature pair  (M, Sig) that is not an output of a signing oracle query. This is a stronger property than EUF-CMA since the message  M does not need to be different. SUF-CMA security is also more complicated for Composite ML-DSA than EUF-CMA.
           A SUF-CMA failure in one component algorithm can lead to a SUF-CMA failure in the composite. For example, an ECDSA signature can be trivially modified to produce a different signature that is still valid for the same message, and this property passes directly through to Composite ML-DSA with ECDSA.
           Unfortunately, it is not generally sufficient for both component algorithms to be SUF-CMA secure. If repeated calls to the signing oracle produce two valid message-signature pairs  (M, (mldsaSig1, tradSig1)) and  (M, (mldsaSig2, tradSig2)) for the same message  M, but where  mldsaSig1 != mldsaSig2 and  tradSig1 != tradSig2, then the adversary can construct a third pair  (M, (mldsaSig1, tradSig2)) that will also be valid.
           Nevertheless, Composite ML-DSA will not be SUF-CMA secure, and Composite ML-DSA signed X.509 certificates will not be strongly unforgeable, against quantum adversaries since a quantum adversary will be able to break the SUF-CMA security of the traditional component.
           Consequently, applications where SUF-CMA security is critical  SHOULD NOT use Composite ML-DSA.
        
         
           Non-Separability
           Weak Non-Separability (WNS) of a hybrid signature is defined in   as the guarantee that an adversary cannot simply "remove" one of the component signatures without evidence left behind.
           Strong Non-Separability (SNS) is the stronger notion that an adversary cannot take a hybrid signature and produce a component signature, with a potentially different message, that will be accepted by the component verifier.
           Composite ML-DSA signs a message  M by passing  M' as defined in   to the component signature primitives. Consider an adversary that takes a composite signature  (M, (mldsaSig, tradSig)) and splits it into the component signatures  (M', mldsaSig) and  (M', tradSig). On the traditional side,  (M', tradSig) will verify correctly, but the static Prefix defined in   remains as evidence of the original composite. On the ML-DSA side,  (M', mldsaSig) is signed with ML-DSA's context value equal to the composite algorithm's  Label, so it will fail to verify under  ML-DSA.Verify(M', ctx=""). Consequently, Composite ML-DSA will provide WNS for both components and a limited form of SNS for the ML-DSA component. It can achieve stronger non-separability in practice for both components if the prefix-based mitigation described in   is applied.
           When used within X.509, the Label representing the signature algorithm is included in the signed object so if one of the component signatures is removed from the Composite ML-DSA signature, then the signed-over Label will still indicate the composite algorithm, and this will fail at the X.509 processing layer. Composite ML-DSA therefore provides a version of SNS for X.509. The prohibition on key reuse between composite and single-algorithm contexts discussed in   further strengthens the non-separability in practice.
        
      
       
         Key Reuse
         When using single-algorithm cryptography, the best practice is to always generate fresh key material for each purpose, for example, when renewing a certificate or obtaining both a TLS and S/MIME certificate for the same device. However, in practice, key reuse in such scenarios is not always catastrophic to security and therefore is often tolerated. But this reasoning does not hold in the PQ/T hybrid setting where key reuse fundamentally undermines the security of the hybrid scheme.
         Within the broader context of PQ/T hybrids, there are new attack surfaces that arise due to the hybrid constructions that did not exist in single-algorithm contexts. One of these is key reuse where the component keys within a hybrid are also used by themselves within a single-algorithm context. For example, it might be tempting for an operator to take an already deployed RSA key pair and combine it with an ML-DSA key pair to form a hybrid key pair for use in a hybrid algorithm. Within a hybrid signature context, this leads to a class of attacks referred to as "stripping attacks" (discussed in  ) and may also open up risks from further cross-protocol attacks. Despite the weak non-separability property offered by the composite signature combiner, key reuse  MUST be avoided to prevent the introduction of EUF-CMA vulnerabilities.
         In addition, there is a further implication to key reuse regarding certificate revocation. Upon receiving a new certificate enrollment request, many certification authorities (CAs) will check if the requested public key has been previously revoked due to key compromise. Often, a CA will perform this check by using the public key hash. Therefore, if one, or even both, components of a composite have been previously revoked, the CA may only check the hash of the combined composite key and not find the revocations. Therefore, because the possibility of key reuse exists even though it is forbidden in this specification, CAs performing revocation checks on a composite key  SHOULD also check both component keys independently to verify that the component keys have not been revoked.
         The risks of key reuse can be somewhat mitigated, but not eliminated, by using an appropriate  ctx value. For example, an application might use  ctx=Foobar-dual-cert-sig to indicate that this signature belongs to the Foobar protocol   where two certificates were used to create a single composite signature. This specification does not endorse such uses, and per-application security analysis is needed to determine the extent to which this provides mitigation, if any.
      
       
         Use of Prefix for Attack Mitigation
         The Prefix value specified in   allows for cautious implementers to wrap their existing traditional  Verify() implementations with a guard that looks for messages starting with this string and fails with an error -- i.e., this can act as an extra protection against taking a composite signature and splitting it back into components. However, an implementation that does this will be unable to perform a traditional signature and verification on a message that happens to start with this string.
      
       
         Policy for Deprecated and Acceptable Algorithms
         Traditionally, a public key or certificate contains a single cryptographic algorithm. If and when an algorithm becomes deprecated (for example, RSA-512 or SHA1), the path to deprecating it through policy and removing it from operational environments is, at least in principle, straightforward.
         In the composite model, this is less obvious since a PQ/T hybrid is expected to still be considered valid after the traditional component is deprecated for individual use. As such, a single composite public key or certificate may contain a mixture of deprecated and non-deprecated algorithms. In general, this should be manageable through policy by removing OIDs for the standalone component algorithms while still allowing OIDs for composite algorithms. However, complications may arise when the composite implementation needs to invoke the cryptographic module for a deprecated component algorithm. In particular, this could lead to complex Cryptographic Bills of Materials that show implementations of deprecated algorithms still present and being used.
      
    
     
       Operational Considerations
       
         Rationale for Choices
         In generating the list of composite algorithms, the idea was to provide composite algorithms at various security levels with varying performance characteristics.
         The main design consideration in choosing pairings is to prioritize providing pairings of each ML-DSA security level with commonly deployed traditional algorithms. This supports the design goal of using composites as a stepping stone to efficiently deploy post-quantum on top of existing hardened and certified traditional algorithm implementations. This was prioritized rather than attempting to exactly match the security level of the post-quantum and traditional components, which in general is difficult to do since there is no academic consensus on how to compare the "bits of security" against classical adversaries and "qubits of security" against quantum adversaries.
         SHA2 is prioritized over SHA3 in order to facilitate implementations that do not have easy access to SHA3 outside of the ML-DSA module. However, SHAKE256 is used with Ed448 since this is already the recommended hash function chosen for Ed448ph in  .
         In some cases, multiple hash functions are used within the same composite algorithm. Consider, for example,  id-MLDSA65-ECDSA-P256-SHA512, which requires SHA512 as the overall composite pre-hash in order to maintain the security level of ML-DSA-65 but uses SHA256 within the  ecdsa-with-SHA256 with secp256r1 traditional component.
While this increases the implementation burden of needing to carry multiple hash functions for a single composite algorithm, this aligns with the design goal of choosing commonly implemented traditional algorithms, since  ecdsa-with-SHA256 with secp256r1 is far more common than, for example,  ecdsa-with-SHA512 with secp256r1.
         Full specifications for the referenced algorithms can be found in  .
      
       
         FIPS Certification
         This section gives guidance to implementers wishing to certify a composite implementation under the Federal Information Processing Standards (FIPS) program run by US NIST.
         This guidance is not authoritative and has not been endorsed by US NIST.
         One of the primary design goals of this specification is for the overall composite algorithm to be able to be considered FIPS approved even when one of the component algorithms is not.
         Implementers seeking FIPS certification of a composite signature algorithm where only one of the component algorithms has been FIPS validated or FIPS approved should credit the FIPS-validated component algorithm with full security strength, the non-FIPS-validated component algorithm with zero security, and the overall composite should be considered at least as strong and thus FIPS approved.
         The composite algorithm has been designed to treat the underlying primitives as immutable implementations and not impose any additional requirements on them that could require an existing implementation of an underlying primitive to run in a mode different from the one under which it was certified. For example, the  KeyGen() defined in   invokes  ML-DSA.KeyGen_internal(seed), which might not be available in a cryptographic module running in FIPS mode, but the process in   is only a suggestion, and the Composite ML-DSA key generation  MAY be implemented using a different available interface for ML-DSA.KeyGen().  However, using an interface that does not support a seed will prevent the implementation from encoding the private key according to  . Another example is pre-hashing; a pre-hash is inherent to RSA, ECDSA, and ML-DSA (μ), and a composite makes no assumptions or requirements about whether component-specific pre-hashing is done locally as part of the composite or remotely as part of the component primitive.
         Note also that   depicts the generation of the seed as  mldsaSeed = Random(); when implementing this for FIPS certification, this  MUST be the direct output of a FIPS-approved Deterministic Random Bit Generator (DRBG).
         Note that composite algorithms provide a design pattern to provide utility in future situations that require care to remain FIPS compliant, such as future cryptographic migrations, as well as bridging across jurisdictions with non-intersecting cryptographic requirements.
      
       
         Backwards Compatibility
         The mechanisms specified in this document explicitly do not provide application backwards compatibility; only upgraded systems will understand the OIDs defined in this specification.
         If application backwards compatibility is required, then additional mechanisms will be needed.  Migration and interoperability concerns need to be thought about in the context of various types of protocols that make use of X.509 and PKIX with relation to digital signature objects, from online negotiated protocols such as TLS 1.3   and IKEv2   to non-negotiated asynchronous protocols such as S/MIME signed email  , document signing such as in the context of the European eIDAS regulations  , and publicly trusted code signing  , as well as myriad other standardized and proprietary protocols and applications that leverage CMS   signed structures.  Composites simplify the protocol design work because they can be implemented as a signature algorithm that fits into existing systems.
      
       
         Profiling Down the Number of Options
         One daunting aspect of this specification is the number of composite algorithm combinations.
Each option has been specified because there is a community that has a direct application for it; typically, this is because the traditional component is already deployed in a change-managed environment or because that specific traditional component is required for regulatory reasons.
         However, this large number of combinations leads to fracturing of the ecosystem into non-interoperable subgroups when different communities choose non-overlapping subsets to support, or it leads to spreading development resources too thin when trying to support all options.
         This specification does not list any particular composite algorithm as mandatory to implement; however, organizations that operate within specific application domains are encouraged to define profiles that select a small number of composites appropriate for that application domain.
         For applications that do not have any regulatory requirements or legacy implementations to consider, it is  RECOMMENDED to focus implementation effort on the following composite algorithm, as it provides the best overall balance of performance and security:
         id-MLDSA65-ECDSA-P256-SHA512
         Listed below are a few other recommendations for specific scenarios.
         In applications that require RSA, it is  RECOMMENDED to focus implementation effort on:
         id-MLDSA65-RSA3072-PSS-SHA512
         In applications that are performance and bandwidth sensitive, it is  RECOMMENDED to focus implementation effort on:
         id-MLDSA44-ECDSA-P256-SHA256
         or
         id-MLDSA44-Ed25519-SHA512
         In applications that only allow NIST PQC Level 5, it is  RECOMMENDED to focus implementation effort on:
         id-MLDSA87-ECDSA-P384-SHA512
         In applications that require the signature primitive to provide SUF-CMA, it is  RECOMMENDED to focus implementation effort on:
         id-MLDSA65-Ed25519-SHA512
      
       
         External Pre-Hashing
         Implementers  MAY externalize the pre-hash computation outside the module that computes  Composite-ML-DSA.Sign() in an analogous way to how pre-hash signing is used for RSA, ECDSA, or HashML-DSA. Such a modification to the  Composite-ML-DSA.Sign() algorithm is considered compliant to this specification so long as it produces the same output and error conditions.
         Below is a suggested implementation for splitting the pre-hashing and signing between two parties.
         
Composite-ML-DSA<OID>.Prehash(M) ->  ph

Explicit inputs:

  M       The message to be signed, an octet string.

Implicit inputs mapped from <OID>:

  PH      The hash function to use for pre-hashing.

Output:

   ph     The pre-hash, which equals PH ( M )

Process:

1. Compute the pre-hash of the message using the hash function
   defined by PH:

   ph = PH ( M )

2. Output ph.
         
Composite-ML-DSA<OID>.Sign_ph(sk, ph, ctx) -> s

Explicit inputs:

  sk      Composite private key consisting of signing private keys
          for each component.

  ph      The pre-hash digest over the message.

  ctx     The message context string used in the composite
          signature combiner, which defaults to the empty string.


Implicit inputs mapped from <OID>:

  ML-DSA  The underlying ML-DSA algorithm and parameter set, for
          example, "ML-DSA-65".

  Trad    The underlying traditional algorithm and
          parameter set, for example, "sha256WithRSAEncryption"
          or "Ed25519".

  Prefix  The prefix octet string.

  Label   A signature label that is specific to each composite
          algorithm. Additionally, the composite label is passed
          into the underlying ML-DSA primitive as the ctx.
          Signature Label values are defined in the
          "Algorithm Identifiers and Parameters" section.

Process:

   1.  Identical to Composite-ML-DSA<OID>.Sign (sk, M, ctx) but
       replace the internally generated PH( M ) from Step 2 of
       Composite-ML-DSA<OID>.Sign (sk, M, ctx) with ph, which is
       input into this function.
      
       
         Interoperability of Legacy Algorithms
         The legacy component algorithms, particularly RSA and ECDSA, can themselves have interoperability issues that will propagate to become interoperability issues in the composite. For example, an RSA exponent of 65537 is  RECOMMENDED in this specification, but other values are possible.
         Implementations are encouraged to be lenient when parsing the key material of the legacy algorithm. In particular, the recommendation is to use existing implementations of the legacy algorithms that already handle all the variation seen in the wild.
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               This memo profiles the X.509 v3 certificate and X.509 v2 certificate revocation list (CRL) for use in the Internet. An overview of this approach and model is provided as an introduction. The X.509 v3 certificate format is described in detail, with additional information regarding the format and semantics of Internet name forms. Standard certificate extensions are described and two Internet-specific extensions are defined. A set of required certificate extensions is specified. The X.509 v2 CRL format is described in detail along with standard and Internet-specific extensions. An algorithm for X.509 certification path validation is described. An ASN.1 module and examples are provided in the appendices. [STANDARDS-TRACK]
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               This document specifies the syntax and semantics for the Subject Public Key Information field in certificates that support Elliptic Curve Cryptography. This document updates Sections 2.3.5 and 5, and the ASN.1 module of "Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile", RFC 3279. [STANDARDS-TRACK]
            
          
           
           
        
         
           
             Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve Generation
             
             
             
             
               This memo proposes several elliptic curve domain parameters over finite prime fields for use in cryptographic applications. The domain parameters are consistent with the relevant international standards, and can be used in X.509 certificates and certificate revocation lists (CRLs), for Internet Key Exchange (IKE), Transport Layer Security (TLS), XML signatures, and all applications or protocols based on the cryptographic message syntax (CMS). This document is not an Internet Standards Track specification; it is published for informational purposes.
            
          
           
           
        
         
           
             Cryptographic Message Syntax (CMS)
             
             
             
               This document describes the Cryptographic Message Syntax (CMS). This syntax is used to digitally sign, digest, authenticate, or encrypt arbitrary message content. [STANDARDS-TRACK]
            
          
           
           
           
        
         
           
             Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers for DSA and ECDSA
             
             
             
             
             
             
             
               This document updates RFC 3279 to specify algorithm identifiers and ASN.1 encoding rules for the Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA) digital signatures when using SHA-224, SHA-256, SHA-384, or SHA-512 as the hashing algorithm. This specification applies to the Internet X.509 Public Key infrastructure (PKI) when digital signatures are used to sign certificates and certificate revocation lists (CRLs). This document also identifies all four SHA2 hash algorithms for use in the Internet X.509 PKI. [STANDARDS-TRACK]
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               The Public Key Infrastructure using X.509 (PKIX) certificate format, and many associated formats, are expressed using ASN.1. The current ASN.1 modules conform to the 1988 version of ASN.1. This document updates those ASN.1 modules to conform to the 2002 version of ASN.1. There are no bits-on-the-wire changes to any of the formats; this is simply a change to the syntax. This document is not an Internet Standards Track specification; it is published for informational purposes.
            
          
           
           
        
         
           
             Elliptic Curve Private Key Structure
             
             
             
             
               This document specifies the syntax and semantics for conveying Elliptic Curve (EC) private key information. The syntax and semantics defined herein are based on similar syntax and semantics defined by the Standards for Efficient Cryptography Group (SECG). This document is not an Internet Standards Track specification; it is published for informational purposes.
            
          
           
           
        
         
           
             Asymmetric Key Packages
             
             
             
               This document defines the syntax for private-key information and a content type for it. Private-key information includes a private key for a specified public-key algorithm and a set of attributes. The Cryptographic Message Syntax (CMS), as defined in RFC 5652, can be used to digitally sign, digest, authenticate, or encrypt the asymmetric key format content type. This document obsoletes RFC 5208. [STANDARDS-TRACK]
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               This note describes the fundamental algorithms of Elliptic Curve Cryptography (ECC) as they were defined in some seminal references from 1994 and earlier. These descriptions may be useful for implementing the fundamental algorithms without using any of the specialized methods that were developed in following years. Only elliptic curves defined over fields of characteristic greater than three are in scope; these curves are those used in Suite B. This document is not an Internet Standards Track specification; it is published for informational purposes.
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               This document provides recommendations for the implementation of public-key cryptography based on the RSA algorithm, covering cryptographic primitives, encryption schemes, signature schemes with appendix, and ASN.1 syntax for representing keys and for identifying the schemes.
               This document represents a republication of PKCS #1 v2.2 from RSA Laboratories' Public-Key Cryptography Standards (PKCS) series. By publishing this RFC, change control is transferred to the IETF.
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               This document describes a structure for representing trust anchor information. A trust anchor is an authoritative entity represented by a public key and associated data. The public key is used to verify digital signatures, and the associated data is used to constrain the types of information or actions for which the trust anchor is authoritative. The structures defined in this document are intended to satisfy the format-related requirements defined in Trust Anchor Management Requirements. [STANDARDS-TRACK]
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               PKCS #12 v1.1 describes a transfer syntax for personal identity information, including private keys, certificates, miscellaneous secrets, and extensions. Machines, applications, browsers, Internet kiosks, and so on, that support this standard will allow a user to import, export, and exercise a single set of personal identity information. This standard supports direct transfer of personal information under several privacy and integrity modes.
               This document represents a republication of PKCS #12 v1.1 from RSA Laboratories' Public Key Cryptography Standard (PKCS) series. By publishing this RFC, change control is transferred to the IETF.
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               This document describes version 2 of the Internet Key Exchange (IKE) protocol. IKE is a component of IPsec used for performing mutual authentication and establishing and maintaining Security Associations (SAs). This document obsoletes RFC 5996, and includes all of the errata for it. It advances IKEv2 to be an Internet Standard.
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               When the Curdle Security Working Group was chartered, a range of object identifiers was donated by DigiCert, Inc. for the purpose of registering the Edwards Elliptic Curve key agreement and signature algorithms. This donated set of OIDs allowed for shorter values than would be possible using the existing S/MIME or PKIX arcs. This document describes the donated range and the identifiers that were assigned from that range, transfers control of that range to IANA, and establishes IANA allocation policies for any future assignments within that range.
            
          
           
           
        
         
           
             Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 4.0 Message Specification
             
             
             
             
             
               This document defines Secure/Multipurpose Internet Mail Extensions (S/MIME) version 4.0. S/MIME provides a consistent way to send and receive secure MIME data. Digital signatures provide authentication, message integrity, and non-repudiation with proof of origin. Encryption provides data confidentiality. Compression can be used to reduce data size. This document obsoletes RFC 5751.
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               This document describes a scheme for hybrid public key encryption (HPKE). This scheme provides a variant of public key encryption of arbitrary-sized plaintexts for a recipient public key. It also includes three authenticated variants, including one that authenticates possession of a pre-shared key and two optional ones that authenticate possession of a key encapsulation mechanism (KEM) private key. HPKE works for any combination of an asymmetric KEM, key derivation function (KDF), and authenticated encryption with additional data (AEAD) encryption function. Some authenticated variants may not be supported by all KEMs. We provide instantiations of the scheme using widely used and efficient primitives, such as Elliptic Curve Diffie-Hellman (ECDH) key agreement, HMAC-based key derivation function (HKDF), and SHA2.
               This document is a product of the Crypto Forum Research Group (CFRG) in the IRTF.
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               One aspect of the transition to post-quantum algorithms in cryptographic protocols is the development of hybrid schemes that incorporate both post-quantum and traditional asymmetric algorithms. This document defines terminology for such schemes. It is intended to be used as a reference and, hopefully, to ensure consistency and clarity across different protocols, standards, and organisations.
            
          
           
           
        
         
           
             Internet X.509 Public Key Infrastructure -- Certificate Management Protocol (CMP)
             
             
             
             
             
             
               This document describes the Internet X.509 Public Key Infrastructure (PKI) Certificate Management Protocol (CMP). Protocol messages are defined for X.509v3 certificate creation and management. CMP provides interactions between client systems and PKI components such as a Registration Authority (RA) and a Certification Authority (CA).
               This document adds support for management of certificates containing a Key Encapsulation Mechanism (KEM) public key and uses EnvelopedData instead of EncryptedValue. This document also includes the updates specified in Section 2 and Appendix A.2 of RFC 9480.
               This document obsoletes RFC 4210, and together with RFC 9811, it also obsoletes RFC 9480. Appendix F of this document updates Section 9 of RFC 5912.
            
          
           
           
        
         
           
             The Transport Layer Security (TLS) Protocol Version 1.3
             
             
             
               This document specifies version 1.3 of the Transport Layer Security (TLS) protocol. TLS allows client/server applications to communicate over the Internet in a way that is designed to prevent eavesdropping, tampering, and message forgery.
               This document obsoletes RFC 8446, which specified TLS 1.3. This document obsoletes RFC 5246 (specifying TLS 1.2) and RFCs 5077, 6961, 7627, and 8422, all of which pertain to TLS 1.2 or earlier, and updates RFCs 5705 and 6066. This document also specifies new requirements for TLS 1.2 implementations.
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               This document describes classification of design goals and security considerations for hybrid digital signature schemes, including proof composability, non-separability of the component signatures given a hybrid signature, backwards and forwards compatibility, hybrid generality, and Simultaneous Verification (SV).
            
          
           
           
        
         
           
             Post-Quantum Cryptography for Engineers
             
             
             
             
             
             
             
               The advent of a cryptographically relevant quantum computer (CRQC) would render state-of-the-art, traditional public key algorithms deployed today obsolete, as the mathematical assumptions underpinning their security would no longer hold. To address this, protocols and infrastructure must transition to post-quantum algorithms, which are designed to resist both traditional and quantum attacks. This document explains why engineers need to be aware of and understand post-quantum cryptography (PQC), and it details the impact of CRQCs on existing systems and the challenges involved in transitioning to post-quantum algorithms. Unlike previous cryptographic updates, this shift may require significant protocol redesign due to the unique properties of post-quantum algorithms.
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       Maximum Key and Signature Sizes
       The sizes listed below are maximums. Several factors could cause fluctuations in the size of the traditional component. For example:
       
         
           The RSA public key  (n, e) allows  e to vary in size between 3 and  n - 1  . Note that the size table below assumes the recommended value of  e = 65537, so for RSA combinations, it is in fact not a true maximum.
        
         
           When the underlying RSA or EC value is itself DER encoded, integer values could occasionally be shorter than expected due to leading zeros being dropped from the encoding.
        
      
       Size values marked with an asterisk (*) in the table below are not fixed but are maximum possible values for the composite key or signature. Implementations should be careful when performing length checking based on such values.
       Non-hybrid ML-DSA is included for reference.
       
         Maximum Size Values of Composite ML-DSA
         
           
             Algorithm
             Public key
             Private key
             Signature
          
        
         
           
             id-ML-DSA-44
             1312
             32
             2420
          
           
             id-ML-DSA-65
             1952
             32
             3309
          
           
             id-ML-DSA-87
             2592
             32
             4627
          
           
             id-MLDSA44-RSA2048-PSS-SHA256
             1582*
             1226*
             2676
          
           
             id-MLDSA44-RSA2048-PKCS15-SHA256
             1582*
             1226*
             2676
          
           
             id-MLDSA44-Ed25519-SHA512
             1344
             64
             2484
          
           
             id-MLDSA44-ECDSA-P256-SHA256
             1377
             83
             2492*
          
           
             id-MLDSA65-RSA3072-PSS-SHA512
             2350*
             1802*
             3693
          
           
             id-MLDSA65-RSA3072-PKCS15-SHA512
             2350*
             1802*
             3693
          
           
             id-MLDSA65-RSA4096-PSS-SHA512
             2478*
             2383*
             3821
          
           
             id-MLDSA65-RSA4096-PKCS15-SHA512
             2478*
             2383*
             3821
          
           
             id-MLDSA65-ECDSA-P256-SHA512
             2017
             83
             3381*
          
           
             id-MLDSA65-ECDSA-P384-SHA512
             2049
             96
             3413*
          
           
             id-MLDSA65-ECDSA-brainpoolP256r1-SHA512
             2017
             84
             3381*
          
           
             id-MLDSA65-Ed25519-SHA512
             1984
             64
             3373
          
           
             id-MLDSA87-ECDSA-P384-SHA512
             2689
             96
             4731*
          
           
             id-MLDSA87-ECDSA-brainpoolP384r1-SHA512
             2689
             100
             4731*
          
           
             id-MLDSA87-Ed448-SHAKE256
             2649
             89
             4741
          
           
             id-MLDSA87-RSA3072-PSS-SHA512
             2990*
             1802*
             5011
          
           
             id-MLDSA87-RSA4096-PSS-SHA512
             3118*
             2383*
             5139
          
           
             id-MLDSA87-ECDSA-P521-SHA512
             2725
             114
             4766*
          
        
      
    
     
       Component Algorithm Reference
       This section provides references to the full specification of the algorithms used in the composite constructions.
       
         Component Signature Algorithms Used in Composite Constructions
         
           
             Component Signature Algorithm ID
             OID
             Specification
          
        
         
           
             id-ML-DSA-44
             2.16.840.1.101.3.4.3.17
             
               
          
           
             id-ML-DSA-65
             2.16.840.1.101.3.4.3.18
             
               
          
           
             id-ML-DSA-87
             2.16.840.1.101.3.4.3.19
             
               
          
           
             id-Ed25519
             1.3.101.112
             
               ,  
          
           
             id-Ed448
             1.3.101.113
             
               ,  
          
           
             ecdsa-with-SHA256
             1.2.840.10045.4.3.2
             
               ,  ,  ,  ,  ,  
          
           
             ecdsa-with-SHA384
             1.2.840.10045.4.3.3
             
               ,  ,  ,  ,  ,  
          
           
             ecdsa-with-SHA512
             1.2.840.10045.4.3.4
             
               ,  ,  ,  ,  ,  
          
           
             sha256WithRSAEncryption
             1.2.840.113549.1.1.11
             
               
          
           
             sha384WithRSAEncryption
             1.2.840.113549.1.1.12
             
               
          
           
             id-RSASSA-PSS
             1.2.840.113549.1.1.10
             
               
          
        
      
       
         Elliptic Curves Used in Composite Constructions
         
           
             Elliptic CurveID
             OID
             Specification
          
        
         
           
             secp256r1
             1.2.840.10045.3.1.7
             
               ,  
          
           
             secp384r1
             1.3.132.0.34
             
               ,  ,  
          
           
             secp521r1
             1.3.132.0.35
             
               ,  ,  
          
           
             brainpoolP256r1
             1.3.36.3.3.2.8.1.1.7
             
               
          
           
             brainpoolP384r1
             1.3.36.3.3.2.8.1.1.11
             
               
          
        
      
       
         Hash Algorithms Used in Pre-Hashed Composite Constructions to Build PH Elements
         
           
             HashID
             OID
             Specification
          
        
         
           
             id-sha256
             2.16.840.1.101.3.4.2.1
             
               
          
           
             id-sha384
             2.16.840.1.101.3.4.2.2
             
               
          
           
             id-sha512
             2.16.840.1.101.3.4.2.3
             
               
          
           
             id-shake256
             2.16.840.1.101.3.4.2.12
             
               
          
           
             id-mgf1
             1.2.840.113549.1.1.8
             
               
          
        
      
    
     
       Component AlgorithmIdentifiers for Public Keys and Signatures
       Many cryptographic libraries are X.509 focused and do not expose interfaces to instantiate a public key from raw bytes, but only from a SubjectPublicKeyInfo structure as you would find in an X.509 certificate; therefore, implementing a composite in those libraries requires reconstructing the SPKI for each component algorithm. In order to aid implementers and reduce interoperability issues, this section lists out the full public key and signature AlgorithmIdentifiers for each component algorithm.
       For newer algorithms like Ed25519 or ML-DSA, the AlgorithmIdentifiers are the same for Public Key and Signature. Older algorithms have different AlgorithmIdentifiers for keys and signatures and are specified separately here for each component.
        ML-DSA-44
       AlgorithmIdentifier of Public Key and Signature
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-44   -- (2 16 840 1 101 3 4 3 17)
   }
       DER:
       
  30 0B 06 09 60 86 48 01 65 03 04 03 11
        ML-DSA-65
       AlgorithmIdentifier of Public Key and Signature
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-65   -- (2 16 840 1 101 3 4 3 18)
   }
       DER:
       
  30 0B 06 09 60 86 48 01 65 03 04 03 12
        ML-DSA-87
       AlgorithmIdentifier of Public Key and Signature
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ML-DSA-87   -- (2 16 840 1 101 3 4 3 19)
   }
       DER:
       
  30 0B 06 09 60 86 48 01 65 03 04 03 13
        RSASSA-PSS 2048 & 3072
       AlgorithmIdentifier of Public Key
       Note that it is suggested here to use id-RSASSA-PSS (1.2.840.113549.1.1.10) as the public key OID for RSASSA-PSS, although most implementations also would accept rsaEncryption (1.2.840.113549.1.1.1), and some might in fact prefer or require it.
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS   -- (1.2.840.113549.1.1.10)
    }
       DER:
       
  30 0B 06 09 2A 86 48 86 F7 0D 01 01 0A
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS,   -- (1.2.840.113549.1.1.10)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm id-sha256,   -- (2.16.840.1.101.3.4.2.1)
        parameters NULL
        },
      AlgorithmIdentifier ::= {
        algorithm id-mgf1,       -- (1.2.840.113549.1.1.8)
        parameters AlgorithmIdentifier ::= {
          algorithm id-sha256,   -- (2.16.840.1.101.3.4.2.1)
          parameters NULL
          }
        },
      saltLength 32
      }
    }
       DER:
       
  30 41 06 09 2A 86 48 86 F7 0D 01 01 0A 30 34 A0
  0F 30 0D 06 09 60 86 48 01 65 03 04 02 01 05 00
  A1 1C 30 1A 06 09 2A 86 48 86 F7 0D 01 01 08 30
  0D 06 09 60 86 48 01 65 03 04 02 01 05 00 A2 03
  02 01 20
        RSASSA-PSS 4096
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS   -- (1.2.840.113549.1.1.10)
    }
       DER:
       
  30 0B 06 09 2A 86 48 86 F7 0D 01 01 0A
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm id-RSASSA-PSS,   -- (1.2.840.113549.1.1.10)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm id-sha384,   -- (2.16.840.1.101.3.4.2.2)
        parameters NULL
        },
      AlgorithmIdentifier ::= {
        algorithm id-mgf1,       -- (1.2.840.113549.1.1.8)
        parameters AlgorithmIdentifier ::= {
          algorithm id-sha384,   -- (2.16.840.1.101.3.4.2.2)
          parameters NULL
          }
        },
      saltLength 48
      }
    }
       DER:
       
  30 41 06 09 2A 86 48 86 F7 0D 01 01 0A 30 34 A0
  0F 30 0D 06 09 60 86 48 01 65 03 04 02 02 05 00
  A1 1C 30 1A 06 09 2A 86 48 86 F7 0D 01 01 08 30
  0D 06 09 60 86 48 01 65 03 04 02 02 05 00 A2 03
  02 01 30
        RSASSA-PKCS1-v1_5 2048 & 3072
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm rsaEncryption,   -- (1.2.840.113549.1.1.1)
    parameters NULL
    }
       DER:
       
  30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm sha256WithRSAEncryption,   -- (1.2.840.113549.1.1.11)
    parameters NULL
    }
       DER:
       
  30 0D 06 09 2A 86 48 86 F7 0D 01 01 0D 05 00
        RSASSA-PKCS1-v1_5 4096
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm rsaEncryption,   -- (1.2.840.113549.1.1.1)
    parameters NULL
    }
       DER:
       
  30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signatureAlgorithm AlgorithmIdentifier ::= {
    algorithm sha384WithRSAEncryption,   -- (1.2.840.113549.1.1.12)
    parameters NULL
    }
       DER:
       
  30 0D 06 09 2A 86 48 86 F7 0D 01 01 0C 05 00
        ECDSA NIST P256
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp256r1   -- (1.2.840.10045.3.1.7)
        }
      }
    }
       DER:
       
  30 13 06 07 2A 86 48 CE 3D 02 01 06 08 2A 86 48 CE 3D 03 01 07
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA256   -- (1.2.840.10045.4.3.2)
    }
       DER:
       
  30 0A 06 08 2A 86 48 CE 3D 04 03 02
        ECDSA NIST P384
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp384r1   -- (1.3.132.0.34)
        }
      }
    }
       DER:
       
  30 10 06 07 2A 86 48 CE 3D 02 01 06 05 2B 81 04 00 22
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA384   -- (1.2.840.10045.4.3.3)
    }
       DER:
       
  30 0A 06 08 2A 86 48 CE 3D 04 03 03
        ECDSA NIST P521
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm secp521r1   -- (1.3.132.0.35)
        }
      }
    }
       DER:
       
  30 10 06 07 2A 86 48 CE 3D 02 01 06 05 2B 81 04 00 23
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA512   -- (1.2.840.10045.4.3.4)
    }
       DER:
       
  30 0A 06 08 2A 86 48 CE 3D 04 03 04
        ECDSA Brainpool-P256
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm brainpoolP256r1   -- (1.3.36.3.3.2.8.1.1.7)
        }
      }
    }
       DER:
       
  30 14 06 07 2A 86 48 CE 3D 02 01 06 09 2B 24 03
  03 02 08 01 01 07
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA256   -- (1.2.840.10045.4.3.2)
    }
       DER:
       
  30 0A 06 08 2A 86 48 CE 3D 04 03 02
        ECDSA Brainpool-P384
       AlgorithmIdentifier of Public Key
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-ecPublicKey   -- (1.2.840.10045.2.1)
    parameters ANY ::= {
      AlgorithmIdentifier ::= {
        algorithm brainpoolP384r1   -- (1.3.36.3.3.2.8.1.1.11)
        }
      }
    }
       DER:
       
  30 14 06 07 2A 86 48 CE 3D 02 01 06 09 2B 24 03
  03 02 08 01 01 0B
       AlgorithmIdentifier of Signature
       ASN.1:
       
  signature AlgorithmIdentifier ::= {
    algorithm ecdsa-with-SHA384   -- (1.2.840.10045.4.3.3)
    }
       DER:
       
  30 0A 06 08 2A 86 48 CE 3D 04 03 03
        Ed25519
       AlgorithmIdentifier of Public Key and Signature
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-Ed25519   -- (1.3.101.112)
    }
       DER:
       
  30 05 06 03 2B 65 70
        Ed448
       AlgorithmIdentifier of Public Key and Signature
       ASN.1:
       
  algorithm AlgorithmIdentifier ::= {
    algorithm id-Ed448   -- (1.3.101.113)
    }
       DER:
       
  30 05 06 03 2B 65 71
    
     
       Message Representative Examples
       This section provides examples of constructing the message representative  M', showing all intermediate values. This is intended to be useful for debugging purposes.
       The input message for this example is the hex string "00 01 02 03 04 05 06 07 08 09".
       Each input component is shown. Note that values are shown as hex encoded for display purposes only; they are actually raw binary values.
       
         
            Prefix is the fixed constant defined in  .
        
         
            Label is the specific signature label for this composite algorithm, as defined in  .
        
         
            len(ctx) is the length of the message context string, which is 00 when no context is used.
        
         
            ctx is the message context string used in the composite signature combiner.  It is empty in this example.
        
         
            PH(M) is the output of hashing the message  M.
        
      
       Finally, the fully assembled  M' is given, which is simply the concatenation of the above values.
       First is an example of constructing the message representative  M' for MLDSA65-ECDSA-P256-SHA512 without a context string  ctx.
       
Example of id-MLDSA65-ECDSA-P256-SHA512 construction of M'.

# Inputs:

M: 00010203040506070809
ctx: <empty>

# Components of M':

Prefix:
436f6d706f73697465416c676f726974686d5369676e61747572657332303235

Label: COMPSIG-MLDSA65-ECDSA-P256-SHA512

len(ctx): 00

ctx: <empty>
PH(M): 0f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f
9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f90353
3


# Outputs:
# M' = Prefix || Label || len(ctx) || ctx || PH(M)

M': 436f6d706f73697465416c676f726974686d5369676e6174757265733230323
5434f4d505349472d4d4c44534136352d45434453412d503235362d534841353132
000f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f9a3f2
02f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f903533
       Second is an example of constructing the message representative  M' for MLDSA65-ECDSA-P256-SHA512 with a context string  ctx.
       The inputs are similar to the first example with the exception that there is an 8-byte context string 'ctx'.
       
Example of id-MLDSA65-ECDSA-P256-SHA512 construction of M'.

# Inputs:

M: 00010203040506070809
ctx: 0813061205162623

# Components of M':

Prefix:
436f6d706f73697465416c676f726974686d5369676e61747572657332303235

Label: COMPSIG-MLDSA65-ECDSA-P256-SHA512

len(ctx): 08

ctx: 0813061205162623

PH(M): 0f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c3523a20974f
9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d854c342f90353
3


# Outputs:
# M' = Prefix || Label || len(ctx) || ctx || PH(M)

M': 436f6d706f73697465416c676f726974686d5369676e6174757265733230323
5434f4d505349472d4d4c44534136352d45434453412d503235362d534841353132
0808130612051626230f89ee1fcb7b0a4f7809d1267a029719004c5a5e5ec323a7c
3523a20974f9a3f202f56fadba4cd9e8d654ab9f2e96dc5c795ea176fa20ede8d85
4c342f903533
    
     
       Test Vectors
       The following test vectors are provided in a format similar to the NIST Automated Cryptographic Validation Protocol (ACVP) Known Answer Tests (KATs).
       The structure is that a global message  m is signed over in all test cases.  m is the ASCII string "The quick brown fox jumps over the lazy dog."
       For all test vectors, one sample signature is provided that was computed over an empty  ctx string, and one computed over the ctx string "The lethargic, colorless dog sat beneath the energetic, stationary fox."
       Each test case has the following values:
       
          tcId:
         
           the name of the algorithm.
        
          pk:
         
           the raw verification public key.
        
          x5c:
         
           a self-signed X.509 certificate of the public key.
        
          sk:
         
           the raw signature private key.
        
          sk_pkcs8:
         
           the signature private key in a PKCS #8 object.
        
          s:
         
           the signature value computed over  m with an empty  ctx string.
        
          sWithContext:
         
           the signature value computed over  m with the provided  ctx string.
        
      
       Implementers should be able to perform the following tests using the test vectors below:
        
           Load the public key  pk or certificate  x5c and use it to verify the signature  s over the message  m.
        
         
           Validate the self-signed certificate  x5c.
        
         
           Load the signing private key  sk or  sk_pkcs8 and use it to produce a new signature that can be verified using the provided  pk or  x5c.
        
      
       Test vectors are provided for each underlying ML-DSA algorithm in isolation for the purposes of debugging.
       Due to the length of the test vectors, some readers will prefer to retrieve the copy from GitHub that is not word wrapped  . The reference implementation written in Python that generated them is also available.
       
{
"m": "VGhlIHF1aWNrIGJyb3duIGZveCBqdW1wcyBvdmVyIHRoZSBsYXp5IGRvZy4=",
"ctx": "VGhlIGxldGhhcmdpYywgY29sb3JsZXNzIGRvZyBzYXQgYmVuZWF0aCB0aGUg
ZW5lcmdldGljLCBzdGF0aW9uYXJ5IGZveC4=",
"tests": [
{
"tcId": "id-ML-DSA-44",
"pk": "EWoNgliCgU7GOoTqJ1BCV4WR/izOHNrm717rEbJ0FfMMH+38K7zEVhsZrm00b",
"x5c": "MIIPjDCCBgKgAwIBAgIUfBL+fTjkvp10eezFK6d4FCUGw1gwCwYJYIZIAWUD",
"sk": "HAhWcYP1/1xeu2cmwHGCWrGMgF/TTzR4yppE/s8z6Y4=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMRBCKAIBwIVnGD9f9cXrtnJsBxglqxjIB
f0080eMqaRP7PM+mO",
"s": "mt5kaIWbf8VC4wDBAnw2jUaffnfmaRLp9H/cMh2YyF135hzMM5xJA2JQGQ+0Qu",
"sWithContext": "d2nRH/bO4tcl+7DaA4NpHXJ+QVnL2WQKk0svtjjiVCdBqnDut24"
},
{
"tcId": "id-ML-DSA-65",
"pk": "CehMzdl/hDYK2onXrTgctj5b/N3QrpXfkrhTSPsKRSHelQgjO4IaoK3COkZaO",
"x5c": "MIIVhTCCCIKgAwIBAgIUOcHM7EB9Nopgm7PXwUMUYUlvbZkwCwYJYIZIAWUD",
"sk": "J99savK3IWkld8k0UedxNuQCpLDv96cdJKkXIKo6pXE=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMSBCKAICffbGrytyFpJXfJNFHncTbkAqS
w7/enHSSpFyCqOqVx",
"s": "UFXqB7QFgN9SMrRUJaSkvGyTDank52coI4S/4hEI9kmViUwuV9bk/4ag7yGOjZ",
"sWithContext": "+nMdTXRmExDbJUOaFgkLd5FA7jR57z/PGLNcX6XBNT4Si+/rXkc"
},
{
"tcId": "id-ML-DSA-87",
"pk": "mD4U67kyG3jQWYM4oSnbVdvMZULnqNZCIwAuz4JJ1UFrpDlG/R+Kb10TTG9Qi",
"x5c": "MIIdKzCCCwKgAwIBAgIUU8Ew8WFOWPrYs6ypxZhy9ygyUhEwCwYJYIZIAWUD",
"sk": "B/jrKc1CGwOK3CY7/k9Q/Ish38dPTfzzXQ2rMLaF3Ok=",
"sk_pkcs8": "MDQCAQAwCwYJYIZIAWUDBAMTBCKAIAf46ynNQhsDitwmO/5PUPyLId/
HT038810NqzC2hdzp",
"s": "XcWjJfq92g6Y4B69ANNPZEmQVr16ior6tkJm7osNwdTcSm8rGGAt8/Oa7Q4xOF",
"sWithContext": "bQNOjVn48qkgJAgN8JCBTP3fJUYpT1d16Wbd2fkHE9RcEw5tRKh=
="
},
{
"tcId": "id-MLDSA44-RSA2048-PSS-SHA256",
"pk": "Ll22mDa1wg0KVq2Jf39IbdzTKeCd1gv4yIRnpXLrj1CZsOBCqBcmiSEyAi868",
"x5c": "MIIRuTCCBzCgAwIBAgIUTTHWFAYUq8fnjKZrFARLHi1GsmQwCgYIKwYBBQUH",
"sk": "NPkBm9FU2TX1CaijKEhnsJ9yRbP+Ov+1E+fjPqvkix0wggSjAgEAAoIBAQDUW",
"sk_pkcs8": "MIIE2gIBADAKBggrBgEFBQcGJQSCBMc0+QGb0VTZNfUJqKMoSGewn3J",
"s": "K3167JfsF2hZcpx/5W4ddFiWydJAKp4uNYHzUzTB/3QlLZnQRSkYB0ZHwpyq7I",
"sWithContext": "kQvpYphC8wTss2o0eoDbvap5TMqdIPqtUJFHk6PpICE7Du/hrj4"
},
{
"tcId": "id-MLDSA44-RSA2048-PKCS15-SHA256",
"pk": "9nmRVtjCGCqc0d1nt3RMDcGLBnqiM3WXvfSoh+C9UkabsnqKOgL/Z7jSg2jBr",
"x5c": "MIIRvzCCBzagAwIBAgIUJb6AFvof6k4sDBOS+0QAuMP73UMwCgYIKwYBBQUH",
"sk": "eFObttIdBg+c1tQAupqdt60bgeNRlZHihfeiQnmPgjQwggSkAgEAAoIBAQDTb",
"sk_pkcs8": "MIIE2wIBADAKBggrBgEFBQcGJgSCBMh4U5u20h0GD5zW1AC6mp23rRu",
"s": "I8WTMuk7C0WsDBOG33bz3nsurihatMh9oklXWB0ViuMlM4+7DdWqF5y8yLyWZI",
"sWithContext": "lXtFSwhamCx8lblXhenVcO1UqF193C43kw6snIWRGDkFIXgSR4I"
},
{
"tcId": "id-MLDSA44-Ed25519-SHA512",
"pk": "FlplaQIgVuYEA04nN9VXyMWK4XDhRhnaGaWO6FqoCtiDr5rL89omEFSIf811X",
"x5c": "MIIQAzCCBjqgAwIBAgIUG8k6aug4m/rdCRJK44MC8oR8OLwwCgYIKwYBBQUH",
"sk": "AdjfWRUtikTjmiXmd17xigBEsg5YwsQ0asN8J9FSF2xb6mwkVGF7+0hHnrixO
3EamBFrc/fsrDD68d2bT6F9aA==",
"sk_pkcs8": "MFECAQAwCgYIKwYBBQUHBicEQAHY31kVLYpE45ol5nde8YoARLIOWML
ENGrDfCfRUhdsW+psJFRhe/tIR564sTtxGpgRa3P37Kww+vHdm0+hfWg=",
"s": "jf3ldp/wzf7aHNAWXPULSa7WoqVbFXac+zkQpMtFRz/dQd8bbXrttS+XKo7F/z",
"sWithContext": "16QOR8ygVCYwhcop8DrFlrolDN9WWlr1FqhFp9bNJuFbXzZLoMV"
},
{
"tcId": "id-MLDSA44-ECDSA-P256-SHA256",
"pk": "0tSxxXlGivbpfkDz/vQHy2wXg/XjioXxaKESOD3TRscEjU3FIQIXrPnmCyxik",
"x5c": "MIIQMTCCBmGgAwIBAgIUXYGnlFi1Z8pEkmKWi2QqGD7tXEUwCgYIKwYBBQUH",
"sk": "xzZ5w/4wfHqh6i+9R+QBQ0AFstNaWic0z2QeoqnL3sUwMQIBAQQguU52CacXa
rr71KNPq65CsJHkTZ5G5n/KVmwqGIpjxl+gCgYIKoZIzj0DAQc=",
"sk_pkcs8": "MGQCAQAwCgYIKwYBBQUHBigEU8c2ecP+MHx6oeovvUfkAUNABbLTWlo
nNM9kHqKpy97FMDECAQEEILlOdgmnF2q6+9SjT6uuQrCR5E2eRuZ/ylZsKhiKY8ZfoAo
GCCqGSM49AwEH",
"s": "LFNNw2nxnkFRfSfII6NkByAp4GZpm5eAKdN/+F1TtWgDrepFyVJy/WsVcstFXI",
"sWithContext": "VZY7tTr09GB3Z7DoxaEJfFLA/EwnF89U6WOU+uNG5l1ONiNs1eF"
},
{
"tcId": "id-MLDSA65-RSA3072-PSS-SHA512",
"pk": "hDojmxlfrJYNuadjr6Hz5OTFF4YmaeIaCCf1mT6IjaoGPh02ZeDz5cxXmO1XQ",
"x5c": "MIIYsjCCCjCgAwIBAgIUFphT4SkhQSFm9j+2IBQwN2SFtYUwCgYIKwYBBQUH",
"sk": "AcTWT0vAo5VtHTBmm4VVjVwZfJGR1Q3PwR5VIkkuAnEwggbiAgEAAoIBgQC3A",
"sk_pkcs8": "MIIHGQIBADAKBggrBgEFBQcGKQSCBwYBxNZPS8CjlW0dMGabhVWNXBl",
"s": "v/0Dbcxur9kKmYZq2zIXVGS3Wwks5qSVrEBDhGXJVvGdRrO0rMGM/Cff1BR/QR",
"sWithContext": "55YQxkcTy8XQ/rAC5TnxETWp5YWe9HH/xZbk6agNtN7JdKXIcRh"
},
{
"tcId": "id-MLDSA65-RSA3072-PKCS15-SHA512",
"pk": "nXGKFc+w7d1xMqz6pja+gFkjBdcdmFAIxP5iOANUoBp/PINoYDQT8+TWKbhkf",
"x5c": "MIIYuDCCCjagAwIBAgIUU9ez5LqaRt6ltiVb2n8gXQ1YCS4wCgYIKwYBBQUH",
"sk": "tl5boR63qVroiNFG4igrv+L2HBwHE+NlJFLlgQbUF2MwggbkAgEAAoIBgQCOO",
"sk_pkcs8": "MIIHGwIBADAKBggrBgEFBQcGKgSCBwi2XluhHrepWuiI0UbiKCu/4vY=",
"s": "WEjvBrVVOtK/3Ae+lCgZg71GhbtHalQfBHuMx7iBgBGawmnsOmrR/O+m+L5URf",
"sWithContext": "1PKwrlLkdCgo9FYiU1kM8qQUqnGgKBzua0T/bahOzdBC+MVL9UF"
},
{
"tcId": "id-MLDSA65-RSA4096-PSS-SHA512",
"pk": "by+GWNIhKxJn7rje7wdPah56qawknw/7H2HY7hl27Qcy5kE/N01EqkZz6LoQN",
"x5c": "MIIZsjCCCrCgAwIBAgIUERyFvGQgvQtt4SjDAzFqXygoj8MwCgYIKwYBBQUH",
"sk": "xHlakAlFaKe5fPk9bSwPIpJI7eSVnvzitdQcfD+dK+wwggkoAgEAAoICAQDCg",
"sk_pkcs8": "MIIJXwIBADAKBggrBgEFBQcGKwSCCUzEeVqQCUVop7l8+T1tLA8ikkj",
"s": "esW7dl1Gj4A+RPg2I5dKGXkuAgE3lKHr3/2FyMBIEeKYFPss6ucgm7z2pyvzdp",
"sWithContext": "JDlbtzluC1lH3Tam92nId7esPj/jn96GPYHZYnKvXlcFFttgGuk"
},
{
"tcId": "id-MLDSA65-RSA4096-PKCS15-SHA512",
"pk": "8bnpV1xI+dtfZriP9qe3CZW2O9+V88CwLBG2AyM0c/sOjbxzzdfJzARraoEwY",
"x5c": "MIIZuDCCCragAwIBAgIUAPshotDotk4Ks2d+J/o5S+7c8GkwCgYIKwYBBQUH",
"sk": "/GvgYQOsPEtmOPS9dakZ3wH3Cig+xnSaTuvNo0xBsQ0wggknAgEAAoICAQC1h",
"sk_pkcs8": "MIIJXgIBADAKBggrBgEFBQcGLASCCUv8a+BhA6w8S2Y49L11qRnfAfc",
"s": "ytsOXnfqoclXD0Qcx4LYbq39OVYPKr0W970e6wb99Puj9GlA+AIVTe0wBE46F0",
"sWithContext": "ezPjM2/DxLRvCkyilJ1jR1tTu+in1HuJ6HwSeJf+u9rvqf88jdP"
},
{
"tcId": "id-MLDSA65-ECDSA-P256-SHA512",
"pk": "rZTyCYFJUpLF11m+9/qkC78DAVczaSbhDdEglXcvFBYGJ9RUVIZyf6xy1Yw9Q",
"x5c": "MIIWKzCCCOGgAwIBAgIUW0MoLO0np7/Ch09mfDIxAm9wH3AwCgYIKwYBBQUH",
"sk": "bsdcWusLmyFNumCKr944e8i+AxpGXddgx9fH69Yo49owMQIBAQQgmEOXvMQ5w
GDvUQnM5wuW3XNaM9DuU6F6uZepzORqyqugCgYIKoZIzj0DAQc=",
"sk_pkcs8": "MGQCAQAwCgYIKwYBBQUHBi0EU27HXFrrC5shTbpgiq/eOHvIvgMaRl3
XYMfXx+vWKOPaMDECAQEEIJhDl7zEOcBg71EJzOcLlt1zWjPQ7lOhermXqczkasqroAo
GCCqGSM49AwEH",
"s": "Z2cXSmyeY+LB6sYY3fPKYRjhisbdrjPXpdWnbLpB9vCyqNnHDvOa2/gL+FpGcj",
"sWithContext": "oHXylglVknUKV5ZzGdY29ZcVAruptT8vnoOzTl7F0ryNbDC8Rxy"
},
{
"tcId": "id-MLDSA65-ECDSA-P384-SHA512",
"pk": "tdGwjOkGFVBJ2pm+CpTYs2weCCfZVqFJJdD7Xicesj1Z+bnu+RJriSqrde5it",
"x5c": "MIIWazCCCQGgAwIBAgIUEjaXBZrvZZ10VCdx0cYv3mUxs/MwCgYIKwYBBQUH",
"sk": "GBzZVGrgCtjNd7FtNzoxmzXVEcHki9NScm7fSsJokqAwPgIBAQQwHgigRN8us
gijZwZRq9Xo0wu5aeauYgfkTTKGmPFfoomz4FJBpwmk5oRVHB8eyrtHoAcGBSuBBAAi"
,
"sk_pkcs8": "MHECAQAwCgYIKwYBBQUHBi4EYBgc2VRq4ArYzXexbTc6MZs11RHB5Iv
TUnJu30rCaJKgMD4CAQEEMB4IoETfLrIIo2cGUavV6NMLuWnmrmIH5E0yhpjxX6KJs+B
SQacJpOaEVRwfHsq7R6AHBgUrgQQAIg==",
"s": "h/1YyBhPhCx/bWXDY27cLN4ZRI1MrusyQk2799YY5fSt1PH7sXIoIAG2pSMtm+",
"sWithContext": "AKQJEKdrDu1G9LiA9Fh8kJUWaH0sFV7fU+u4X6lXou95UiU8FTO"
},
{
"tcId": "id-MLDSA65-ECDSA-brainpoolP256r1-SHA512",
"pk": "qy+xBiomV+u6zDyLzKjPr0M3O2lFQYKU0Z9r7kzSW258fB8I/HQXpP/4c5P/T",
"x5c": "MIIWQDCCCPegAwIBAgIUaEnQXbeVQ5cZoJuYJoXe3oEO3QAwCgYIKwYBBQUH",
"sk": "IQp1j8gIDkGwD9GlIF6cLzcN9dKeIsr2xb4KW/c4JUcwMgIBAQQgjnC6/VN7S
McIVUeJpWVqOH7vHMWSEKQLTUzah+w9mnqgCwYJKyQDAwIIAQEH",
"sk_pkcs8": "MGUCAQAwCgYIKwYBBQUHBi8EVCEKdY/ICA5BsA/RpSBenC83DfXSniL
K9sW+Clv3OCVHMDICAQEEII5wuv1Te0jHCFVHiaVlajh+7xzFkhCkC01M2ofsPZp6oAs
GCSskAwMCCAEBBw==",
"s": "ZKI2hFc1lbxDhRrx5+TXisGUHhi3ey3CJdWqvWz9wPLB+ARqBxX04GN8s3yCak",
"sWithContext": "7Ds2ERU8mBQqrWNqH1RAwVceZv86rkxCBnYyC65X+iOLPKXDA6D"
},
{
"tcId": "id-MLDSA65-Ed25519-SHA512",
"pk": "lJHqFchj4m+jxLow4ARGz/Vgrwa0hpIrPMgTOBx6DouPmdO0P88unCWMDtG4Z",
"x5c": "MIIV/DCCCLqgAwIBAgIUZqRb5vWjxJFTRqlAjlz+D3KeciwwCgYIKwYBBQUH",
"sk": "I6V4IFKJVV5l3fVnYBy0cV+1k6d5ao9x1mjDvKh22Tdg6XQfX7imizxJC5Pkq
g5dgiBu87jiJC4bz0cp8uFGqg==",
"sk_pkcs8": "MFECAQAwCgYIKwYBBQUHBjAEQCOleCBSiVVeZd31Z2ActHFftZOneWq
PcdZow7yodtk3YOl0H1+4pos8SQuT5KoOXYIgbvO44iQuG89HKfLhRqo=",
"s": "Fxh/AyW+vDUEOBaRjZgvhcgBJWxZG7F3srk+MQFAn86a2iNyE4ao4VordDdnee",
"sWithContext": "r3ma4PVEUN3jyVhD0ZKc5dSZ0fBvPveY7Tj5MeNZi/qtUpQKdyT"
},
{
"tcId": "id-MLDSA87-ECDSA-P384-SHA512",
"pk": "VJ3mQ7kwpzVTIf9jMh3pRI1y+baUMFVfm9czHDJ/yqV9m797G/ARvNXDFf+s1",
"x5c": "MIIeETCCC4GgAwIBAgIUC20XzvAlMLTtLgJIn+JJDvhn9c8wCgYIKwYBBQUH",
"sk": "yCBUZVCkA6UiJYJdYS8gXsRQEnbPGZbvvVQWeWE9UoMwPgIBAQQwSCmFoWj68
Zr/KCGPh/W9yQwiv0/Sa0HIqKhYdA0S5Nt4Kg+FjcZGjUJNK3aSxtGPoAcGBSuBBAAi"
,
"sk_pkcs8": "MHECAQAwCgYIKwYBBQUHBjEEYMggVGVQpAOlIiWCXWEvIF7EUBJ2zxm
W771UFnlhPVKDMD4CAQEEMEgphaFo+vGa/yghj4f1vckMIr9P0mtByKioWHQNEuTbeCo
PhY3GRo1CTSt2ksbRj6AHBgUrgQQAIg==",
"s": "x8ta9TIW7+Abwj8OIpW6c2JCg7ad/oBYMDimauy/0v0Qu9VZQMWWC9XIGMrU2Q",
"sWithContext": "imPui7FJsM9p7AiJTlb9ep5FlXQXFAIgl6eRkhbCKTfFsE+95Ii="
},
{
"tcId": "id-MLDSA87-ECDSA-brainpoolP384r1-SHA512",
"pk": "HAN2zXLF0r9XxXuEsPY7T8D8fXk+S3yuSM1pHW1L4hBGfWgTHMGxljPzsDO0s",
"x5c": "MIIeJTCCC5egAwIBAgIUDRtlQRUouxHp3avudsNdVUAxuBwwCgYIKwYBBQUH",
"sk": "LM7G+JMPMv0YNysC87onvWaSAygI0q8Ji+V5DMxYGW4wQgIBAQQwBMcCBKGKs
IevLPveYvm+1f/Y4ZEejHTcEREm0qaXRqH/M4YmdUI6Y76/apBumRItoAsGCSskAwMCC
AEBCw==",
"sk_pkcs8": "MHUCAQAwCgYIKwYBBQUHBjIEZCzOxviTDzL9GDcrAvO6J71mkgMoCNK
vCYvleQzMWBluMEICAQEEMATHAgShirCHryz73mL5vtX/2OGRHox03BERJtKml0ah/zO
GJnVCOmO+v2qQbpkSLaALBgkrJAMDAggBAQs=",
"s": "j8FNyt3W/zxqrcokGq0MxDk8ls0Nyo2aP+eyyibNNBniPRV3QFOM3h6kodOFo2",
"sWithContext": "NYOAabWqQZXj+AFv1Im6mK+9lD7rfOQfYK9UUPuO2lO4Cl4MSlQ="
},
{
"tcId": "id-MLDSA87-Ed448-SHAKE256",
"pk": "5DGvszcdLLQLBtD48ypskVo/XbbDl4h3If3xdulc+NqaPgokr2jFNfy64sDGh",
"x5c": "MIId7TCCC1OgAwIBAgIUF5v44A++VMkHZqL4o/3MbEQrBvMwCgYIKwYBBQUH",
"sk": "cvodaRlkcpyalK+R9rqUSD95CNbLedGQ/ls9u5sVo9fJE1xKda+msIkoZg7WZ
IASEGW1KfueHwKx/i6G3jiIndchxOl12t7AiIaMupaEgZtneMHfuPKlFgY=",
"sk_pkcs8": "MGoCAQAwCgYIKwYBBQUHBjMEWXL6HWkZZHKcmpSvkfa6lEg/eQjWy3n
RkP5bPbubFaPXyRNcSnWvprCJKGYO1mSAEhBltSn7nh8Csf4uht44iJ3XIcTpddrewIi
GjLqWhIGbZ3jB37jypRYG",
"s": "6Ee2aGK+8ZebApp+wiRoszatM2NOG8hzOBAQeIi8fdIE15aP4PuO++JvWNKM0+",
"sWithContext": "e4JTJu+7qObp9YzFkcHh4JzYVDPMG24m2gOFm5RX+Vz4y2GA5+a"
},
{
"tcId": "id-MLDSA87-RSA3072-PSS-SHA512",
"pk": "yNZ84X0bbi1CpYzeZ8pVWb7f/YBxxnCln1W6UAQDwEW8x+ESwyvvsrra18LFw",
"x5c": "MIIgWDCCDLCgAwIBAgIUCVCEiXXymVjwOLPlDj+o76qxuSgwCgYIKwYBBQUH",
"sk": "FirLQx496w1zaUZUD4Q9/7sUv5V9W8kFXeLzqBLaDJcwggbjAgEAAoIBgQDjV",
"sk_pkcs8": "MIIHGgIBADAKBggrBgEFBQcGNASCBwcWKstDHj3rDXNpRlQPhD3/uxS==",
"s": "9FXavDjGpxQXvRlTB2EQLS/A0UDBWeQOLAaOVpCNXh8f4HdvN5oH2gqjy4QYYP",
"sWithContext": "lcjjRDrgq+BirwXrlcioIF2kylNInEs4LO13MpGYMBfVJSJHpgJ"
},
{
"tcId": "id-MLDSA87-RSA4096-PSS-SHA512",
"pk": "rPBxLKE6Ev+LiySdDq2KqXQhW2etLWZzbV+GWg1e2uRjS5V3zfrKTDBX1rhF3",
"x5c": "MIIhWDCCDTCgAwIBAgIUHAcjsFi0UKGWqWF2DQZobhrhs1QwCgYIKwYBBQUH",
"sk": "eDEzgPNAsY0aF9WFeTNbZGBwEgb080murcMulf360v4wggkoAgEAAoICAQCzA",
"sk_pkcs8": "MIIJXwIBADAKBggrBgEFBQcGNQSCCUx4MTOA80CxjRoX1YV5M1tkYHA",
"s": "3OeU2Bcn1HUZC3DWtsJEOx5V8q0UojD7JVxvHqIZuzAQ+zE00GsmS0vXRL+SKY",
"sWithContext": "ToOMhY5sKmKiTFLT19i/bD51irQUjIeKGJBBdrvwPXTc7YghCok"
},
{
"tcId": "id-MLDSA87-ECDSA-P521-SHA512",
"pk": "Rq3lfdnHzXIJmWgpWqUxzFUCfO7HmrXG/EZOOD6qvKpYWmTzS8NWI/QtkYlyF",
"x5c": "MIIeWDCCC6WgAwIBAgIUM76USZRItUZBBqMZuFGKphhdSgcwCgYIKwYBBQUH",
"sk": "i6WXRYb3bZgYjyZTAkTzGOG3RxqlKx7H5mvjE4sASjAwUAIBAQRCAPV/kCyal
JFpSWFTmSR7inkTFwk15OcdfGNDHROW9GWcbS45POp6wX9XWcPb423uihFk2484/dlTJ
3sdDpCXGgFgoAcGBSuBBAAj",
"sk_pkcs8": "MIGDAgEAMAoGCCsGAQUFBwY2BHKLpZdFhvdtmBiPJlMCRPMY4bdHGqU
rHsfma+MTiwBKMDBQAgEBBEIA9X+QLJqUkWlJYVOZJHuKeRMXCTXk5x18Y0MdE5b0ZZx
tLjk86nrBf1dZw9vjbe6KEWTbjzj92VMnex0OkJcaAWCgBwYFK4EEACM=",
"s": "GrOwaKBqBUvkBKlG0qlu+fHXv8IZSoslHMRKgUeUIxJ9tHlDt5hnD4njfiS2Hs",
"sWithContext": "aG/0H/RnureRTzIZhvAzuqS2Ke8e4bLNyBFXKCpXZWn+k+oa5Hs"
}
]
}
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