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Abstract

The purpose of this docunent is to express the general Internet
community’s expectations of Conputer Security Incident Response Teans
(CSIRTs). It is not possible to define a set of requirenents that
woul d be appropriate for all teams, but it is possible and hel pful to
list and describe the general set of topics and issues which are of
concern and interest to constituent conmunities.

CSIRT constituents have a legitimate need and right to fully
understand the policies and procedures of 'their’ Conputer Security
I nci dent Response Team One way to support this understanding is to
supply detailed information which users may consider, in the form of
a formal tenplate conpleted by the CSIRT. An outline of such a
tenplate and a filled in exanple are provided.
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1

nt roducti on

The GRIP Wrking Goup was fornmed to create a docunent that describes
the conmmunity’s expectations of conputer security incident response
teans (CSIRTs). Although the need for such a docunent originated in
the general Internet comunity, the expectations expressed should

al so closely match those of nore restricted conmunities.

In the past there have been m sunderstandi ngs regardi ng what to
expect from CSIRTs. The goal of this docunent is to provide a
framework for presenting the inportant subjects (related to incident
response) that are of concern to the community.

Before continuing, it is inportant to clearly understand what is
meant by the term "Conputer Security Incident Response Team" For
the purposes of this docunent, a CSIRT is a teamthat perforns,
coordi nates, and supports the response to security incidents that

i nvol ve sites within a defined constituency (see Appendix A for a
nore conplete definition). Any group calling itself a CSIRT for a
specific constituency nust therefore react to reported security
incidents, and to threats to "their" constituency in ways which the
specific comunity agrees to be in its general interest.
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Since it is vital that each nmenber of a constituent community be able
to understand what is reasonable to expect of their team a CSIRT
shoul d make it clear who belongs to their constituency and define the
services the teamoffers to the cormunity. Additionally, each CSIRT
shoul d publish its policies and operating procedures. Simlarly,
these sane constituents need to know what is expected of themin
order for themto receive the services of their team This requires
that the team al so publish how and where to report incidents.

This docunent details a tenplate which will be used by CSIRTs to
communi cate this information to their constituents. The constituents
shoul d certainly expect a CSIRT to provide the services they describe
in the conpleted tenplate

It nust be enphasized that w thout active participation fromusers
the effectiveness of the CSIRT' s services can be greatly din nished.
This is particularly the case with reporting. At a mninum users
need to know that they should report security incidents, and know how
and to where they should report them

Many conputer security incidents originate outside |local comunity
boundari es and affect inside sites, others originate inside the |oca
community and affect hosts or users on the outside. Oten
therefore, the handling of security incidents will involve nultiple
sites and potentially nultiple CSIRTs. Resolving these incidents
will require cooperation between individual sites and CSIRTs, and
bet ween CSI RTs.

Constituent communities need to know exactly how their CSIRT will be
working with other CSIRTs and organi zati ons outside their
constituency, and what information will be shared.

The rest of this docunent describes the set of topics and issues that
CSIRTs need to el aborate for their constituents. However, there is no
attenpt to specify the "correct” answer to any one topic area.

Rat her, each topic is discussed in terns of what that topic neans.

Chapter two provides an overview of three major areas: the
publishing of information by a response team the definition of the
response teanis relationship to other response teans, and the need
for secure comunications. Chapter three describes in detail all the
types of information that the conmunity needs to know about their
response team

For ease of use by the comunity, these topics are condensed into an

outline tenmplate found in Appendix D. This tenplate can be used by
constituents to elicit information fromtheir CSIRT
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It is the working group’s sincere hope that through clarification of
the topics in this docunent, understandi ng between the comunity and
its CSIRTs will be increased.

2 Scope

The interactions between an incident response teamand its
constituent community response teamrequire first that the conmmunity
understand the policies and procedures of the response team Second,
since many response teans collaborate to handl e incidents, the
community must al so understand the rel ati onship between their
response team and other teans. Finally, nany interactions will take
advant age of existing public infrastructures, so the comunity needs
to know how those communications will be protected. Each of these
subjects will be described in nore detail in the follow ng three
secti ons.

2.1 Publishing CSIRT Policies and Procedures

Each user who has access to a Conputer Security Incident Response
Team shoul d know as nmuch as possi bl e about the services of and
interactions with this teaml|ong before he or she actually needs
t hem

A clear statenent of the policies and procedures of a CSIRT hel ps the
constituent understand how best to report incidents and what support
to expect afterwards. WII the CSIRT assist in resolving the

i nci dent ? WIl it provide help in avoiding incidents in the future?
Cl ear expectations, particularly of the limtations of the services
provided by a CSIRT, will nmake interaction with it nore efficient and
effective.

There are different kinds of response teans: sone have very broad
constituencies (e.g., CERT Coordination Center and the Internet),

ot hers have nore bounded constituencies (e.g., DFN CERT, ClAC), and
still others have very restricted constituencies (e.g., comercia
response teans, corporate response teans). Regardless of the type of
response team the constituency supported by it nmust be know edgeabl e
about the teamnmis policies and procedures. Therefore, it is nmandatory
that response teans publish such information to their constituency.

A CSI RT shoul d conmmuni cate all necessary infornmation about its
policies and services in a formsuitable to the needs of its
constituency. It is inportant to understand that not all policies
and procedures need be publicly available. For exanple, it is not
necessary to understand the internal operation of a teamin order to
interact with it, as when reporting an incident or receiving guidance
on how to anal yze or secure one's systens.
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In the past, sone teans supplied a kind of Qperational Framework,
others provided a Frequently Asked Questions list (FAQ, while stil
others wrote papers for distribution at user conferences or sent
newsl etters.

We recommend that each CSIRT publish its guidelines and procedures on
its own information server (e.g. a Wrld Wde Wb server). This
woul d all ow constituents to easily access it, though the problem
remai ns of how a constituent can find his or her team people within
the constituency have to discover that there is a CSIRT "at their

di sposal . "

It is foreseen that conpleted CSIRT tenplates will soon becone
searchabl e by nodern search engines, which will aid in distributing
i nformati on about the existence of CSIRTs and basic infornmation
required to approach them

It would be very useful to have a central repository containing all
the conpleted CSIRT tenplates. No such repository exists at the tine
of writing, though this might change in the future.

Regardl ess of the source fromwhich the information is retrieved, the
user of the tenplate nmust check its authenticity. It is highly
recommended that such vital docunents be protected by digita
signatures. These will allow the user to verify that the tenplate
was i ndeed published by the CSIRT and that it has not been tanpered
wi th. This docunent assumes the reader is fanmiliar with the proper
use of digital signatures to determ ne whether a docunent is

aut henti c.

2.2 Rel ationshi ps between different CSIRTs

In sone cases a CSIRT may be able to operate effectively on its own
and in close cooperation with its constituency. But with today’'s
international networks it is much nore likely that nost of the

i ncidents handled by a CSIRT will involve parties external to its
constituency. Therefore the teamw Il need to interact with other
CSIRTs and sites outside its constituency.

The constituent comunity shoul d understand the nature and extent of
this collaboration, as very sensitive information about individua
constituents nmay be disclosed in the process.

Inter-CSIRT interactions could include asking other teans for advice,
di ssem nati ng knowl edge of probl ens, and worki ng cooperatively to
resol ve a security incident affecting one or nore of the CSIRTs’
constituenci es.
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In establishing relationships to support such interactions, CSIRTs
nmust deci de what ki nds of agreenents can exi st between themso as to
share yet safeguard information, whether this relationship can be
disclosed, and if so to whom

Note that there is a difference between a peering agreenent, where
the CSIRTs involved agree to work together and share infornmation, and
sinpl e co-operation, where a CSIRT (or any other organization) sinply
contacts anot her CSIRT and asks for hel p or advice.

Al t hough the establishnment of such relationships is very inportant
and affects the ability of a CSIRT to support its constituency, it is
up to the teans involved to decide about the details. It is beyond
the scope of this docunent to make recommendations for this process.
However, the same set of information used to set expectations for a
user conmmunity regarding sharing of information will hel p other
parties to understand the objectives and services of a specific

CSI RT, supporting a first contact.

2.3 Establishing Secure Communi cations

Once one party has decided to share information with another party,

or two parties have agreed to share information or work together - as
required for the coordi nati on of conputer security incident response
- all parties involved need secure comuni cations channels. (In this
context, "secure" refers to the protected transmi ssion of information
shared between different parties, and not to the appropriate use of
the informati on by the parties.)

The goal s of secure conmunication are:

- Confidentiality:
Can sonebody el se access the content of the conmunication?

- Integrity:
Can sonebody el se nmani pul ate the content of the comuni cation?

- Authenticity:
Am | communicating with the "right" person?

It is very easy to send forged e-nmail, and not hard to establish a
(false) identity by tel ephone. Crypt ographi c techni ques, for
exanple Pretty Good Privacy (PGP) or Privacy Enhanced Mail (PEM can
provide effective ways of securing e-mail. Wth the correct

equi prment it is also possible to secure tel ephone comunication. But
bef ore using such nechani sns, both parties need the "right"
infrastructure, which is to say preparation in advance. The nost

i mportant preparation is ensuring the authenticity of the
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crypt ographi ¢ keys used in secure conmunication

- Public keys (for techniques |ike PGP and PEM:
Because they are accessible through the Internet, public keys nust
be aut henticated before use. VWhile PGP relies on a "Wb of Trust"
(where users sign the keys of other users), PEMrelies on a
hi erarchy (where certification authorities sign the keys of users).

- Secret keys (for techniques |like DES and PGP/ conventiona
encryption): Because these nust be known to both sender and
recei ver, secret keys nust be exchanged before the comunication
via a secure channel

Communi cation is critical to all aspects of incident response. A
team can best support the use of the above-nentioned techni ques by
gathering all relevant information, in a consistent way. Specific
requi renents (such as calling a specific nunber to check the
authenticity of keys) should be clear fromthe start. CSIRT

tenpl ates provide a standardi zed vehicle for delivering this

i nformation.

It is beyond the scope of this docunment to address the technical and
adm ni strative problens of secure communi cations. The point is that
response teans nust support and use a nethod to secure the
communi cati ons between thensel ves and their constituents (or other
response teans). Whatever the nechanismis, the |evel of protection
it provides nust be acceptable to the constituent conmunity.

w

nformation, Policies and Procedures

In chapter 2 it was nmentioned that the policies and procedures of a
response team need to be published to their constituent comunity.
In this chapter we will list all the types of information that the
community needs to receive fromits response team Howthis
information is communicated to a comunity will differ fromteamto
team as will the specific information content. The intent here is
to clearly describe the various kinds of information that a
constituent community expects fromits response team

To nake it easier to understand the issues and topics relevant to the
interaction of constituents with "their™ CSIRT, we suggest that a
CSIRT publish all information, policies, and procedures addressing
its constituency as a docunent, following the tenplate given in
Appendi x D. The tenplate structure arranges itens, nmaking it easy to
supply specific information; in Appendix E we provide an exanple of a
filled-out tenplate for the fictitious XYZ University. Wile no
recomendati ons are nade as to what a CSIRT should adopt for its
policy or procedures, different possibilities are outlined to give
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sonme exanples. The nost inportant thing is that a CSIRT have a
policy and that those who interact with the CSIRT be able to obtain
and understand it.

As al ways, not every aspect for every environnent and/or team can be
covered. This outline should be seen as a suggestion. Each team
should feel free to include whatever they think is necessary to
support its constituency.

3.1 Obtaining the Docunent

Details of a CSIRT change with tinme, so the conpleted tenplate nust

i ndi cate when it was | ast changed. Additionally, information should
be provided concerning how to find out about future updates. Wthout
this, it is inevitable that m sunderstandings and nisconceptions wll
ari se over time; outdated docunents can do nore harm than good

- Date of |ast update This should be sufficient to allow
anyone interested to evaluate the
currency of the tenplate.

- Distribution Iist Mailing lists are a convenient
mechani smto distribute up-to-date
information to a | arge nunber of
users. A teamcan decide to use its
own or an already existing list to
notify users whenever the docunent
changes. The list might normally be
groups the CSIRT has frequent
interactions wth.

Di gital signatures should be used
for update nessages sent by a CSIRT

- Location of the docunent The | ocation where a current version
of the docunent is accessible through
a team s online information services.
Constituents can then easily |earn
nore about the team and check for
recent updates. This online version
shoul d al so be acconpani ed by a
digital signature.
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3.2 Contact Infornmation

Full details of how to contact the CSIRT should be listed here,

al t hough this mght be very different for different teans; for
exanpl e, some m ght choose not to publicize the names of their team
menbers. No further clarification is given when the neaning of the
itemcan be assuned.

- Name of the CSIRT
- Mailing Address

- Tine zone This is useful for coordinating
i nci dents which cross tinme zones.

- Tel ephone nunber
- Facsin|le nunber

- O her tel ecomunication Some teans mght provide secure
voi ce comuni cation (e.g. STU III).

- Electronic nail address

- Public keys and encryption The use of specific techniques
depends on the ability of the
communi cati on partners to have
access to progranms, keys and so on.
Rel evant information should be
given to enable users to determ ne
if and how they can nake use of
encrypted conmuni cati on while
interacting with the CSIRT

- Team nenbers

- Qperating Hours The operating hours and hol i day
schedul e shoul d be provi ded here.
Is there a 24 hour hotline?

- Additional Contact Info Is there any specific custoner
contact info?

More detailed contact informati on can be provided. This m ght
include different contacts for different services, or mght be a |ist
of online information services. |f specific procedures for access to
sonme services exist (for exanple addresses for mailing |ist

requests), these should be expl ai ned here.
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3.3 Charter

Every CSIRT nust have a charter which specifies what it is to do, and
the authority under which it will do it. The charter should include
at least the follow ng itens:

- M ssion statenent
Consti t uency

Sponsorship / affiliation
Aut hority

3.3.1 Mssion Statenent

The mi ssion statenent should focus on the teamis core activities,
already stated in the definition of a CSIRT. In order to be

consi dered a Conputer Security |Incident Response Team the team nust
support the reporting of incidents and support its constituency by
dealing with incidents.

The goal s and purposes of a teamare especially inportant, and
require clear, unanbi guous definition

3.3.2 Constituency

A CSIRT's constituency can be deternined in any of several ways. For
exanple it could be a conpany’s enpl oyees or its paid subscribers, or
it could be defined in terns of a technol ogical focus, such as the
users of a particular operating system

The definition of the constituency should create a perineter around

the group to whomthe teamw |l provide service. The policy section
of the docunment (see bel ow) should explain how requests from outside
this perinmeter will be handl ed

If a CSIRT decides not to disclose its constituency, it should

expl ain the reasoni ng behind this decision. For exanple, for-fee
CSIRTs will not list their clients but will declare that they provide
a service to a large group of custoners that are kept confidential
because of the clients’ contracts.

Constituenci es m ght overlap, as when an | SP provides a CSIRT which
delivers services to custoner sites that also have CSIRTs. The
Authority section of the CSIRT' s description (see bel ow) should nake
such rel ati onshi ps cl ear
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3.3.3 Sponsoring Organization / Affiliation

The sponsoring organi zati on, which authorizes the actions of the
CSI RT, should be given next. Knowing this will help the users to
under stand the background and set-up of the CSIRT, and it is vita
i nformati on for building trust between a constituent and a CSIRT

3.3.4 Authority

This section will vary greatly fromone CSIRT to another, based on
the rel ationship between the teamand its constituency. VWil e an
organi zational CSIRT will be given its authority by the nanagenent of
the organi zation, a conmunity CSIRT will be supported and chosen by
the conmunity, usually in a advisory role.

A CSIRT may or may not have the authority to intervene in the

operation of all of the systens within its perineter. |t should
identify the scope of its control as distinct fromthe perineter of
its constituency. |If other CSIRTs operate hierarchically within its
perinmeter, this should be mentioned here, and the related CSIRTs
identified.

Di sclosure of a teamis authority may expose it to clainms of
liability. Every team should seek |egal advice on these matters.
(See section 3.7 for nore on liability.)

3.4 Policies

It is critical that Incident Response Teans define their policies.
The followi ng sections discuss conmuni cati on of these policies to the
constituent community.

3.4.1 Types of Incidents and Level of Support

The types of incident which the teamis able to address, and the

| evel of support which the teamw |l offer when responding to each
type of incident, should be sunmarized here in list form The
Services section (see below) provides the opportunity to give nore
detail ed descriptions, and to address non-incident-rel ated topics.

The | evel of support may change depending on factors such as the
team s workl oad and the conpl eteness of the infornation avail abl e.
Such factors should be outlined and their inpact should be expl ai ned.
As a list of known types of incidents will be inconplete with regard
to possible or future incidents, a CSIRT should al so give sone
background on the "default" support for incident types not otherw se
ment i oned.
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The team shoul d state whether it will act on information it receives
about vul nerabilities which create opportunities for future
incidents. A conmitnent to act on such information on behalf of its
constituency is regarded as an optional proactive service policy
rather than a core service requirenment for a CSIRT

3.4.2 Co-operation, Interaction and D sclosure of Information

This section should make explicit which related groups the CSIRT
routinely interacts with. Such interactions are not necessarily
related to the conputer security incident response provided, but are
used to facilitate better cooperation on technical topics or
services. By no neans need details about cooperation agreenents be
given out; the main objective of this section is to give the
constituency a basic understandi ng of what kind of interactions are
est abli shed and what their purpose is.

Cooper ation between CSIRTs can be facilitated by the use of unique
ticket nunber assignnment conbined with explicit handoff procedures.
This reduces the chance of nisunderstandings, duplications of effort,
assists in incident tracking and prevents 'loops’ in comunication.

The reporting and disclosure policy should make clear who will be the
recipients of a CSIRT's report in each circunstance. It should also
note whether the teamw |l expect to operate through another CSIRT or
directly with a menber of another constituency over matters
specifically concerning that nenber

Rel ated groups a CSIRT will interact with are |listed bel ow

I nci dent Response Teans:
A CSIRT will often need to interact with other CSIRTs. For
exanple a CSIRT within a | arge conpany nmay need to report
incidents to a national CSIRT, and a national CSIRT may need to
report incidents to national CSIRTs in other countries to dea
with all sites involved in a large-scale attack

Col | aborati on between CSIRTs may | ead to di scl osure of
information. The follow ng are exanples of such disclosure, but
are not intended to be an exhaustive list:

- Reporting incidents within the constituency to other teans.
If this is done, site-related infornmati on nay becone public
know edge, accessible to everyone, in particular the press.

- Handling incidents occurring within the constituency, but

reported fromoutside it (which inplies that some information
has al ready been disclosed off-site).
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- Reporting observations fromw thin the constituency indicating
suspected or confirned incidents outside it.

- Acting on reports of incidents fromoutside the constituency.

- Passing informati on about vulnerabilities to vendors, to
partner CSIRTs or directly to affected sites lying within or
out si de the constituency.

- Feedback to parties reporting incidents or vulnerabilities.

- The provision of contact information relating to nenbers of
the constituency, nmenbers of other constituencies, other
CSI RTs, or | aw enforcenent agencies.

Vendor s:
Some vendors have their own CSIRTs, but sonme vendors may not. In
such cases a CSIRT will need to work directly with a vendor to
suggest inprovenents or nodifications, to anal yze the technica
problemor to test provided solutions. Vendors play a specia
role in handling an incident if their products’ vulnerabilities
are involved in the incident.

Law enf or cenent agenci es:
These include the police and other investigative agencies. CSIRTs
and users of the tenplate should be sensitive to | ocal |aws and
regul ati ons, which may vary considerably in different countries.
A CSIRT m ght advise on technical details of attacks or seek
advice on the legal inplications of an incident. Local |aws and
regul ations may include specific reporting and confidentiality
requirenents.

Press:
A CSIRT may be approached by the press for information and conment
fromtime to tine.

An explicit policy concerning disclosure to the press can be

hel pful, particularly in clarifying the expectations of a CSIRT s
constituency. The press policy will have to clarify the sanme
topi cs as above nore specifically, as the constituency will

usual ly be very sensitive to press contacts.

O her:

This might include research activities or the relation to the
sponsoring organi zation
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The default status of any and all security-related infornmation which
a teamreceives will usually be 'confidential,’ but rigid adherence
to this makes the teamto appear to be an informational 'black hole,
whi ch may reduce the |ikelihood of the teanis obtaining cooperation
fromclients and from ot her organizations. The CSIRT' s tenplate
shoul d define what information it will report or disclose, to whom
and when.

Different teans are likely to be subject to different |ega
restraints requiring or limting disclosure, especially if they work
in different jurisdictions. |In addition, they may have reporting
requi renents inposed by their sponsoring organi zation. Each teams
tenpl ate shoul d specify any such constraints, both to clarify users
expectations and to inform other teans.

Conflicts of interest, particularly in commercial matters, nmay al so
restrain disclosure by a team this docunent does not recommend on
how such conflicts should be addressed.

Ateamw |l normally collect statistics. |If statistical information
is distributed, the tenplate’'s reporting and di scl osure policy should
say so, and should describe how to obtain such statistics.

3.4.3 Conmuni cati on and Aut henticati on

You nust have a policy which describes methods of secure and
verifiabl e communi cation that you will use. This is necessary for
communi cati on between CSIRTs and between a CSIRT and its
constituents. The tenplate should include public keys or pointers to
them including key fingerprints, together w th guidelines on howto
use this information to check authenticity and how to deal with
corrupted information (for exanple where to report this fact).

At the nmonment it is reconmended that as a m ni mumevery CSIRT have
(if possible), a PGP key available. A team my al so nmake ot her
mechani sns avail able (for exanple PEM MOSS, S/M ME), according to
its needs and the needs of its constituents. Not e however, that
CSI RTs and users should be sensitive to local |aws and regul ations.
Sone countries do not allow strong encryption, or enforce specific
policies on the use of encryption technology. 1In addition to
encrypting sensitive information whenever possible, correspondence
shoul d include digital signatures. (Please note that in nost
countries, the protection of authenticity by using digital signatures
is not affected by existing encryption regulations.)

For communi cation via tel ephone or facsimle a CSIRT may keep secret

aut hentication data for parties with whomthey may deal, such as an
agreed password or phrase. Obviously, such secret keys nust not be
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publ i shed, though their existence may be.
3.5 Services

Services provided by a CSIRT can be roughly divided into two
categories: real-tine activities directly related to the main task of
i nci dent response, and non-real -tinme proactive activities, supportive
of the incident response task. The second category and part of the
first category consist of services which are optional in the sense
that not all CSIRTs will offer them

3.5.1 Incident Response

I nci dent response usually includes assessing incomng reports about

i ncidents ("Incident Triage") and followi ng up on these with other
CSIRTs, |ISPs and sites ("Incident Coordination"). A third range of
services, helping a local site to recover froman incident ("Incident
Resol ution"), is conprised of typically optional services, which not
all CSIRTs will offer.

3.5.1.1 Incident Triage
Incident triage usually includes:
- Report assessnent Interpretion of incomng incident
reports, prioritizing them and

relating themto ongoing incidents
and trends.

- Verification Hel p in determ ning whet her an
i nci dent has really occurred, and
its scope.

3.5.1.2 Incident Coordination
I nci dent Coordi nation nornally includes:

- Information categorization Categorization of the incident related
information (logfiles, contact
information, etc.) with respect to
the information disclosure policy.

- Coordi nation Notification of other involved
parties on a need-to-know basis, as
per the information disclosure

policy.
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3.5.1.3 Incident Resolution

Usual | y additional or optional, incident resolution services
i ncl ude:
- Techni cal Assistance This may include anal ysis of

conprom sed systens.

- Eradication El i mi nati on of the cause of a
security incident (the vulnerability
exploited), and its effects (for
exanpl e, continuing access to the
system by an intruder).

- Recovery Aid in restoring affected systens
and services to their status before
the security incident.

3.5.2. Proactive Activities

Usual | y additional or optional, proactive services mght include:

I nf ormati on pro