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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPPis an
application level protocol that can be used for distributed printing
using Internet tools and technol ogies. This docunment contains
information that supplenents the | PP Model and Semantics [ RFC2566]
and the | PP Transport and Encodi ng [ RFC2565] docunments. It is
intended to help inplenmenters understand I PP/1.0 and some of the
consi derations that nmay assist themin the design of their client
and/ or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Mtivation
for some of the specification decisions is also included.

The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The document, "Design Goals for an Internet Printing Protocol”, takes
a broad look at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and
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adm ni strators. The design goals docunent calls out a subset of end
user requirenents that are satisfied in IPP/1.0. Operator and
admi ni strator requirements are out of scope for version 1.0.

The docunent, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol", describes IPP froma high |evel

view, defines a roadmap for the various docunents that formthe suite
of | PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s maj or deci sions.

The docunent, "Internet Printing Protocol/1.0: Mdel and Semantics”
describes a sinplified nodel with abstract objects, their attributes,
and their operations. The nodel introduces a Printer and a Job. The
Job supports nmultiple docunents per Job. The nodel docunment al so
addresses how security, internationalization, and directory issues
are addressed.

The docunent, "Internet Printing Protocol/1.0: Encoding and
Transport", is a fornmal napping of the abstract operations and
attributes defined in the nodel document onto HTTP/1.1. It also

defines the encoding rules for a new Internet nedia type called
"application/ipp".

The docunent, "Mapping between LPD and | PP Protocol s", gives sone
advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1 Introduction

Thi s docunent contains information that supplenents the | PP Mbdel and
Semantics [ RFC2566] and the | PP Transport and Encodi ng [ RFC2565]
docunents. As such this information is not part of the fornal
specifications. |Instead information is presented to help inplenenters
understand the specification, including some of the notivation for
deci sions taken by the conmittee in devel oping the specification

Sone of the inplementation considerations are intended to help

i mpl ementers design their client and/or | PP object inplenentations.

If there are any contradictions between this docunment and [ RFC2566] or
[ RFC2565], those documents take precedence over this docunent.

1.1 Confornance | anguage

Usual Iy, this docunent does not contain the term nol ogy MJST, MJST
NOT, MAY, NEED NOT, SHOULD, SHOULD NOT, REQUI RED, and OPTI ONAL.
However, when those terns do appear in this docunent, their intent is
to repeat what the [ RFC2566] and [ RFC2565] docunents require and

all ow, rather than specifying additional confornmance requirenents.
These terns are defined in section 13 on conformance termnol ogy in

[ RFC2566], nost of which is taken from RFC 2119 [ RFC2119].

| mpl enenters should read section 13 in [ RFC2566] in order to
understand these capitalized words. The words MJST, MJST NOT, and
REQUI RED i ndi cate what inplenmentations are required to support in a
client or IPP object in order to be conformant to [ RFC2566] and

[ RFC2565]. MAY, NEED NOT, and OPTIONAL indicate was is nerely all owed
as an inplenmenter option. The verbs SHOULD and SHOULD NOT i ndicate
suggest ed behavi or, but which is not required or disall owed,
respectively, in order to conformto the specification
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1.2 G her term nol ogy
The term "sender" refers to the client that sends a request or an | PP
object that returns a response. The term"receiver" refers to the IPP
object that receives a request and to a client that receives a
response.

2 Model and Senmantics

This section discusses various aspects of IPP/1.0 Mbdel and Semantics
[ RFC2566] .

2.1 Summary of Qperation Attributes
Legend for the follow ng table:

R indicates a REQUI RED operation or attribute for an
i npl ementation to support

O indicates an OPTI ONAL operation or attribute for an
i mpl enmentation to support
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Table 1. Sunmary of operation attributes for Printer operations

Printer Operations

Request s Responses
Qperation Print- Pri Crea GCet- Get- Al
Attributes Job, nt- te- Printer- Jobs Qpera-
Validate URI Job Attribut tions
-Job (O (O es

Qperation paraneters--REQUI RED to be supplied by the sender

operation-id R R R R R

st at us- code R
request-id R R R R R R
ver si on- nunber R R R R R R

Qperation attributes-REQJU RED to be supplied by the sender
attri butes-charset R R R R R R

attri but es- R R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id*

job-uri*

| ast - docunent

printer-uri R R R R R

Qperation attributes- RECOWENDED to be supplied by the sender

j ob- nane R R R
requesti ng-user- R R R R R
name
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Printer Operations

Request s Responses
Oper ati on Print- Prii Crea GCet- Get- Al
Attributes Job, nt- te- Printer Jobs Qpera-

Val i - URI Job Attri- tions

date-Job (O (O  butes

Qperation attributes-OPTIONAL to be supplied by the sender

st at us- nessage O
conpr essi on (0] (0]

docunent - f or mat R R 0]
docunent - name O O

docunent - nat ur al - O O

| anguage

i pp-attribute- R R R

fidelity

j ob-i npressi ons (0] (0] (0]

j ob-k-octets

j ob- nedi a- sheet s (0] (0] (0]

limt R
message

nmy-j obs R
request ed- R R
attributes

whi ch-j obs R

* "job-id" is REQURED only if used together with
"printer-uri" to identify the target job; otherw se, "job-
uri" i s REQUI RED.
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Table 2. Summary of operation attributes for Job operations

Request s Responses
Qperation Send- Send- Cancel Get- Al
Attributes Docunent URI -Job Job- per a-
(O (O Attri- tions
but es

Operation paraneters--REQUI RED to be supplied by the sender

operation-id R R R R

st at us- code R
request-id R R R R R
ver si on- number R R R R R

Operation attributes-REQUI RED to be supplied by the sender

attributes- R R R R R
char set

attri butes- R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id* R R R R
job-uri* R R R R

| ast - docunent R R

printer-uri R R R R

Operation attributes- RECOWWENDED to be supplied by the
sender

j ob- nane

requesti ng- user - R R R R
nane
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Job Qperations

Request s Responses
Qperation Attributes Send- Send- Cance Cet- All
Docunent URI | -Job Job- Qper a-
(O (O Attri- tions
but es

Qperation attributes. OPTIONAL to be supplied by the sender
st at us- nessage O
conpr essi on
docunent - f or mat

docunent - nane

O O X O
O O ®T O

docunent - nat ur al -
| anguage

pp-attri bute-
idelity

i
f
j ob-i npressi ons

j ob-k-octets

j ob- nedi a- sheet s

limt

nmessage O

ny-j obs

requested-attributes R

whi ch-j obs

* "job-id" is REQURED only if used together with "printer-

uri" to identify the target job; otherwise, "job-uri" is
REQUI RED.
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2.2 Suggested Operation Processing Steps for | PP bjects

This section suggests the steps and error checks that an | PP object
MAY perform when processing requests and returning responses. An |PP
obj ect MAY performsone or all of the error checks. However, sone

i mpl enent ati ons MAY choose to be nore forgiving than the error checks
shown here, in order to be able to accept requests from non-
conforming clients. Not perfornming all of these error checks is a
so-called "forgiving" inplenentation. On the other hand, clients
that successfully submt requests to | PP objects that do perform al
the error checks will be nore likely to be able to interoperate with
other | PP object inplenentations. Thus an inplenenter of an | PP

obj ect needs to decide whether to be a "forgiving" or a "strict"

i mpl ementation. Therefore, the error status codes returned may

di ffer between inplenentations. Consequentially, client SHOULD NOT
expect exactly the error code processing described in this section

When an | PP object receives a request, the | PP object either accepts
or rejects the request. In order to determ ne whether or not to
accept or reject the request, the | PP object SHOULD execute the
followi ng steps. The order of the steps nmay be rearranged and/ or
conbi ned, including maki ng one or nultiple passes over the request.

A client MJST supply requests that woul d pass all of the error checks
i ndi cated here in order to be a conforming client. Therefore, a
client SHOULD supply requests that are conforming, in order to avoid
being rejected by sone | PP object inplenentations and/or risking
different semantics by different inplenentations of forgiving

i npl enent ati ons. For exanple, a forgiving inplenentation that
accepts multiple occurrences of the sane attribute, rather than
rejecting the request mght use the first occurrences, while another
nm ght use the |last occurrence. Thus such a non-conforming client
woul d get different results fromthe two forgiving inplenentations.

In the foll ow ng, processing continues step by step until a "RETURNS
the xxx status code ." statenment is encountered. FError returns are
i ndi cated by the verb: "REJECTS'. Since clients have difficulty
getting the status code before sending all of the docunent data in a
Print-Job request, clients SHOULD use the Validate-Job operation

bef ore sending | arge docunents to be printed, in order to validate
whet her the IPP Printer will accept the job or not.

It is assuned that security authentication and authorization has
al ready taken place at a | ower |ayer
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2.2.1 Suggested Operation Processing Steps for all Operations

This section is intended to apply to all operations. The next
section contains the additional steps for the Print-Job, Validate-
Job, Print-URI, Create-Job, Send-Docunent, and Send-URl operations
that create jobs, adds docunents, and validates jobs.

2.2.1.1 Val i dat e versi on nunber

Every request and every response contains the "version-nunber"”
attribute. The value of this attribute is the major and ni nor
versi on nunber of the syntax and semantics that the client and | PP
object is using, respectively. The "version-nunber" attribute
remains in a fixed position across all future versions so that al
clients and | PP object that support future versions can determ ne
whi ch version is being used. The |IPP object checks to see if the
maj or version nunber supplied in the request is supported. If not,
the Printer object REJECTS the request and RETURNS the ’'server-
error-version-not-supported’ status code in the response. The |PP
object returns in the "version-nunber" response attribute the ngjor
and minor version for the error response. Thus the client can |learn
at least one major and mnor version that the | PP object supports.
The 1 PP object is encouraged to return the closest version nunber to
the one supplied by the client.

The checking of the minor version nunber is inplenentation dependent,
however if the client supplied ninor version is explicitly supported,
the 1 PP object MJUST respond using that identical mnor version
nunber. If the requested m nor version is not supported (the
requested nminor version is either higher or lower) than a supported
m nor version, the | PP object SHOULD return the cl osest supported

nm nor version

2.2.1.2 Val i date operation identifier

The Printer object checks to see if the "operation-id" attribute
supplied by the client is supported as indicated in the Printer
obj ect’s "operations-supported" attribute. |If not, the Printer
REJECTS the request and returns the 'server-error-operation-not-
supported’ status code in the response.

2.2.1.3 Val idate the request identifier
The Printer object SHOULD NOT check to see if the "request-id"

attribute supplied by the client is in range: between 1 and 2**31 - 1
(inclusive), but copies all 32 bits.
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Not e: The "version-nunber", "operation-id", and the "request-id"
paraneters are in fixed octet positions in the IPP/1.0 encoding. The
"version-nunber" paraneter will be the same fixed octet position in
all versions of the protocol. These fields are validated before
proceeding with the rest of the validation

2.2.1.4 Validate attribute group and attri bute presence and order

The order of the follow ng validation steps depends on
i mpl enent ati on.

2.2.1.4.1 Validate the presence and order of attribute groups

Cient requests and | PP object responses contain attribute groups
that Section 3 requires to be present and in a specified order. An
| PP object verifies that the attribute groups are present and in the
correct order in requests supplied by clients (attribute groups
without an * in the follow ng tables).

If an I PP object receives a request with (1) required attribute
groups nissing, or (2) the attributes groups are out of order, or (3)
the groups are repeated, the | PP object REJECTS the request and
RETURNS the ’'client-error-bad-request’ status code. For exanple, it
is an error for the Job Tenplate Attributes group to occur before the
Qperation Attributes group, for the Operation Attributes group to be
omtted, or for an attribute group to occur nore than once, except in
the Get-Jobs response.

Since this kind of attribute group error is nost likely to be an
error detected by a client devel oper rather than by a custoner, the

| PP obj ect NEED NOT return an indication of which attribute group was
in error in either the Unsupported Attributes group or the Status
Message. Also, the | PP object NEED NOT find all attribute group
errors before returning this error.

2.2.1.4.2 lgnore unknown attribute groups in the expected position

Future attribute groups nay be added to the specification at the end
of requests just before the Docunent Content and at the end of
response, except for the Get-Jobs response, where it maybe there or
before the first job attributes returned. |If an |IPP object receives
an unknown attribute group in these positions, it ignores the entire
group, rather than returning an error, since that group nay be a new
group in a later ninor version of the protocol that can be ignored.
(I'f the new attribute group cannot be ignored w thout confusing the
client, the major version nunber woul d have been increased in the
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protocol docunent and in the request). |f the unknown group occurs
in a different position, the | PP object REJECTS the request and
RETURNS the ’'client-error-bad-request’ status code

Cients also ignore unknown attribute groups returned in a response.

Note: By validating that requests are in the proper form |PP
objects force clients to use the proper formwhich, in turn,

i ncreases the chances that custoners will be able to use such clients
frommltiple vendors with | PP objects fromother vendors

2.2.1.4.3 Validate the presence of a single occurrence of required
Qperation attributes

Cient requests and | PP object responses contain Operation attributes
that [ RFC2566] Section 3 requires to be present. Attributes within a
group may be in any order, except for the ordering of target,

charset, and natural |anguages attributes. These attributes MJST be
first, and MUST be supplied in the follow ng order: charset, natura

| anguage, and then target. An | PP object verifies that the attributes
that Section 4 requires to be supplied by the client have been
supplied in the request (attributes without an * in the follow ng
tables). An asterisk (*) indicates groups and Operation attributes
that the client may onmit in a request or an | PP object may onit in a
response.

If an | PP object receives a request with required attributes m ssing
or repeated froma group or in the wong position, the behavior of
the 1 PP object is | MPLEMENTATI ON DEPENDENT. Sone of the possible

i npl enent ati ons are:

1. REJECTS the request and RETURNS the ’'client-error-bad-request’
status code

2.accepts the request and uses the first occurrence of the
attribute no natter where it is

3. accepts the request and uses the | ast occurrence of the
attribute no matter where it is

4. accept the request and assune sone default value for the m ssing
attribute

Therefore, client MJST send conform ng requests, if they want to
receive the same behavior fromall |PP object inplenentations. For
exanple, it is an error for the "attributes-charset” or "attributes-
nat ural -1 anguage” attribute to be omtted in any operation request,
or for an Qperation attribute to be supplied in a Job Tenpl ate group
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or a Job Tenplate attribute to be supplied in an Operation Attribute
group in a create request. It is also an error to supply the
"attributes-charset" attribute twice.

Since these kinds of attribute errors are nost likely to be detected
by a client devel oper rather than by a custoner, the | PP object NEED
NOT return an indication of which attribute was in error in either
the Unsupported Attributes group or the Status Message. Also, the

| PP obj ect NEED NOT find all attribute errors before returning this
error.

The following tables list all the attributes for all the operations
by attribute group in each request and each response. The order of
the groups is the order that the client supplies the groups as
specified in [ RFC2566] Section 3. The order of the attributes within
a group is arbitrary, except as noted for some of the special
operation attributes (charset, natural |anguage, and target). The
tabl es bel ow use the follow ng notation:

R indicates a REQURED attribute that an | PP object MJST support

O indicates an OPTIONAL attribute that an | PP object NEED NOT
suppor t

* indicates that a client MAY omt the attribute in a request
and that an | PP object MAY onit the attribute in a
response. The absence of an * neans that a client MJST
supply the attribute in a request and an | PP object MJST
supply the attribute in a response.

Oper ati on Requests

The tabl es bel ow show the attributes in their proper attribute groups
for operation requests:

Note: All operation requests contain "version-nunber", "operation-
id', and "request-id" paraneters.

Print-Job Request:

Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nane (R*)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent - format (R*)

docunent - nat ur al - | anguage (Of)
conpression (O)
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j ob-k-octets (O¥)
j ob-i npressions (O)
j ob- nedi a- sheets (O¢)
Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O)
(see [ RFC2566] Section 4.2)
Group 3: Docunent Content (R)
<docunent content>

Val i dat e- Job Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
printer-uri (R
requesting-user-nanme (R*)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
docunent - nane (R*)

docunent -format (R*)

docunent - nat ur al - | anguage (O*)
conpression (Of)

j ob-k-octets (O¥)

j ob-impressions (O)

j ob- nedi a- sheets (O)

Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O)

(see [ RFC2566] Section 4.2)

Creat e- Job Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
printer-uri (R
requesti ng-user-nanme (R¥)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
j ob-k-octets (Of)

j ob-i npressions (O)

j ob- nedi a- sheets (Of)

Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O*) (see

(see [ RFC2566] Section 4.2)

Print-UR Request:
Goup 1. Operation Attributes (R
attributes-charset (R
attri butes-natural -1 anguage (R)
printer-uri (R
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docunent-uri (R)
requesti ng-user-nanme (R*)
j ob-nanme (R*)
i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent -format (R*)
docunent - nat ur al - | anguage (O*)
conpression (O)
j ob-k-octets (Of)
j ob-i npressions (O)
j ob- nedi a- sheets (O%)
Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O') (see
(see [ RFC2566] Section 4.2)

Send- Docunent Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
(printer-uri & job-id) | job-uri (R
| ast - docunent (R)
requesti ng-user-nanme (R¥)
docunent - nane (R*)
docunent -format (R*)
docunent - nat ur al - | anguage (O*)
conpression (O)

Group 2: Docunment Content (R*)
<docunent content>

Send- URI Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
| ast - docunent (R
docunent-uri (R)
requesti ng-user-nanme (R*)
document - nane (R*)
docunent -format (R¥)
docunent - nat ur al - | anguage (Of)
conpression (Of)
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Cancel - Job Request:
Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
(printer-uri & job-id) | job-uri (R
requesti ng-user-nane (R*)
message (OF)

Get-Printer-Attributes Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nanme (R*)
requested-attri butes (R*)
docunent - format (R*)

Get -Job- Attri butes Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
requesti ng-user-nanme (R*)
requested-attri butes (R*)

CGet - Jobs Request :
Goup 1. Operation Attributes (R
attributes-charset (R
attri butes-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nanme (R*)
limt (R¥)
requested-attri butes (R*)
whi ch-j obs (R¥)
ny-jobs (R*)

Qperati on Responses

The t abl es bel ow show t he response attributes in their proper
attribute groups for responses.

Note: All operation responses contain "version-nunber", "status-
code", and "request-id" paraneters.

Print-Job Response:

Print-UR Response:
Creat e- Job Response:
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Send- Docunent Response:
Send- URI Response:
Goup 1. Operation Attributes (R
attributes-charset (R
attributes-natural -1 anguage (R)
st at us- nessage (O%)
Group 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R*)
Goup 3: Job hject Attributes(R*) (see Note 2)
job-uri (R
job-id (R
job-state (R)
j ob-state-reasons (Of)
j ob- st at e- nessage (Of)
nunber - of -i nt erveni ng-j obs (O)

Val i dat e- Job Response:
Cancel - Job Response:
Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (O¥)
Group 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R¥)

Note 2 - the Job bject Attributes and Printer Object Attributes are
returned only if the | PP object returns one of the success status
codes.

Note 3 - the Unsupported Attributes Goup is present only if the
client included sone Qperation and/or Job Tenplate attributes or

val ues that the Printer doesn’t support whether a success or an error
return.

Get-Printer-Attributes Response:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (Of)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Goup 3: Printer Object Attributes(R*) (see Note 2)
<requested attributes> (R*)

Note 4 - the Unsupported Attributes Goup is present only if the

client included some Qperation attributes that the Printer doesn’t
support whether a success or an error return.
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CGet - Job- Attri butes Response:

Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
st at us- nessage (O¥)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Group 3. Job hject Attributes(R*) (see Note 2)
<requested attributes> (R¥)

CGet - Jobs Response:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (O¥)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Group 3: Job hject Attributes(R*) (see Note 2, 5)
<requested attributes> (R*)

Note 5: for the Get-Jobs operation the response contains a separate
Job Object Attributes group 3 to N containing requested-attributes
for each job object in the response.

2.2.1.5 Val i date the values of the REQUI RED Qperation attributes

An | PP object validates the values supplied by the client of the
REQUI RED Qperation attribute that the | PP object MJST support. The
next section specifies the validation of the values of the OPTI ONAL
Qperation attributes that | PP objects MAY support.

The |1 PP object perforns the follow ng syntactic validation checks of
each Qperation attribute val ue:

a)that the length of each Operation attribute value is correct for
the attribute syntax tag supplied by the client according to
[ RFC2566] Section 4.1,

b)that the attribute syntax tag is correct for that Operation
attribute according to [ RFC2566] Section 3,

c)that the value is in the range specified for that Qperation
attribute according to [ RFC2566] Section 3,

d)that nmultiple values are supplied by the client only for

operation attributes that are nulti-valued, i.e., that are
1set OF X according to [ RFC2566] Section 3.

Hasti ngs & Manros I nf or mat i onal [ Page 19]



RFC 2639 | PP/1.0: Inplementer’s Cuide July 1999

If any of these checks fail, the | PP object REJECTS the request and
RETURNS the 'client-error-bad-request’ or the 'client-error-request-
val ue-too-long’ status code. Since such an error is nost likely to
be an error detected by a client devel oper, rather than by an end-
user, the I PP object NEED NOT return an indication of which attribute
had the error in either the Unsupported Attributes Goup or the

Status Message. The description for each of these syntactic checks
is explicitly expressed in the first IF statement in the foll ow ng
t abl e.

In addition, the | PP object checks each Operation attribute val ue
agai nst sonme Printer object attribute or sone hard-coded val ue if
there is no "xxx-supported" Printer object attribute defined. If its
val ue is not anong those supported or is not in the range supported,
then the |1 PP object REJECTS the request and RETURNS the error status
code indicated in the table by the second IF statenent. |f the val ue
of the Printer object’s "xxx-supported" attribute is ’'no-val ue
(because the system admi ni strator hasn’t configured a value), the
check always fails.

attributes-charset (charset)

I F NOT a single non-enpty ’charset’ value, REJECT/RETURN ’'client-
error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN '’
client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "charset-supported" attribute,
REJECT/ RETURN "cl i ent-error-charset-not-supported”

attri but es-natural -1 anguage( nat ur al Language)

I F NOT a single non-enpty ’natural Language’ val ue, REJECT/ RETURN
"client-error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN '’
client-error-request-val ue-too-I1ong’

ACCEPT the request even if not a nmenber of the set in the Printer
obj ect’ s "generat ed- natural -l anguage- supported" attribute. If
the supplied value is not a nmenber of the Printer object’s
"gener at ed- nat ur al - | anguage- supported" attribute, use the
Printer object’s "natural -l anguage-configured" val ue.
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requesti ng- user - name

I F NOT a single "name’ val ue, REJECT/RETURN ’'client-error-bad-
request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF the | PP object can obtain a better authenticated nane, use it
i nst ead.

j ob- nane( nane)

I F NOT a single 'nanme’ val ue, REJECT/ RETURN ’'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

I F NOT supplied by the client, the Printer object creates a nane
from the docunent-nanme or docunent-uri

docunent - nane (nane)

I F NOT a single 'name’ val ue, REJECT/RETURN ’client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

i pp-attribute-fidelity (bool ean)

IF NEIl THER a single "true’ NOR a single 'false' 'boolean val ue,
REJECT/ RETURN ' cl i ent-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN '’
client-error-request-val ue-too-1ong

I F NOT supplied by the client, the | PP object assunes the val ue
"fal se’.

docunent - format (m meMedi aType)

I F NOT a single non-enpty ' m neMedi aType’ val ue, REJECT/ RETURN
"client-error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "docunent-fornat-supported"
attribute, REJECT/RETURN 'client-error-docunent-fornmat-not-
supported’
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I F NOT supplied by the client, the | PP object assunes the val ue of
the Printer object’s "docunent-format-default” attribute.

docunent-uri (uri)

I F NOT a single non-enpty "uri’ value, REJECT/ RETURN ’client-
error-bad-request’.

IF the value length is greater than 1023 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF the URI syntax is not valid, REJECT/RETURN ’client-error-bad-
request’ .

I F scheme is NOT in the Printer object’s "reference-uri-schenes-
supported" attribute, REJECT/RETURN 'client-error-uri-schene-
not - support ed’

The Printer object MAY check to see if the document exists and is
accessible. If the docunment is not found or is not accessible,
REJECT/ RETURN ' cl i ent-error-not found’

| ast - docurment (bool ean)

IF NEI THER a single "true’ NOR a single 'false’ ’'boolean val ue,
REJECT/ RETURN ' cl i ent-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN '’
client-error-request-val ue-too-Iong

job-id (integer(1l: MAX))

IF NOT an single "integer’ value equal to 4 octets AND in the
range 1 to MAX, REJECT/ RETURN ’client-error-bad-request’

IF NOT a job-id of an existing Job object, REJECT/RETURN ’client-
error-not-found” or ’'client-error-gone’ status code, if keep
track of recently deleted jobs.

requested-attributes (1setOf keyword)

I F NOT one or nore ' keyword values, REJECT/RETURN ’'client-error-
bad-request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

I gnore unsupported val ues which are the keyword names of
unsupported attributes. Don’t bother to copy such requested
(unsupported) attributes to the Unsupported Attribute response
group since the response will not return them
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whi ch-jobs (type2 keyword)

I F NOT a single "keyword value, REJECT/RETURN ’client-error-bad-
request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

| F NEI THER ' conpl eted’ NOR 'not-conpleted’, copy the attribute and
t he unsupported value to the Unsupported Attributes response
group and REJECT/ RETURN ’'client-error-attributes-or-val ues-
not - support ed’

Note: a Printer still supports the 'conpleted value even if it
keeps no conpl et ed/ cancel ed/ aborted jobs: by returning no jobs
when so queried

| F NOT supplied by the client, the I PP object assunmes the ’not-
conpl eted’ val ue.

nmy-j obs (bool ean)

I F NEI THER a single "true’ NOR a single 'false ’'bool ean’ val ue,
REJECT/ RETURN ' cl i ent-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN '’
client-error-request-val ue-too-1ong

I F NOT supplied by the client, the | PP object assunes the 'fal se
val ue.

limt (integer(1l: MAX))

IF NOT a single '"integer’ value equal to 4 octets AND in the range
1 to MAX, REJECT/RETURN 'client-error-bad-request’.

I F NOT supplied by the client, the | PP object returns all jobs, no
mat t er how nany.

2.2.1.6 Val i date the values of the OPTIONAL Cperation attributes

OPTI ONAL Operation attributes are those that an | PP object MAY or NAY
NOT support. An | PP object validates the values of the OPTI ONAL
attributes supplied by the client. The |IPP object perforns the sane
syntactic validation checks for each OPTIONAL attribute value as in
Section 2.2.1.5. As in Section 2.2.1.5, if any fail, the |IPP object
REJECTS t he request and RETURNS the 'client-error-bad-request’ or the
"client-error-request-val ue-too-1ong’ status code.

In addition, the | PP object checks each Operation attribute val ue
agai nst some Printer attribute or some hard-coded value if there is
no "xxx-supported" Printer attribute defined. If its value is not
anong those supported or is not in the range supported, then the IPP
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obj ect REJECTS the request and RETURNS the error status code
indicated in the table. |If the value of the Printer object’s "xxx-
supported" attribute is 'no-value' (because the system admi nistrator
hasn’t configured a value), the check always fails.

If the | PP object doesn’t recogni ze/ support an attribute, the I PP
object treats the attribute as an unknown or unsupported attribute
(see the last rowin the table bel ow).

docunent - nat ur al - | anguage (nat ural Language)

I F NOT a single non-enpty 'natural Language’ val ue, REJECT/ RETURN '’
client-error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN '’
client-error-request-val ue-too-1ong’

I F NOT a value that the Printer object supports in docunent
formats, (no correspondi ng "xxx-supported” Printer attribute),
REJECT/ RETURN ' cl i ent-error-natural -l anguage- not - support ed’

conpression (type3 keyword)

I F NOT a single ’'keyword value, REJECT/RETURN ’client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN '’
client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "conpression-supported" attribute,
copy the attribute and the unsupported value to the Unsupported
Attributes response group and REJECT/ RETURN ’client-error-
attri but es-or-val ues-not - supported’

job-k-octets (integer(0: MAX))

IF NOT a single "integer’ value equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in the range of the Printer object’s "job-k-octets-
supported" attribute, copy the attribute and the unsupported
val ue to the Unsupported Attributes response group and
REJECT/ RETURN 'client-error-attri butes-or-val ues-not -
supported’

j ob-i npressions (integer(0: MAX))

IF NOT a single "integer’ value equal to 4 octets,
REJECT/ RETURN ' cl i ent-error-bad-request’.

Hasti ngs & Manros I nf or mat i onal [ Page 24]



RFC 2639 | PP/1.0: Inplementer’s Cuide July 1999

IF NOT in the range of the Printer object’s "job-inpressions-
supported" attribute, copy the attribute and the unsupported
val ue to the Unsupported Attributes response group and
REJECT/ RETURN ’client-error-attributes-or-val ues-not -
supported’

j ob- nedi a- sheets (i nteger(0: MAX))

IF NOT a single '"integer’ value equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in the range of the Printer object’s "job-nedi a-sheets-
supported" attribute, copy the attribute and the unsupported
val ue to the Unsupported Attributes response group and
REJECT/ RETURN 'client-error-attributes-or-val ues-not -
supported’

nessage (text(127))

IF NOT a single "text’ value, REJECT/RETURN 'client-error-bad-
request’.

IF the value length is greater than 127 octets,

REJECT/ RETURN ' cl i ent-error-request-val ue-too-1ong’

unknown or unsupported attribute

IF the attribute syntax supplied by the client is supported but
the length is not legal for that attribute syntax,
REJECT/ RETURN ' cl i ent-error-request-val ue-too-1ong’

ELSE copy the attribute and value to the Unsupported Attributes
response group and change the attribute value to the "out-of -
band" ’unsupported’ value, but otherwi se ignore the attribute.

Note: Future Operation attributes nay be added to the protoco
specification that may occur anywhere in the specified group

Wien the operation is otherw se successful, the | PP object returns
the ' successful - ok-ignored-or-substituted-attributes’ status code.
I gnoring unsupported Operation attributes in all operations is
anal ogous to the handling of unsupported Job Tenplate attributes
in the create and Val i date-Job operations when the client supplies
the "ipp-attribute-fidelity" Operation attribute with the 'false
value. This last rule is so that we can add OPTI ONAL Qperati on
attributes to future versions of IPP so that older clients can
inter-work with new | PP objects and newer clients can inter-work
with ol der I PP objects. (If the new attribute cannot be ignored
wi t hout perform ng unexpectedly, the najor version nunber woul d

Hasti ngs & Manros I nf or mat i onal [ Page 25]



RFC 2639 | PP/1.0: Inplementer’s Cuide July 1999

have been increased in the protocol docunent and in the request).
This rule for Operation attributes is independent of the value of
the "ipp-attribute-fidelity" attribute. For exanple, if an IPP
obj ect doesn’t support the OPTIONAL "job-k-octets" attribute , the
| PP object treats "job-k-octets” as an unknown attribute and only
checks the length for the "integer’ attribute syntax supplied by
the client. |If it is not four octets, the | PP object REJECTS the
request and RETURNS the ’client-error-bad-request’ status code,

el se the | PP object copies the attribute to the Unsupported
Attribute response group, setting the value to the "out-of - band"
unsupported value, but otherw se ignores the attribute.

2.2.2 Suggested Additional Processing Steps for Operations that
Create/ Val i date Jobs and Add Docunents

This section in conbination with the previous section reconends the
processing steps for the Print-Job, Validate-Job, Print-URI, Create-
Job, Send-Docunent, and Send-URl operations that | PP objects SHOULD
use. These are the operations that create jobs, validate a Print-Job
request, and add docunments to a job.

2.2.2.1 Default "ipp-attribute-fidelity" if not supplied

The Printer object checks to see if the client supplied an "ipp-
attribute-fidelity" Operation attribute. |If the attribute is not
supplied by the client, the I PP object assunes that the value is
"false’.

2.2.2.2 Check that the Printer object is accepting jobs

If the value of the Printer object’s "printer-is-accepting-jobs" is
"false’, the Printer object REJECTS the request and RETURNS t he
'server-error-not-accepting-jobs’ status code

2.2.2.3 Val i date the values of the Job Tenplate attributes

An | PP object validates the values of all Job Tenplate attribute
supplied by the client. The | PP object perforns the anal ogous
syntactic validation checks of each Job Tenplate attribute val ue that
it performs for Qperation attributes (see Section 2.2.1.5.):

a)that the length of each value is correct for the attribute
syntax tag supplied by the client according to [ RFC2566] Secti on
4. 1.

b)that the attribute syntax tag is correct for that attribute
according to [ RFC2566] Sections 4.2 to 4.4.
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c)that nultiple values are supplied only for multi-val ued
attributes, i.e., that are lsetd X according to [ RFC2566]
Sections 4.2 to 4.4.

As in Section 2.2.1.5, if any of these syntactic checks fail, the IPP
obj ect REJECTS the request and RETURNS the ’'client-error-bad-request’
or 'client-error-request-value-too-long status code as appropriate,

i ndependent of the value of the "ipp-attribute-fidelity". Since such
an error is nost likely to be an error detected by a client

devel oper, rather than by an end-user, the | PP object NEED NOT return
an indication of which attribute had the error in either the
Unsupported Attributes Group or the Status Message. The description
for each of these syntactic checks is explicitly expressed in the
first IF statenent in the follow ng table.

Each Job Tenplate attribute MJST occur no nore than once. |If an IPP
Printer receives a create request with nultiple occurrences of a Job
Tenpl ate attribute, it MAY:

l.reject the operation and return the ’client-error-bad syntax’
error status code

2.accept the operation and use the first occurrence of the
attribute

3. accept the operation and use the |ast occurrence of the
attribute

dependi ng on inplenmentation. Therefore, clients MJST NOT supply
nmul tiple occurrences of the same Job Tenplate attribute in the Job
Attributes group in the request.

2.2.3 Algorithmfor job validation

The process of validating a Job-Tenplate attribute "xxx" against a
Printer attribute "xxx-supported" can use the follow ng validation
al gorithm (see section 3.2.1.2 in [ RFC2566]).

To validate the value U of Job-Tenplate attribute "xxx" against the
value V of Printer "xxx-supported", performthe follow ng al gorithm

1.1f Uis nulti-valued, validate each value X of U by perforning
the algorithmin Table 3 with each value X. Each validation is
separate fromthe standpoint of returning unsupported val ues.

Exanple: If Uis "finishings" that the client supplies with
"staple’, 'bind values, then X takes on the successive val ues:
"staple’, then ’bind
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2.1f Vis multi-valued, validate X against each Z of V by
performng the algorithmin Table 3 with each value Z. If a
value Z validates, the validation for the attribute value X
succeeds. If it fails, the algorithmis applied to the next
value Z of V. If there are no nore values Z of V, validation
fails.

Exanple: If Vis "sides-supported" with val ues: 'one-sided’
"two-sided-1ong’, and ’'two-sided-short’, then Z takes on the
successi ve val ues: ’'one-sided , ’'two-sided-long , and
"two-sided-short’. If the client supplies "sides" with 'two-
sided-long’, the first conparison fails (’'one-sided is not

equal to 'two-sided-long’), the second conparison succeeds
("two-sided-long’ is equal to 'two-sided-long"), and the third
conparison (’two-sided-short’ with 'two-sided-long’) is not even
per f or med.

3.1f both Uand V are single-valued, let X be Uand Z be V and use
the validation rules in Table 3.

Table 3 - Rules for validating single values X against Z

attribute attribute validated if:
syntax of X syntax of Z

i nt eger rangeOInteger X is within the range of
z

uri uri Schene the uri schene in Xis
equal to Z

any bool ean the value of Z is TRUE

any any X and Z are of the sane
type and are equal

If the value of the Printer object’s "xxx-supported" attribute is’
no-val ue’ (because the system administrator hasn't configured a
val ue), the check always fails. |If the check fails, the |IPP object
copies the attribute to the Unsupported Attributes response group
with its unsupported value. If the attribute contains nore than one
val ue, each value is checked and each unsupported value is separately
copi ed, while supported values are not copied. |If an |IPP object
doesn’t recogni ze/ support a Job Tenplate attribute, i.e., there is no
correspondi ng Printer object "xxx-supported" attribute, the | PP
object treats the attribute as an unknown or unsupported attribute
(see the last rowin the table bel ow).
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If sone Job Tenplate attributes are supported for sone docunent
formats and not for others or the values are different for different
docunent formats, the | PP object SHOULD take that into account in
this validation using the value of the "docunent-format" supplied by
the client (or defaulted to the value of the Printer’s "docunent-
format-default" attribute, if not supplied by the client). For
exanple, if "nunber-up" is supported for the "text/plain docunent
format, but not for the 'application/postscript’ docunent format, the
check SHOULD (though it NEED NOT) depend on the val ue of the
"docunment-format" operation attribute. See "docunment-format" in

[ RFC2566] section 3.2.1.1 and 3.2.5.1.

Not e: whether the request is accepted or rejected is determ ned by
the value of the "ipp-attribute-fidelity" attribute in a subsequent
step, so that all Job Tenplate attribute supplied are exanm ned and
al |l unsupported attributes and/or values are copied to the
Unsupported Attributes response group

job-priority (integer(1:100))

IF NOT a single "integer’ value with a length equal to 4 octets,
REJECT/ RETURN ' cl i ent-error-bad-request’.

I F NOT supplied by the client, use the value of the Printer
object’s "job-priority-default" attribute at job subm ssion
tinme.

IF NOT in the range 1 to 100, inclusive, copy the attribute and
t he unsupported value to the Unsupported Attributes response
gr oup.

Map the value to the nearest supported value in the range 1:100 as
specified by the nunber of discrete values indicated by the
value of the Printer’'s "job-priority-supported" attribute. See
the formula in [ RFC2566] Section 4.2.1.

j ob-hold-until (type3 keyword | nane)

I F NOT a single 'keyword or 'name’ val ue, REJECT/RETURN ’'client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

I F NOT supplied by the client, use the value of the Printer
object’s "job-hold-until" attribute at job submission tine.

IF NOT in the Printer object’s "job-hold-until-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group
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j ob-sheets (type3 keyword | nane)

IF NOT a single "keyword or ’'nane’ value, REJECT/RETURN ’client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "job-sheets-supported" attribute,
copy the attribute and the unsupported value to the Unsupported
Attributes response group.

mul ti pl e-docunent - handl i ng (type2 keyword)

I F NOT a single 'keyword value, REJECT/ RETURN ’client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "multiple-docunent-handling-
supported" attribute, copy the attribute and the unsupported
val ue to the Unsupported Attributes response group

copi es (integer(1l: MAX))

IF NOT a single "integer’ value with a length equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in range of the Printer object’s "copies-supported"
attribute copy the attribute and the unsupported value to the
Unsupport ed
Attributes response group

finishings (1lsetOf type2 enum

I F NOT an 'enum value(s) each with a length equal to 4 octets,
REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in the Printer object’s "finishings-supported" attribute,
copy the attribute and the unsupported val ue(s), but not any
supported val ues, to the Unsupported Attributes response group

page-ranges (lsetOf rangeOfInteger(1l: MAX))

I F NOT a 'rangeOfl nteger’ value(s) each with a length equal to 8
octets, REJECT/RETURN ’'client-error-bad-request’.

IF first value is greater than second value in any range, the
ranges are not in ascending order, or ranges overlap
REJECT/ RETURN ' cl i ent-error-bad-request’.

I F the value of the Printer object’s "page-ranges-supported"
attribute is 'false', copy the attribute to the Unsupported
Attributes response group and set the value to the "out-of-
band" ' unsupported’ val ue.
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sides (type2 keyword)

I F NOT a single "keyword value, REJECT/RETURN ’client-error-bad-
request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "sides-supported" attribute, copy
the attribute and the unsupported value to the Unsupported
Attributes response group.

nurmber -up (i nteger(1: MAX))

IF NOT a single "integer’ value with a length equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT a value or in the range of one of the values of the Printer
obj ect’s "nunber-up-supported" attribute, copy the attribute
and value to the Unsupported Attribute response group

orientation-requested (type2 enum

IF NOT a single '"enum value with a length equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in the Printer object’s "orientation-requested-supported”
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group

nmedi a (type3 keyword | nane)

I F NOT a single 'keyword or ’'name’ value, REJECT/RETURN ’client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "medi a-supported" attribute, copy
the attribute and the unsupported value to the Unsupported
Attributes response group.

printer-resolution (resolution)

IF NOT a single '"resolution” value with a Iength equal to 9
octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

IF NOT in the Printer object’s "printer-resol ution-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group
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print-quality (type2 enum

I F

NOT a single "enumi value with a length equal to 4 octets,

REJECT/ RETURN ' cl i ent-error-bad-request’.

I F

NOT in the Printer object’s "print-quality-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group

unknown or unsupported attribute (i.e., there is no correspondi ng
Printer object "xxx-supported" attribute)

I F

the attribute syntax supplied by the client is supported but
the length is not legal for that attribute syntax,

REJECT/ RETURN "client-error-bad-request’ if the length of the

attribute syntax is fixed or 'client-error-request-val ue-too-
long’ if the length of the attribute syntax is variable.

ELSE copy the attribute and value to the Unsupported Attributes

response group and change the attribute value to the "out-of-
band" ’'unsupported’ value. Any renmining Job Tenplate
Attributes are either unknown or unsupported Job Tenpl ate
attributes and are validated algorithmically according to their
attribute syntax for proper length (see bel ow).

If the attribute syntax is supported AND the | ength check
fails, the | PP object REJECTS the request and RETURNS the ’
client-error-bad-request’ if the Iength of the attribute syntax
is fixed or the "client-error-request-val ue-too-1long’ status
code if the length of the attribute syntax is variable.

O herw se, the I PP object copies the unsupported Job Tenpl ate
attribute to the Unsupported Attributes response group and
changes the attribute value to the "out-of-band" 'unsupported
value. The followi ng table shows the I ength checks for al
attribute syntaxes. |In the following table: "<=" neans |ess
than or equal, "=" neans equal to:

Cctet length check for read-wite attributes

"t ext Wt hLanguage <

1023 AND ' nat ural Language’ <= 63

"t ext Wt hout Language’ <= 1023

naneW t hLanguage’ <= 255 AND '’ natural Language’ <= 63
naneW t hout Language’ <= 255

keywor d’ <= 255

enumi =4

uri’ <= 1023

uri Schene’ <= 63

charset’ <= 63

nat ur al Language’ <= 63

m neMedi aType’ <= 255
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"octet String’ <= 1023
" bool ean’
"integer’
"rangeO | nt eger’
" dat eTi ne’
"resol ution’
"lsetOf X

oo
©ORrobhpR

2.2.3.1 Check for conflicting Job Tenplate attributes val ues

Once all the Operation and Job Tenplate attributes have been checked
i ndividually, the Printer object SHOULD check for any conflicting
val ues anong all the supported val ues supplied by the client. For
exanple, a Printer object nmight be able to staple and to print on
transparenci es, however due to physical stapling constraints, the
Printer object mght not be able to staple transparencies. The |IPP
obj ect copies the supported attributes and their conflicting
attribute values to the Unsupported Attributes response group. The
Printer object only copies over those attributes that the Printer
obj ect either ignores or substitutes in order to resolve the
conflict, and it returns the original values which were supplied by
the client. For exanple suppose the client supplies "finishings"
equal s 'staple’ and "nedi a" equals ’transparency’, but the Printer
obj ect does not support stapling transparencies. |If the Printer
chooses to ignore the stapling request in order to resolve the
conflict, the Printer objects returns "finishings" equal to 'staple’

in the Unsupported Attributes response group. |If any attributes are
mul ti-valued, only the conflicting values of the attributes are
copi ed.

Not e: The decisions made to resolve the conflict (if there is a
choice) is inplenmentati on dependent.

2.2.3.2 Deci de whet her to REJECT the request

If there were any unsupported Job Tenplate attributes or
unsupported/ conflicting Job Tenplate attribute values and the client
supplied the "ipp-attribute-fidelity" attribute with the '"true

val ue, the Printer object REJECTS the request and return the status
code:

(1) 'client-error-conflicting-attributes’ status code, if there
were any conflicts between attributes supplied by the client.

(2) 'client-error-attributes-or-val ues-not-supported’ status code,
ot herw se.

Hasti ngs & Manros I nf or mat i onal [ Page 33]



RFC 2639 | PP/1.0: Inplementer’s Cuide July 1999

Note: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |f the unsupported
Operation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

2.2.3.3 For the Validate-Job operation, RETURN one of the success
stat us codes

If the requested operation is the Validate-Job operation, the Printer
obj ect returns:

(1) the "successful -ok" status code, if there are no unsupported
or conflicting Job Tenplate attributes or val ues.

(2) the "successful -ok-conflicting-attributes, if there are any
conflicting Job Tenplate attribute or val ues.

(3) the "successful -ok-ignored-or-substituted-attributes, if there
are only unsupported Job Tenplate attributes or val ues.

Note: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |f the unsupported
Qperation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

2.2.3.4 Create the Job object with attributes to support

If "ipp-attribute-fidelity" is set to 'false’ (or it was not supplied
by the client), the Printer object:

(1) creates a Job object, assigns a unique value to the job’s
"job-uri" and "job-id" attributes, and initializes all of the
job’s other supported Job Description attributes.

(2) renoves all unsupported attributes fromthe Job object.

(3) for each unsupported val ue, renoves either the unsupported
val ue or substitutes the unsupported attribute value with sone
supported value. |If an attribute has no values after renoving
unsupported values fromit, the attribute is removed fromthe
Job object (so that the normal default behavior at job
processing time will take place for that attribute).

(4) for each conflicting value, renpoves either the conflicting
val ue or substitutes the conflicting attribute value with sone
other supported value. |If an attribute has no val ues after
renoving conflicting values fromit, the attribute is renoved
fromthe Job object (so that the nornmal default behavior at
job processing tinme will take place for that attribute).
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If there were no attributes or values flagged as unsupported, or the
val ue of 'ipp-attribute-fidelity" was 'false’, the Printer object is
able to accept the create request and create a new Job object. |If
the "ipp-attribute-fidelity" attribute is set to "true’, the Job
Tenpl ate attributes that popul ate the new Job object are necessarily
all the Job Tenplate attributes supplied in the create request. |If
the "ipp-attribute-fidelity" attribute is set to 'false', the Job
Tenpl ate attributes that popul ate the new Job object are all the
client supplied Job Tenplate attributes that are supported or that
have val ue substitution. Thus, sonme of the requested Job Tenpl ate
attributes may not appear in the Job object because the Printer

obj ect did not support those attributes. The attributes that

popul ate the Job object are persistently stored with the Job object
for that Job. A Get-Job-Attributes operation on that Job object wll
return only those attributes that are persistently stored with the
Job obj ect.

Note: All Job Tenplate attributes that are persistently stored with
the Job object are intended to be "override values"; that is, they
that take precedence over whatever other enbedded instructions night
be in the document data itself. However, it is not possible for al
Printer objects to realize the semantics of "override". End users
may query the Printer’s "pdl-override-supported” attribute to
determine if the Printer either attenpts or does not attenpt to
override docunment data instructions with PP attributes.

There are sonme cases, where a Printer supports a Job Tenplate
attribute and has an associ ated default value set for that attribute.
In the case where a client does not supply the correspondi ng
attribute, the Printer does not use its default values to popul ate
Job attributes when creating the new Job object; only Job Tenplate
attributes actually in the create request are used to popul ate the
Job object. The Printer’s default values are only used later at Job
processing tinme if no other IPP attribute or instruction enbedded in
the docunent data is present.

Note: If the default values associated with Job Tenplate attributes
that the client did not supply were to be used to populate the Job
obj ect, then these values woul d beconme "override val ues" rather than
defaults. If the Printer supports the 'attenpted value of the

"pdl -override-supported” attribute, then these override values could
repl ace val ues specified within the docunent data. This is not the
intent of the default val ue mechanism A default value for an
attribute is used only if the create request did not specify that
attribute (or it was ignored when allowed by "ipp-attribute-fidelity"
being 'false’) and no val ue was provided within the content of the
docunent dat a.
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If the client does not supply a value for sone Job Tenpl ate
attribute, and the Printer does not support that attribute, as far as
I PP is concerned, the result of processing that Job (with respect to
the mssing attribute) is undefined.

2.2.3.5 Return one of the success status codes

Once the Job object has been created, the Printer object accepts the
request and returns to the client:

(1) the ’successful-ok’ status code, if there are no unsupported
or conflicting Job Tenplate attributes or val ues.

(2) the ’"successful-ok-conflicting-attributes’ status code, if
there are any conflicting Job Tenplate attribute or val ues.

(3) the ’'successful -ok-ignored-or-substituted-attributes’ status
code, if there are only unsupported Job Tenplate attributes or
val ues.

Note: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |f the unsupported
Operation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

The Printer object also returns Job status attributes that indicate
the initial state of the Job (' pending , 'pending-held , ’
processing’, etc.), etc. See Print-Job Response, [RFC2566] section
3.2.1.2.

2.2.3.6 Accept appended Docunent Content

The Printer object accepts the appended Docunment Content data and
either starts it printing, or spools it for l|later processing.

2.2.3.7 Scheduling and Starting to Process the Job

The Printer object uses its own configuration and inplenentation
specific algorithns for scheduling the Job in the correct processing
order. Once the Printer object begins processing the Job, the
Printer changes the Job’s state to 'processing . If the Printer

obj ect supports PDL override (the "pdl-override-supported"” attribute
set to 'attenpted’'), the inplenentation does its best to see that |PP
attributes take precedence over enbedded instructions in the docunent
dat a.
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2.2.3.8 Conpl eting the Job

The Printer object continues to process the Job until it can nove the
Job into the 'conpleted state. |f an Cancel -Job operation is

recei ved, the inplenentation eventually noves the Job into the

cancel ed’ state. |If the systemencounters errors during processing

that do not allowit to progress the Job into a conpleted state, the
i mpl enentation halts all processing, cleans up any resources, and
nmoves the Job into the 'aborted state.

2.2.3.9 Destroying the Job after conpletion

Once the Job noves to the 'conpleted , 'aborted' , or ’'cancel ed

state, it is an inplenentation decision as to when to destroy the Job
object and release all associated resources. Once the Job has been
destroyed, the Printer would return either the "client-error-not-
found" or "client-error-gone" status codes for operations directed at
t hat Job.

Note: the Printer object SHOULD NOT re-use a "job-uri" or "job-id"
value for a sufficiently long tine after a job has been destroyed, so
that stale references kept by clients are less likely to access the
wrong (newer) job.

2.2.3.10 Interaction with "ipp-attribute-fidelity"

Some Printer object inplenentations may support "ipp-attribute-
fidelity" set to 'true’ and "pdl-override-supported" set to
attenpted’ and yet still not be able to realize exactly what the
client specifies in the create request. This is due to |egacy
deci si ons and assunptions that have been nade about the role of job
i nstructions enbedded within the docunent data and external job

i nstructions that acconpany the docunent data and how to handl e
conflicts between such instructions. The inability to be 100%
preci se about how a given inplenentation will behave is al so
conpounded by the fact that the two special attributes, "ipp-
attribute-fidelity" and "pdl-override-supported”, apply to the whole
job rather than specific values for each attribute. For exanple, sone
i npl enentati ons may be able to override alnost all Job Tenpl ate
attributes except for "nunber-up".

2.3 Status codes returned by operation
This section lists all status codes once in the first operation

(Print-Job). Then it lists the status codes that are different or
speci al i zed for subsequent operations under each operation
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2.3.1 Printer Operations
2.3.1.1 Print-Job

The Printer object MJST return one of the follow ng "status-code"
val ues for the indicated reason. Wether all of the docunent data
has been accepted or not before returning the success or error
response depends on inplenentation. See Section 14 for a nore
conpl ete description of each status code

For the foll owi ng success status codes, the Job object has been
created and the "job-id", and "job-uri" assigned and returned in the
response:

successful -ok: no request attributes were substituted or ignored.

successful - ok-i gnored-or-substituted-attributes: some supplied
(1) attributes were ignored or (2) unsupported attribute
syntaxes or values were substituted with supported val ues or
were ignored. Unsupported attributes, attribute syntaxes, or
val ues MJST be returned in the Unsupported Attributes group of
t he response.

successful -ok-conflicting-attributes: some supplied attribute
val ues conflicted with the values of other supplied attributes
and were either substituted or ignored. Attributes or values
which conflict with other attributes and have been substituted
or ignored MJUST be returned in the Unsupported Attributes group
of the response as supplied by the client.

[ RFC2566] section 3.1.6 Operation Status Codes and Messages states:
If the Printer object supports the "status-nessage" operation

attribute, it SHOULD use the REQUI RED 'utf-8 charset to return
a status nessage for the following error status codes (see

section 14): ’client-error-bad-request’, 'client-error-
charset-not-supported’, 'server-error-internal-error’, ’
server-error-operation-not-supported , and 'server-error-

versi on-not-supported’. In this case, it MJST set the val ue of

the "attributes-charset" operation attribute to 'utf-8 in the
error response.

For the followi ng error status codes, no job is created and no "j ob-
id" or "job-uri" is returned:

client-error-bad-request: The request syntax does not conformto
t he specification.

Hasti ngs & Manros I nf or mat i onal [ Page 38]



RFC 2639

cli

cli
cli
cli

c

cli
cli

Hast i ngs

| PP/1.0: Inplementer’s Cuide July 1999

ent-error-forbidden: The request is being refused for

aut hori zation or authentication reasons. The inplementation
security policy is to not reveal whether the failure is one of
aut henti cation or authorization.

ient-error-not-authenticated: Either the request requires

aut hentication information to be supplied or the authentication
information is not sufficient for authorization

ient-error-not-authorized: The requester is not authorized to

performthe request on the target object.

i ent-error-not-possible: The request cannot be carried out

because of the state of the system See also ’server-error-
not - accepti ng-j obs’ status code which MJST take precedence if
the Printer object’s "printer-accepting-jobs" attribute is
fal se’.

ent-error-timeout: not applicable.

ent-error-not-found: the target object does not exist.
ent-error-gone: the target object no |onger exists and no
forwardi ng address is known.

ient-error-request-entity-too-large: the size of the request

and/ or print data exceeds the capacity of the IPP Printer to
process it.

ient-error-request-value-too-long: the size of request variable

length attribute values, such as 'text’ and 'nane’ attribute
synt axes, exceed the nmaxi numlength specified in [ RFC2566] for
the attribute and MJST be returned in the Unsupported
Attributes G oup.

ent - error-docunent - f ormat - not - supported: the docunent format
supplied is not supported. The "docunment-format" attribute

wi th the unsupported val ue MJST be returned in the Unsupported
Attributes Goup. This error SHOULD take precedence over any
ot her ' xxx-not-supported’ error, except 'client-error-charset-
not - support ed’

ient-error-attributes-or-val ues-not-supported: one or nore

supplied attributes, attribute syntaxes, or values are not
supported and the client supplied the "ipp-attributes-fidelity"
operation attribute with a 'true’ value. They MJST be returned
in the Unsupported Attributes G oup as expl ai ned bel ow.
ent-error-uri-schene-not-supported: not applicable.
ent-error-charset-not-supported: the charset supplied in the
"attributes-charset"” operation attribute is not supported. The
Printer’s "configured-charset” MJST be returned in the response
as the value of the "attributes-charset” operation attribute
and used for any 'text’ and 'name’ attributes returned in the
error response. This error SHOULD take precedence over any
other error, unless the request syntax is so bad that the
client’s supplied "attributes-charset” cannot be determ ned.
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client-error-conflicting-attributes: one or nore supplied
attribute va attribute values conflicted with each other and
the client supplied the "ipp-attributes-fidelity" operation
attribute with a "true’ value. They MJST be returned in the
Unsupported Attributes G oup as expl ai ned bel ow.

server-error-internal-error: an unexpected condition prevents the
request frombeing fulfilled.

server-error-operation-not-supported: not applicable (since
Print-Job is REQU RED).

server-error-service-unavail able: the service is tenporarily
over | oaded.

server-error-version-not-supported: the version in the request is
not supported. The "closest" version nunber supported MJST be
returned in the response.

server-error-device-error: a device error occurred while
recei ving or spooling the request or docunent data or the | PP
Printer object can only accept one job at a tine.

server-error-tenporary-error: a tenporary error such as a buffer
full wite error, a nmenory overflow, or a disk full condition
occurred while receiving the request and/or the docunent data.

server-error-not-accepting-jobs: the Printer object’s "printer-
i s-not-accepting-jobs" attribute is ’false’

server-error-busy: the Printer is too busy processing jobs to
accept another job at this tine.

server-error-job-cancel ed: the job has been cancel ed by an
operator or the systemwhile the client was transnitting the
docunent dat a.

2.3.1.2 Print-URI

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Print-URI with the follow ng
specializations and differences. See Section 14 for a nore conplete
description of each status code.

server-error-uri-schene-not-supported: the UR schenme supplied in
the "docunent-uri" operation attribute is not supported and is
returned in the Unsupported Attributes group
2.3.1.3 Val i dat e- Job
Al of the Print-Job status codes described in Section 3.2.1.2

Print-Job Response are applicable to Validate-Job. See Section 14
for a nore conplete description of each status code
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2.3.1. 4 Creat e- Job

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Create-Job with the foll ow ng
speci ali zations and differences. See Section 14 for a nore conplete
description of each status code.

server-error-operation-not-supported: the Create-Job operation is
not supported.

2.3.1.5 Get-Printer-Attri butes

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Printer-Attributes
operation with the followi ng specializations and differences. See
Section 14 for a nore conplete description of each status code.

For the foll owi ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: same as Print-Job

For the error status codes, Goup 3 is returned containing no
attributes or is not returned at all

client-error-not-possible: Sane as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-request-entity-too-large: sanme as Print-job, except
that no print data is invol ved.

client-error-attributes-or-val ues-not-supported: not applicable,
since unsupported operation attributes MJST be ignored and
successful - ok-i gnored-or-substituted-attributes’ returned.

client-error-conflicting-attributes: sane as Print-Job, except
that "ipp-attribute-fidelity" is not involved.

server-error-operation-not-supported: not applicable (since Get-
Printer-Attributes is REQU RED).

server-error-device-error: sane as Print-Job, except that no
document data is involved.

server-error-tenporary-error: same as Print-Job, except that no
docunent data is involved.

server-error-not-accepting-jobs: not applicable.
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server-error-busy: sane as Print-Job, except the | PP object is
too busy to accept even query requests.
server-error-job-canceled: not applicable.

2.3.1.6 Get - Jobs

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Jobs operation with the
foll owi ng specializations and differences. See Section 14 for a
nore conpl ete description of each status code

For the foll owi ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: same as Print-Job

For any error status codes, Goup 3 is returned containing no
attributes or is not returned at all. The following brief error
status code descriptions contain unique information for use with
Cet - Jobs operation. See section 14 for the other error status codes
that apply uniformy to all operations:

client-error-not-possible: Sane as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-request-entity-too-large: sane as Print-job, except
that no print data is involved.

client-error-docunent-format-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable,
si nce unsupported operation attributes MJST be ignored and
successful - ok-i gnored-or-substituted-attributes’ returned.

client-error-conflicting-attributes: sane as Print-Job, except
that "ipp-attribute-fidelity" is not involved.

server-error-operation-not-supported: not applicable (since Get-
Jobs is REQUI RED).

server-error-device-error: sane as Print-Job, except that no
docunment data is involved.

server-error-tenporary-error: same as Print-Job, except that no
document data is involved.

server-error-not-accepting-jobs: not applicable.

server-error-job-cancel ed: not applicable.
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2.3.2 Job Qperations
2.3.2.1 Send- Docunent

Al'l of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Printer-Attributes
operation with the followi ng specializations and di fferences. See
Section 14 for a nore conplete description of each status code.

For the foll owi ng success status codes, the docunment has been added
to the specified Job object and the job’s "nunber-of -docunents”
attri bute has been increnented:

successful -ok: no request attributes were substituted or ignored
(sane as Print-Job).

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job.

successful -ok-conflicting-attributes: same as Print-Job

For the error status codes, no docunment has been added to the Job
obj ect and the job's "nunber-of-docunents" attribute has not been
i ncr enent ed:

client-error-not-possible: Sane as Print-Job, except that the
Printer’s "printer-is-accepting-jobs" attribute is not
i nvol ved, so that the client is able to finish subnitting a
mul ti-docunent job after this attribute has been set to 'true’
Anot her condition is that the state of the job precludes Send-
Docunent, i.e., the job has already been cl osed out by the
client. However, if the IPP Printer closed out the job due to
timeout, the 'client-error-tineout’ error status SHOULD be
returned instead.

client-error-timeout: This request was sent after the Printer
cl osed the job, because it has not received a Send- Docunment or
Send- URI operation within the Printer’s "multipl e-operation-
time-out" period.

client-error-request-entity-too-large: same as Print-Job

client-error-conflicting-attributes: sane as Print-Job, except
that "ipp-attributes-fidelity" operation attribute is not
i nvol ved.

server-error-operation-not-supported: the Send-Document request
is not supported.

server-error-not-accepting-jobs: not applicable.

server-error-job-cancel ed: the job has been cancel ed by an
operator or the systemwhile the client was transnitting the
dat a.
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2.3.2.2 Send- UR

Al'l of the Print-Job status code descriptions in Section 3.2.1.2
Print-Job Response with the specializations described for Send-

Docunent are applicable to Send-URI. See Section 14 for a nore

conpl ete description of each status code

server-error-uri-scheme-not-supported: the URI scheme supplied in
the "docunent-uri" operation attribute is not supported and the
"document-uri" attribute MIUST be returned in the Unsupported
Attributes group.

2.3.2.3 Cancel - Job

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Cancel-Job with the foll ow ng
speci alizations and differences. See Section 14 for a nore conplete
description of each status code.

For the followi ng success status codes, the Job object is being
cancel ed or has been cancel ed:

successful -ok: no request attributes were substituted or ignored
(sanme as Print-Job).

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job.

successful -ok-conflicting-attributes: same as Print-Job

For any of the error status codes, the Job object has not been
cancel ed or was previously cancel ed.

client-error-not-possible: The request cannot be carried out
because of the state of the Job object ('conpleted , '’
canceled’, or ’aborted’) or the state of the system

client-error-not-found: the target Printer and/or Job object does
not exi st.

client-error-gone: the target Printer and/or Job object no | onger
exi sts and no forwardi ng address i s known.

client-error-request-entity-too-large: sanme as Print-Job, except
no docunent data is involved.

client-error-docunent-format-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable,
since unsupported operation attributes and val ues MJST be
i gnor ed.

client-error-conflicting-attributes: sane as Print-Job, except
that the Printer’s "printer-is-accepting-jobs" attribute is not
i nvol ved.
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server-error-operation-not-supported: not applicable (Cancel-Job
i s REQUI RED) .

server-error-device-error: sane as Print-Job, except no docunent
data is invol ved.

server-error-tenporary-error: sanme as Print-Job, except no
docunment data is involved.

server-error-not-accepting-jobs: not applicable.

server-error-job-canceled: not applicable.

2.3.2.4 Get-Job-Attri butes

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Get-Job-Attributes with the

foll owi ng specializations and differences. See Section 14 for a nore
conpl ete description of each status code

For the foll owi ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: same as Print-Job

For the error status codes, Goup 3 is returned containing no
attributes or is not returned at all

client-error-not-possible: Sane as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-docunent-format-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable.

client-error-uri-schenme-not-supported: not applicable.

client-error-conflicting-attributes: not applicable

server-error-operation-not-supported: not applicable (since Get-
Job-Attributes is REQU RED).

server-error-device-error: sane as Print-Job, except no docunent
data is invol ved.

server-error-tenporary-error: sane as Print-Job, except no
docunment data is involved.

server-error-not-accepting-jobs: not applicable. server-error-

job-cancel ed: not applicable.
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2.4 Validate-Job

The Val i date-Job operation has been designed so that its

i npl ementation nmay be a part of the Print-Job operation. Therefore,
requiring Validate-Job is not a burden on inplementers. Also it is
useful for client’s to be able to count on its presence in al
conformance inpl enentations, so that the client can determni ne before
sendi ng a | ong docunent, whether the job will be accepted by the IPP
Printer or not.

2.5 Case Sensitivity in URls

I PP client and server inplenentations nmust be aware of the diverse
uppercase/ |l owercase nature of URIs. RFC 2396 defines URL schenes and
Host names as case insensitive but reminds us that the rest of the
URL may wel | denonstrate case sensitivity. Wen creating URL's for
fields where the choice is conpletely arbitrary, it is probably best
to select |lower case. However, this cannot be guaranteed and

i mpl enentations MJUST NOT rely on any fields being case-sensitive